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Summary

IcedId is a modular banking Trojan discovered in 2017. It is one of the most prevalent malware families in recent
years, targeting financial information and acting as a dropper for other malware families, such as Vatet, Egregor,
REvil.

GZipLoader is the loader component of the IcedID infection chain. Its purpose is to download and execute the
final encrypted payload from the control panel. The encrypted payload mimics a GZIP file, which is why it is
called GZipLoader.

While monitoring our incoming malware feeds, we have detected a new version of the IcedID GzipLoader
component which is distributed since the beginning of February. This version introduces new anti-analysis
techniques, whereas it is functionally equivalent to previous versions, except for the removal of the SSL-pinning
feature. The anti-analysis techniques that have been introduced are the dynamic resolution of Windows API

functions and string encryption.

Discovery and timeline

The new loader version came to our attention while monitoring our incoming malware feeds. Threatray classifies
malware families using search algorithms that are based on code reuse analysis. We have seen (see image below)
that the confidence of our classification algorithms for IcedID has dropped from high confidence (“red”) to

medium confidence (“orange”). This was the trigger for further investigations.
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Looking for samples contacting a known IcedID URL.
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Proce TERMINATED o
regsvr32.exe [5016] A I .
Command line 2.exe" "ciusers\<l ll.ocx" 1=
PID/PPID 5016 / 4880
|
>  Mainimage Ox7ff7f72a0000 - Ox7ff7f72a9000  Size: 0x9000 Functions: 2 ® |
v Memory region 0x4b0000 - 0x4bf000 Size: 0xf000 Functions: 35 1 ®

Threats

IcedID I % 2/

functions

IcedID detection based on code reuse.

Looking for instance at the analysis of the sample
ele9e84e84a24abaa8658d871515d32e21ed51f1c54812315155f4c88bbc8722eecbfbd we see that the virtual
memory region 0x4b0000 of the regsvr32 process contains 9 functions that are related to IcedID GZipLoader

component.
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2022-0210  2022-0210Ti45 m s 50165 ccssse. [ DLL(PE x86-64) mb_icediD Winlox64 49%  0x4b0000  Code 100
20220210 2022-0210T:45 [ LT 50165bf33643c3ee4482.. [§  DLL (PE,x86-64) mb._lcediD Winl0-x64 493  OxSeakad  Code 100
20220210 2022.0270M32  3cd822T-c4Zi-4d%b-. [ lcediD_S0cBEbO3b3a0A3bEE. eabeGeectigb2s4. f§  DLL(PE, x86-64] mt_lcediD A Winl0-x64 4840 0400000  Code 100
20220210 2022.0270M32  3cd82M-c42l-4d%b-. M IcediD_50cB6b03b3a0d3bee..  S3a3fIeabebeeciiBhIS4. [ DLL(PE,x86-64) mt_icediD A Win0-x64 4840 OxE1asE0 Code 100
20220270 2022.02701036  03dc24clb-caf [  lcediDle62465186adafd80d.. 932050cb69306213a3d0.. fff  DLL (PE, x86-64) mit_IcedID A Winl0-x64 4992 Owasse0  Code 100
20220270 2022.02701036  03dc24clb-caS [  lcediD le62463186adafda0d.. 932050ch6: a3d0. [ DLL(PE x8664) mt_lcediD A Winl0-x64 4992 0x530000  Code 100
20220210 202202700840  3f5aNa2-f772-49db-8.. [  6cc4SOfSIBIEOBMI6BbASEOR.. Cl004c6d42IbI04FE02.. [y DLL (PE,x86-64) mb.icediD A Winl0-x64 5092 0xa0000  Code 100
20220210 202202700840  3f5a1a2-772-49db-8.. [  6cc4SOfSIbIEOBf168bASE0R @ DLL(PEx86-64 mb_lcediD A Winl0-x64 5092 0x612560 Code 100
20220209 2022020919145  19238eca-ed85-4365-. [  NIXZDGWQMyb f4b871292e0b43dd825.. ff§  DLL (PE, x86-64) mb._lcediD Winl0-x64 4948 0x4b0000  Code 100
20220209 2022020919145  19238eca-ed85-4365-. [l  NIXZDGWQMyb f4baT 3dde2s. [ DLL(PE,x86-64) mb_icediD Winl0-x64 4948 Ox56ad70  Code 100
20220209  2022-02-091945  T4891d7-240-477e-2.. [ GFKAhYQQWS 20b8e020ff6711760299.. f§  DLL(PE x86-64) mb_lcediD Winl0-x64 2408 Ox44a4a0  Code 100
20220209  2022.02.0919:45 1148972404775 [ GFKAhYQQWS 20b8e020ff671176c295.. [y DLL (PE,x86-64) mb._lcediD Winl0-x64 2408 0x520000  Code 100
20220209  2022-02-091845 267a7aBl-46ed-420-.. [ gOBAKtbjwbin bBd7946449669(T2d1lb.. [y DLL (PE,X86-64) mb_IcediD A WInl0-x64 5083 0x4a0000  Code 100
20220209  2022.020918:45  2e7a7agl-46ed-4020-.. [ gOBAKtbjwbin 8d7946449669fF2d1lb.. g DLL (PE,x86-64) mb._IcediD A Winl0-x64 5088 Owfasad  Code 100
2020209  2022.02091834 6083400850 D  icediD_eab2964alfSbbficafs.. 64635896 icl6.. @ DLL[PE x8664] mt_lcediD A Winl0-x64 5083 0x4b0000  Code 100
2022-02-09  2022-02-0918:28 . M IcedID_8517¢05f33c46fcBlade.. ele9eB4azsabaas6sed.. f§  DLL (PE x86-64) mt_IcedID A Winl0-x64 5016 0x4b0000 Code 100
20000209 202202091828  2ebbed3e-8df-sect.. M IcedID 851760512 3c46icBlade..  ele9eB4ad4abaagesad.. [ DLL(PE,x86-64) mt_lcediD A Winl0-x64 5016 0x53afd0 Code 100
2022-02-09  2022-02-0917:05 M  icedID_8517¢05f33c46fcBlade.. ele9eB4azsiabaas6sed.. f§  DLL (PE,x86-64) mb_icediD A Winl0-x64 4212 0x520000 Code 100
20220209 202202091700  C2bFIEI-5040-451d-.. M IcediD_eab29b4alfsbbiscafs.  Ge4635336 B OLL(PEx86-64) mb_icediD A Winl0-x64 5036 0x00000  Code 100:
2022-02-09  2022-02-0917:00 c2b61618-5e M  icediD_eab2964alfSbbf3cafS. 66469589 B  DLL(PE x86-64) mb._icediD A Winl0-x64 5036 Ox4c4azo Code 100

Retrohunting for similar GZipLoader samples.

Using our retrohunting capabilities, we have searched through our platform for samples that contain a similar

loader (see image below).

The earliest sample in our feeds with this new loader is from February 9th, 2022.

Detailed analysis

The new version of the loader resolves imports dynamically, whereas the old version does not:
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®or edx, edx 3 dwhccessType
xor BCX, BCX ; pszAgenth
maow ebx, rldd

Lmcy gsi, rlad

l call cs:WinHttplpen I OLD

(o TlG, Fax

test rax, rax

jz loc_1DEIFAS

dword ptr [rsp+7@8h+var 58], esi

mov

Xor Becx, BCx

maow ebx, esi

[ sldd acd

call rax ; WinHttpOpen I NEW
[mow rl5, rax

test rax, rax

jz loc_4B5113

The second functionality that has been added to the new loader is string encryption:

FE
loc_1DE1DS8: 3 nServerPort
movzx  r8d, word ptr [rdi+18h]
xor rod, rod 3 dwReserved
WU rdx, [rdi] : pEwzSarverismt
moy rex, rls ; hSession
call es:klinkttpConnect
may rlz, rax
test rax, rax
jz loc_1DELFSC
|i |
=
Lediaaciy

xor rod, rad ; dwReserved
moy rex, rax 3 hInternet
call cs:WinHttpSetStatusCallback

cmovnz

[rdi+28h], r14

[rsp+SBhivar_28], réd ;
rdx, rax
[rbp+Buffer], réd

dwContext
i pwszVerb

8, [rdi+8] ; pwszObjectMame

rod, rad 3 pwszVersion
[rsp+S@htppwszAcceptTypes], rl4 ; ppwszAcceptTypes
quord ptr [rsp+S@h+dwFlags], ri4 ; pwszReferrer
s :WinHttpOpenRequest

rl4, rax

rax, rax

loc_1DE1F93

encryption.

OLD

[rdi#iCh], ebx
short loc_1DE1E17

ecx, [rdi+lCh]

neg ecx
lmow r8, [rdi+d]
sbb edx, edx

and edx, BBOBOBH

[rdis2sh], rsi

rl@, cs:gword_4BABGR

[rbpsvar_38], edx

iz short loc_4B4EEC

[ ]

[rbprvar_141, 511

edx, 18193F@5h
[rbptvar_18], 1B563F55h
[rbptvar_C], 1B4D3F56h
[rbp+var_8], edx

eax, [rbp+var_18]

al, [rbp+var_14]

al, a

short loc_4BAEEE

[rbptvar_28], sil
[rbp#var_1C], 16306184h
[rbp#var_18], 16786117h
eax, [rbp+var_1C]

al, [rbptvar_z@]
al, al

short loc_aBaF21

loc_4B4ED3:

moy eax, [rbp+rcx®s4svar_18)

xor eax, edx xor
mov [rbp+rex™4+var_18], eax mov
inc rex inc
cmp rex, 3 cmp
jb short loc_4B4ED3 jb

eax, [rbp+rex®4svar_1C)
eax, 16786143h
[rbp+rex*4+var_1C], eax
rex

rex, 2

short loc_4B4F0B

e ——

NEW

FIFER
loc_4B4EEG:

The following code is in charge of decrypting the strings using XOR operations:
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e e ERE
POST jz short loc_4B4EEC |
: GET
] i = Nl i
mov [rbptvar 141, sil
mov 1B193F@5h loc_4B4EEC:
mov [rbp+var_1@],| 1B563F55h| [mov [rbp+var_28], sil
mov [rbp+var_C], LB4D3F56h | Imov [rbp+var_1C],| 163D61@4h
mov [rbp+var_8], edx mov [rbp+var_18],| 16786117h
mov eax, [rbp+varcie] mov eax, [rbp+var_1C]
mov al, :r‘hp+-v-:1 '_'_:] mov al, :rbp+-,-a-'_2l:'.']
test al, al test al, al
jnz short loc_4B4EE6 jnz short loc_4B4F21
_ A J
bl s = bl oo =
mav rex, rsi mov rex, rsi

vv

STRING 1=
DECRYPTION Ea =
LOOP STRING
loc_4B4ED3: i et 10 loc_4B4F@B: DECRYPTION
mov eax, [rbp+rcx*a+var_1@] mov LOOP
xor eax, edx xXor
mov [rbp+rcx*4+var_18], eax mov
inc rex inc rex
cmp rex, 3 cmp rex, 2
jb short loc_4B4ED3 jb short loc_4B4FeB
I ]
— —
T T — . & T
= =
loc_4B4EEG: loc_4B4F21:
lea rdx, [rbp+var_1@]} |lea rdx, [rbp+var_1C]
jmp short loc_4B4F25

1

A Python version of the decryption function for POST requests is as follows:

enc_string
key =
dec_string

i (
dec_string +=

(enc_string)):
(key[i %

(key)] ™ enc_string[i])

dec_string
'PA\x000\x005\x00T\x00"'

dec_string.replace(
'POST'

The same string decryption method is used throughout the binary.

The string encryption code is in-lined (as opposed to take place in a dedicated function). This new code changes
the control flow graph of all functions which are referencing strings. This could break some detections rules based

on patterns recognition such as YARA rules. We thus recommend to double-check your detections rules for
IcedID.
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Retired features

We have also realized that in this new version, the SSL-pinning feature has been removed. For more details about

this feature, we highly recommend reading the report from Group-IB on the old version (https://blog.group-

ib.com/icedid). To summarize, IcedID sets a callback when it sends data to a legit server (mostly to

aws.amazon.com) and it verifies the checksum of the public key from the server’s certificate.

As you can see in the image below, in the old variant when the set_bot_information() function is called, the result

of SSL_pinning_feature() is passed as argument. However, in this new variant (since the feature has been

removed) the value passed to set_bot_information() is hardcoded to 1.

Old variant

debrypt_cnc(( int64)&u12);

{

if { botinfo && cnc_commi{&uid, botinfo, &lpHem, &uiS) && viS >= Bx460 )

uv5 = create_directory(lpllen);

SSL_Pinning = BSL_pinning_feature();
botinfo = set_bot_information{v13, SSL_Pinning, {  int6h)&uil);
if { botinfo && cnc_commi(&v14, botinfo, &lpHem, &ui16) && vl6 >= 0x480 )
{
u5 = create_directory{lptien);
New variant
botinfo = set_bot_information{uvi2, , [ int6a)&uii);

Searching in our telemetry for IcedID samples , we see that the most prevalent URL among all IcedID samples

was aws.amazon.com, due to the SLL pinning feature.

However, if we limit the search scope to the last 2 weeks, we can confirm that the aws.amazon.com URL is no

longer used.

Another less important change that occurs in this version is that the function responsible of decrypting the

command and control has disappeared. In this new version the code of this function is in-lined in the main

function.

IoCs

threatray-lab> python3 check_url_prevalence.py

TOP

TOP

3 contacted URLS by IcedID samples last year:
http://aws.amazon.com: 8070
http://calldivorce.fun: 3163

http://tvorartificialnature.xyz: 1127

3 contacted URLS by IcedID samples last 14 days:
http://keepfootbal.com: 111
http://reseptors.com: 57

http://hdtrenity.com: 5

02e58a9e73e314497356a4d420183584cch85d49edce98a36f9e738b85cab37f
03a41a586c¢17dd1hd79aa20dfa9alb1e11d8blacc21d687bfc3953batf8907a86
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03c12545f5dd6cb2a36fccbdab184cdad259d71f2d12f537cb916a7029654330
05e15f807b0e89ebafdc42a38ca8100ced064f63530abad455334b31a2a69c88
05e4a3ef8a29fd09f10e500acf62d628b77b2719b56642011€66811af6509269
0990cb15328b17842a0338e5f21eaf771b2ec1abb@ac16d30d94c30e33741312
09edd4cdabf4dc5bb313570bf5c206b3691F4453d15b742460cec8cOd4aff7d
0d8041601a71723fd9a41e1350cb8baabd9a690a26f12723bccc8a91b461245a
0f5fbad82dae02e2a48775762f8ff0eb067eb4f81ce637607ac893d4edc613b3
10a841e167daefdba33ce9fd8e5f3b0c2a30c1e3c37f034cObffdbaf97a5db5f
13477429217745f4b91b833735e03c6b8e21197606511b5b1hde965e9ch3f515
15f8dabacf@b2b3e7334ef9d15e290758fcc918930cal8be801acc7682868b91b
18cc18377e2fef33c4ac8f700a15889def8d7965149033c9cf80d7499e966942
18f8c27d91db287a18034e39a2df2ede3ec9755d4067809b37580859c6a8acdb
1c5467229ec%eadbbc9cdd@9d4f69cdbb31906605af609e44505383660ba2f31
1c8660718145c0c20c4b6345223a8bala8f7c31f0ebf952d5baa80ff776b676d
1d371ef854dac871c335d8ad1ba2f3d7916fc449e6383eec9196c117930c4d98
1fa43e3a239c517b2af4fbf9cd176b7ef8282d82161555917fefcb4ed4c9cde3d
204bcb912278761c541c5be310382102e21a7b83d6944fb619abec110063dc66
205e180196d948fe19ba8cal4d2441505b667af92e8e85ee@5cafb1c39e38510
23bd947bcd5946b8b7c985562b6c866b3157326929726ec2b24a793d9245639
24a6327b7913db912a1c22fdaccOc7148a03c1aabdee8eb7c5c2f63f894d9fef
255fedca93d25a470f2b59ac374249bf3£8f5325815a7e82a5c2a63cc08f76d4
2c4ebb47841760e94ae3f6126e9ffedcc7e933d618b0721ebdce5dabf4595122
2d48d620321ed65bca7f16330d30d8658d8046cedc89c9135c2dfee88316267f
2d7c3f733948bd0@1e428e517b84eacd96e816ad3d181db27c13246a22dccd3bd
2dc18dfbaa58c8646823c532debdd522e@cdabbb113b02caebadb4489bad8ces
2ebeebe48a1bc8541fa769187fef1214b5855e8979cd902b21b792c57cbd808b
31597d65343eb5ca523fa81dbed331d577d5d819f60f3aec071b2fb7eb9d01ed
31a5ee81cc3206f30ebbcb2e84ec89e9aa3bed4b52baacc8955aab8baabadd3e
3215a0502c123bd08d9374e2508d79adabch36e3a3f5d7cd87a97d616ff9c601
33270eab7adb83b72240a9546d6d310cbc692d4ef102b7136042165b1d95a91a
3388b2781e84a2fdb1d37e5ee1371af605fee7b70e16bd7b57ed8025db2447b4
358679abaalce479cc20c624d3fefe26170b3ad052ed9aa8111bf3047c755¢ee?
368be3001148a956b017cedac10721e6418030499ea3411db6519a8eeb68d43c
374c7619257b545ac83cf1870150138066c5ded225c780af28ch8bd8c8c80070
39b49f2c3d6cfe9c1064086116abe323d1eb59ab852099dbf9efaca81f662c5b
3adc2160c304c344fb6c1efcbalb759af3cc87b85376535b088adb15562aa0254
3c4b375de8hb20a9036c3ac9139855f312bbche8b3e869b36ebfhf2533422a06e
3d1ec1f66bada3@aac555901f3d120ae22e345685caad16f9d1c74592c9810c3
3e3c5d318ed1a4dd83cf0dc9279d82b5dffa7181f2b650d24c61b1a008d6d0f2
3ee@dd7a2c2d122790e560a535c4a3cc8al1da78df15cd5d4dad61797d1e48bf
407baf@c60024ff01e4d2128264064eea5099c33efab688362ff38edee97fhe2
402a95077ab694181272d48457920b6ca587c9b0752d8752940840e620039793
4528ee62b7c2b479c32b2b4@1dc875bcald7125f2206b083d7c3595Fd827839
4aaf857e59a25f98e133aa59bac419b22a60ecc4dcade883bf217ce76c25bf84
4c40fa74b961f90a67d2780412891c49f0a2919b3e90a216daabf5b12187e219
4d0aaf50b254b52e403a2d613d1aa8abdb14067658db@3710cc75752e9c6e0
4fbcea3ced29ccdcceeladedl4cebcfad71e8a2cal8332a68239a7940d7224818
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50165bf93643c3ee448eb480217442119567918b7ea98722bb404e7fea558a2b
515ac55d2575077dfc2f50273fd5e52652d17ab6fcd7bb7b23ce2dfbb3685414
53ea999f28add82bbh8d70aa9e030893521bf57a08a9564ee73805621427341d5
54d334b0b1a89677c22dc54907803c3724f9b4d6113ecad73a241c8921b5977
55a33e1bb55138d85d229f434fceadbBb147a98e4beb3ce1860b00e8137467d6
5753ch2ecebbc64d950641a48a3c38335c8dd738e7a30f50ae8fad4e@9d55914
59a3f3eabebeecff8h254cea75dcdd898d7bd6886da929f85f fcddaa287113e4
5a07bc16a6c1039b8f45bee3738abae9b22a109efdfc4dc64366a4c1f7367a2d
5bb3dba425e01da86ccda2e901343a52690fb687e18ada32624179557498228e
5ce84f9baad6fbb2e854221f8cadeb3eThdc00ebec90935b0chd2640140974c0
5d17794aeae5d5352a7579454419909d2339c51d57b9e4ade1b77e034d291122
5d83037ac01f286e920f6a16bf8e158945fda752d6b841031af85e8e778dd5b3
5e9b1bf9407a2baad02457ae8d9a7ffb1fa3ea990bd5d0674756982bf9393b65
5fd948425254ca242b37cdbd9d6d4782683fe31bad8a65053e9b273ffea343c3
60626638547c49bb876c132d0aae3d728c47952ad@da46dab4a785e3862d05ch
65519e29f8bd88a50558126c0c2a38c7fdf3809e76624a2efc9d8e2d48aal937
66a290194dd80475dc2c18ce5884bc94979747aa8cd5f24a4b971d8efaaf59426
66e3893430e6f89b5f0d7d14f113feb0bbe2e3dal5b42ec8295fc52579f7a453
686e36ade3fbdchb113fOb6b54bdeb7574a7e47bb4b6a8341629d8251e022e197
69b59c6263ec89edf585edcadedc1af204d8b92603cfabe’c8ad2d2361aba147
6b6195fa5809045ed7d27cc851832bb6272941549b69c22d09228531a0ded2db
6c1fdedbd252fec4e35422d639a2bc2256701d4e2569122e3d0940c898adfcb4
6c4bead76eea3b54d7149947cb99424ddfbdc869b52716a69815c5f9d42b43c3
6e46958960f575bfdc14a3da83de4249ab3f23f834aec3d2b5ca8891f9c91bc8
beacebaabh9457c95cde935110876fde8bf1e6f7f43a9276fb9a8a7e09603ba?
715c11a153cbed9ace1618a36142bb7ae2cdcd7bcae3a69161f796ace5d857a0
7215735224ae5437685e0465c36eb8a3a87a3d86e4bed763cfdc06820a62a134
7212a0a8007454b99c90306180c89ef7fc61d85f53e17fa8e3197508064d8d9f
724c4d872ad8a538edfbc55520d27e4639474cdaede5e6f67cchebe3477a8912
731c19a0631328d7336bb50c00851cfc7ecad87159f3277a9729bec4f9d4a53
73c3395e7ad9787595df98570420d3cef4585d02489b1d3022685e9¢c1760ab?2
76c1€9298873358e2893977eb97350801937187519ea63fbbb8f8dfelba52fc
7c614ec8c5341386F2c98dbeblaececdff35a9438c9c80b5942e81b22fc0641b4
8037a59ce1465fa74b2f440eb8edab5a55cab317afab76af725f fabdbd142ad4
8236ead722c2bc40ad14cf3ac8ecd6db47c415chbaed4bd8chfcdf8ffbe19d761
82a7fca34437668d26abb1f815986ca4068d63fa3264e8d8f6ab623fb2ffd13c
8368b23494628423416a81f57eae7349edf38128caf92c873143b75e8bad1eb3
841c94ef717b5fd39ee1bfebcd80700080174b598376a6a393d0d36cac777113
84629a575a4f2eafd30e86d07663cabd247572c09d7cbcc251bb5h5a641875a6
854dd9d16fd46bec4abb03a51752275df79906feal5c5cd8475da1814f@bc37e
85f8aaaYaecaa’ddbb2dd10e3fa620108d26573af@aaed888ad51aecd763f8e9
861cad69153a30193456e51801d933385f0e67b09fPaab5977990fd38102276¢
87e2d2769c11ca86553d1a83483b33071cee53a2097530677bf0c56c74d9e19f
87f4e3af806aclec376b1ab0235a15b203d19489b2704914412697dabdf29a7d
88234568ba22d7676e0f57e2b910e4a84360849aa660ffada104186a41dabe71
88c376b943a1855b006605b1ebf826eceb5334ccea81bf18a53f4fc70c1645Fd
8d4462edf5h928a5817dc59d583ac925200b3621d060abbcc237ad972bdde8ce
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8ec2058763207a52bf912bbf9108ad5¢c13417991d54267a144d66c10adbfa261
919c627af8b1d832aee1ad25de3d1d99c0a@4221bb5bfc8a7c8f@95b1346bfch
92243763637516274579f2b9b51376610b9805ef6be95b56e5e91b619f9b2badc
931c900905566bab01a27a9b7722a3dccOcc5fade@ed513486ef6e964bab7a7e
932050cb69306213a3d0c1893a6df1fc23ac41a7890678d24021f3f2297a8855
95e0888ca69ae02606b68b6fc6H84bcddbcIede74a53394bb380560507b599¢8
964bb12c1e9687ab7408dc02e953c27a419187c4310ade1b3a0b35431519f142
97171e@80058d75aee1ch2406204052e5ac5eb0b30bc988a34e7¢817cc24bb65
984531¢88100ca2ab139fc11d6988d596e9e1c511b06335baa%adc40abdeeb53
994d028748ec7e65004548526394de9df0e5ce0adc22232d9fdf844b85194616
9a3d9a2da5d238693606365153688157ff58e@dea8d509ddfe36074096d715¢9
9cde570788d1430d05450727963a85c0da7f492e838e43b3cf8b6a1fc984d798
9ea309f425c3cd53ce0302eb33543d5f9a0c7956f3ed58845ded88deca2084ca
9eealaba74e2c7d41871222410d9d337dc76cd973dd3fb@dcde89514fF83c219
adb8e020ff671176da99897f3cfa35be9206e46e3d7215603aad9b091ef4db57
a3d512f6451ce214e6207edd59d37ad7dfead333094a04ddab9c 181472125742
a3e0a9%973adabeed587070b3c052a1ad1809b0db7de2754339dea4616d87d2a9
a42e2b5a0b758b189d51dcb2b5093d4b9354e88209255022cd1119afe559aec8
a45c573fce0d@3856894530561c1370615faddaddd13da76147bc7cedd7c3c3d
a5e2e62925555619324623e86142a871f429cd4497269b2abd214dd39702bc33
aa7d12fe99100805b6970a01b5abf8e450d719245e0dc5da370bd1e624a7120f
ab8ba737e560a257fcch3dbbalfc341d0002d877436720846270bedfc@f2b68c
abe63be5854813b62129876a2480ch2edT1eae4d9dcd51596390b62c2befc0988
acede4e871ff7ebedad8cd568f8761e7129edb6f596cccbbdce7634e58echd7e8
ae3038147f454d8099fe12c5bbdf224f98574fa11f65f932380e039bb16ec1db
af35fd57fa3d82b263e991360891010be%ae75259a50c3ch8b354a18cd55d17
b0788325664cd57b0b83cfe756db012120c91506643c26f0e3b2982fe7a3ebad
b11e5dc72111b371e57b8afee104020194517e53263a9f2c2d9bdc8f9bc1dbfa
b1fa4853125c6fbfc38553076e31a3deab2ab066f8cc1f609803a8b26e931a8a
b27456719238e94357355cfd4e95acc0f9290cAc88c43438e985c299308adebd
b38c9a3fd842f23694bddd6c3d31a99edeb@9a8e4638415962fhfd364694b39
bdaff3dabe@e59bfe2f1df0fI66860b4f0e31ba202bb6d8eT1dbd7eaaed327ae7e
b6772a7ec2ea28d71f5ee696e6d671d47adeadad1b9dee191b476a905d7f54e5
b7b2cfde39268af729c507ff82fd9b20e5dc2abf@d0506c129053d7cc262dfb3
b7f346ba20c63c83ba8ab93e2ab64e957cfc1e4104c5bab2630ecab330ae14ed2
b8d794f6449669ff2d11bc635490d9efdd1f4e92fch3be5cdbdb40ed470c0982
b99h856b0401ce5cc@85e2c5b766662ae77f9Ib8e37a4b191b8280fef1e6c27f3
bc6a441a3036c1310886b671943e487d4712c7d1b4bd125d7b0c fAF3090b8281
bf285da82b9ddch61db82e40163832eaadf77657a5fccabb4b6e6a2b89b06854
bfde769562ba97b4e1fdeleb26eb5c670a13154f8a5b6b479b710ca239af 559
c164fcbd2c20cb05925a4d50e56afbce3d2c4c9fe95d8cac52e818728e82395a
c1b3b@57acfd3ff79d59523d30affc3d4269f7856e8bf45c7289a5e095d100a1
€2561a8ce8729d8d618066946b215F07c83bdb542a3b55009d69a57220e3339f
€2969a902dc2c2eab@63dfdf50c7bcd56f9ce989045dbed1e@d9cd546eaebb30
c3fbbb5fc9699a1e48dcc8e9ffbbe63a35936f9f3f203925978ch822e0435a63
c5bdcc6a758d9810226e1012a8aa8979fa7fc6205e162d136ae5399065a9a075
€662f5b2ddfb067058c5e4bfc726fb8613543chaedfe160b26915498deabf9aa
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€6765b0c795af907637ebc5e0703a285b44041e96d43e8192218601a2346cafa
c8d02f7bf46941dbd67761d30c12585033bcadca34bf4bdd2d8d3fe13b313fec
c9ca29cebla3a2e5e10b8ebab723222b119c9e51dc7ab7b195d16b505a29d896
cb2c71£81a2592f38bb78ee7d6c62d399575de75f51ecdaadbb33003615aabab
cb3cdb8eb96570dadc544533189a73dcde533e23380ca8ab1d0133eab9f0bc16
ccf86807e7b572efee1d4c631744fceedadd699a236927e46a5011188e9ch10c
cecae728ae8fc29506d18eedba8f7ef68ed45d1fbff5273ea3ebc1f636173c1a
cef57bfcadda3fb5a756d0dcf329f3135ec52dT1eac2ec33d8ec94d8105e92877
cf004c6d421b104180c2076b2ae28f27c065da7e61317364c0daef85d4ac7136
cf961ch072619763a61259449507941d11c634147324b267e958edaddd77936e
d5cbf1579a017a587¢69df1c@ec1bc5a29d0e252244998191701c776d63f796d
d6dc8d8296b85b1b802e430f48e4e8580261849591980fee8cd534c622942de5
d70865663ae6ce65571200cf5e3148cab5ec@6ffh3802453b78d3e112b10b386
d757eb59003c4a7df43eb4d5aadaed7a2d5fde15570511ec691cc92378253c44
d9e26a194a1ff7d1f2b2659b3b8e6793e1f185633d4c6e17c81171e1d8f7c067
da965e128b7810b230cec8880ch3841628718676e88cacf7d86847865258a6d6
db5378044d9ba78de9668c5e6320bbfeddab7efe61191b8c749a351ebea7c48c
db55ce99250c1cd4c@7bba0d0172845d8f46b3246a2d63debb02b@58e526ff14b
db7a59b74dc1b3734723488d9b6d67be932c19d5e8da155f6341221e18d74524
dc259fd862a143d4817de17d3016ed2687929e73f387e9397415fcc74007821
dd1a831e9dad18794a92c7061de920eeb741edbd774334d8c8362f6c334c884c
debc8996917f9ea29356644ecd8945aceece8c44120730acf657afdb4b02ddeb
ele9e84a24abaa8658d8715d32e21ed51f1c548123155f4c88bbc8722eechbfbd
e311aaaab43d6c2f87bdab9ac2d15a657a6fe8dfbc@1e0571a8038c4a54373ef
e48e313a540ch86ed557b3041fdf4b5a95327d00e1ae1210cf10255¢97720b11
e5a5d52aa887812801789ec36413abb9ab204c79d2b9030a611605730133db3d
e761c5d96f779f5167df24f@cc72e33e5e849f8311ff1572b9b11301c78346fa
eae80962a4e2dcelalcd5104dc244b04ff4a852b5c3232c5dee7749500de8711
ec34fa7adacd8f11fc8efe29f4d7115fd2e7688e06b72166043f9c2c4ale5d64
ec7af4291bcd47e2f7776a4332fd557f2ec54b631988ae3355d216334b43cd69
ec9bedc081747bc43619214d7af6693b43ef7c7af9cf6074c973b00efd34425e
ee8b2a0c8774b2ecca257dab3053a9bc84eadaac39026c53ebefccH6e99a22c3
eece4848cd49ca360335e44c7f8febh42349649885fc6a945f97ed09e79081f5
f1abed4877497aee8f121b7cb20768859bb785393d5dc91d1b2470408e7d3ae8
f2e08df6880d599189c5b4d5497164ab4489e79c233555¢53031a90b02d 1151
f4b871a9b2e0b43dd82576d80d178048c95d62876bc8c832f5d874174e830336
f4f4d7a9d1fd337b7a6d298d7d7271ab8b489c5304b871b1e8d811719198¢2
f6d6T68c4d97dd4270d909c97712cc4ce1098aecc9821ef8356e38cdc7f12b43
f874e@c5e423b8dcf3ec9bc74de93af2cd4bed92a7ear3859c777685e411f37¢
fdb61dbebbebc33deb3f372cdf279641d97eb6836cal1d55827b649a1268d3f3b7
fda95dfc80c40b@6dd680dd4bc8c57€989e1badcf3beald55ac172bdb0367fh@
fdae004e66cf3dee59380f06e271286fc5772ce658c9e1765867c07abfdd131b
fef2172e461fe90ab99dch0825d7de72aebbdfbIb2bed838f13fb7f0b4566cd@
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Threatray is a novel malware analysis and intelligence platform. We support all key malware defense use cases,
including identification / detection, hunting, response, and analysis. Threatray helps security teams of all skill

levels to effectively identify and analyze ongoing and past compromises.

At the core of Threatray are highly scalable code similarity search algorithms that find code reuse between a new
and millions of known samples in seconds. Our core search algorithms do not make use of traditional byte pattern

matches and are thus highly resilient to code mutations.

Our user facing features are based on the core search technology. They include best of class threat family
identification and detection, easy to use real-time retro-hunting and retro-detection, cluster analysis to quickly find
relevant IOCs, and low-level multi-binary analysis capabilities. Some of our binary analysis capabilities have been

used for the research presented in this report.

Contact us at https://threatray.com/contact-us or https://twitter.com/threatray

Source: https://threatray.com/blog/a-new-icedid-gziploader-variant/
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