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 Tool: OutSteel

Names OutSteel

Category Malware

Type Info stealer

Description

(Palo Alto) The OutSteel tool is a simple document stealer. It searches for potentially
sensitive documents based on their file type and uploads the files to a remote server. The

use of OutSteel may suggest that this threat group’s primary goals involve data
collection on government organizations and companies involved with critical

infrastructure.

Information <https://unit42.paloaltonetworks.com/ukraine-targeted-outsteel-saintbot/>

MITRE ATT&CK <https://attack.mitre.org/software/S1017/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.outsteel>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool OutSteel

Changed Name Country Observed

APT groups

  SaintBear, Lorec53 2021-Oct 2022  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=c98f4341-0969-4dfb-a5b4-a37fe00c82f5

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=c98f4341-0969-4dfb-a5b4-a37fe00c82f5
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