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win.poisonplug (Back to overview)

POISONPLUG
aka: Barlaiy

Actor(s): APT41

According to FireEye, POISONPLUG is a highly obfuscated modular backdoor with plug-in capabilities. The
malware is capable of registry or service persistence, self-removal, plug-in execution, and network connection

forwarding. POISONPLUG has been observed using social platforms to host encoded C&C commands.
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There is no Yara-Signature yet.
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