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NightSky Ransomware — just a Rook RW fork in VMProtect suit

The main subject of this analysis is to explain Cryptographic functions used in NightSky and Rook ransomwares
and compare their similarities and differences. This is not just some kind of show-off report but the main purpose
of this, is to share some knowledge, ideas, work-flow and problems which could occur during this kind of

research.

Before we jump in, both of these ransomwares are using the same version of statically linked OpenSource library
Mbed TLS (2.23.0 — 2.24.0) to implement Crypto functions. Because of minor changes in Mbed TLS between
versions 2.23.0 and 2.24.0 (ransomware code is not affected by these changes), there is no way to specify which
one of these version was used, but more important is that both ransomwares are using the same version of Mbed
TLS.

Finding out the exact version was a pitty work, involving compilation of different version of Mbed TLS (last 20
versions) with exact same version of Visual Studio (2015) and same version of compiler tools (19.00.24245 —

obtained from Rook RW). Because of shredded Rich Header in NightSky ransomware (caused by used

Visual Studio 2015 but not necessary. In the Rook case, we also know the exact version of compiler tools
(19.00.24245) — Rich Header presented.

D [73 Detect It Easy v3.02 = o

File name File name ’7
C:\Users\Inferno\Desktop\Rook_and_NightSky_RW\rookRW_prevversion_NightSky\rookRW\rookRW.exe.exe C:\Users\Inferno\Desktop\Rook_and_NightSky_RW\NightSky_RW\original_sample\update.exe

File type Entry point Base address MIME File type Entry point Base address MIME
PES4 - 000000014002add0 | > Disasm 0000000140000000 | Memory map ,— FEG4 - 0000000140421807 | > Disasm 0000000140000000 | Memory map ’7"
Hash Hasl

rt S FE Import
s Import Strings et Strings
TimeDateStamp 5 q rces Sections TimeDateStamp S 9
2021-11-23 16:12:09 | Entropy > 2021-12-30 16:28:20 ol oo | Entropy

s Endianness  Mode A f Type Hex Sca Endianness Mode Architecture Hex
Nauz File Detector(NFD) - LE 64 Console S Detect It Easy(DIE) M LE 64 AMDG4 S

Operation system: Windows[AMDG&4, 64-bit, Console] d protector VMProtect(1.X)[-1

Linker: Microsoft linker(14.00.24245) linker Microsoft Linker(14.0, Console64,console]

Compiler: Visual C/C++(19.00.24245)[LTCG/C+ +] T : ST
Tool: Microsoft Visual Studio(2015)

(Heuristic)Packer: UPX(3.96) ! Options Options
[ Recursive scan [l Deep scan [l Heuristic scan About Signatures [7] peep scan About
Scan Scan
r 44 msec Exit > og 82 msec

Exit
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Real hard work started with many attempts to find the correct C\C++ compiler and linker configuration which was
used in both of these ransomwares (involving reversing of Mbed TLS functions in ransomwares and produced .dll
and .obj (in .lib file) files). Fortunately, and not surprising, the best configuration was the same for both of these
ransomwares. Built .1ib files served for generating FLIRT signatures and .dll files with pdb symbols were used for
fuzzy matching with Rizzo signatures, fingermatch signatures, diaphora... Big differences between matched
functions, using different versions of Mbed TLS, let to exact version of Mbed TLS (2.23.0 — 2.24.0) which was
used in both cases. These facts could be just an interesting coincidence but after I introduce the code similarity it
will be obvious that NightSky Ransomware is just a fork of Rook and there is possibility that same TA is behind

the creation of these Ransomwares. (another possibility is leaked src code etc..).

NightSky RW vs Rook RW brief crypto summary

Rook Ransomware
Al
.Built with VS 2015 19.00.24245

Not Packed

Using statically linked MBED TLS (2.23-4)
TAs embedded RSA2048 public key in PEM \ ed RSA2048 public key in PEM
Generates Victim RS5A2848 priv+pub key Generates Victim RSA2848 priv+pub key

MaxSize encrypted (3*(blocksize=524288))

2BECB (intermitten encryption 16/32)
rated with MBEDTLS prng
IV hardcoded (04930201040302010403020104030201)
encrypted with Victim RSA2848pub AESKey encrypted with Victim RSA20848pub

Victim privkKEY encrypted with TAs pubKEY Victim privkKEY encrypted with TAs pubKEY

For-each file uniquely generated AES key For-each file uniquely generated AES key

Let’s do some reversing

After this brief introduction we can jump to the main function of these ransomwares. We can see main function of
Rook and NighSky RW in the picture below. NightSky omitted some functionality of Rook (processing cmdline
arguments, debug mode...) and some were just moved to different functions but code similarity related to multi-

threading and synchronization remains.
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(4 * SystemInfo
berOfPr

eSystenInfo) ;

SystemInfo. dullumberOfProces so
stemInfo.

ption_thre

nehroy yith IDA View-A, Hes

nchronized with IDA

One of the first function in “main” in both of these ransomwares -
“setPRNG_generate_VictimRSAKeys_encryptVictimPrivateKEY” is responsible for generating Victim RSA2048
key pair where Victim RSA2048 private KEY is encrypted by TAs embedded RSA2048 public key. The
encryption of victim RSA private key is performed in loop of 200 bytes as you can see in the picture below. Again

the similarity of code is obvious.

Pseudocode-A

0;
teKEY.

atekEY);

nchronized with IDA

We can move on to function which is start routine of newly spawned threads. This NightSky routine is handled by
literally copy-paste code from Rook RW and serves as synchronization which leads to function responsible for file

encryption “encrypt_file”.
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if ( lpThreadp

while (

{
while (
{

4 * SHIDNORD(
00593E8) + 1

le(Filenane);

hHeap, 0, filename);

) )
FFFFFFF);

Pseudocode-A

if ( Parameter )
{
while (

{
while ( !
{

{

( MaitForSingleObject (hSemaphored_1, @) )

bject(hSemaphore2, @) )

RtlEn

filename (quor. 3 * SHIDHORD
HIDHORD ( qu 7 8 63BBF6
Rtlle

(aui
+1

HIDWORD (quio

Rtlle

ore(hSem

lename )

6(filenane);

) )
FFFFFFF);
n);

{_7FF63BBF6278;

ore(HSemaphorel, 1,

ilename_31)

b R
encrypt] file(filename 1);
Hea

ree(hteap, @, filename_1);

chronized with ID.

In “encrypt_file” function code below we can see that both of these ransomwares are using Mbed TLS random

module to generate for each file unique 16 bytes random AES key. This AES key is later used but also gets

encrypted by previously generated victim RSA2048 public key and saved to structure which will be later part of

encrypted file footer.

Pseudocode-A

ypted_aeskey_with_y
= *(*ambedtls_rs

oaep_encrypt(
ntext,
en_random,

tim_publicRS

v15_enérypt(
ntext,
R_DRBG_gen 4#andom,

Alloc (hHeap, 8u,
41 );
ypted_aeskey_with_v

_victim_publicR
tin_publicRSA

{
while (1)

{
ReadFile(FileW,

5 0, s
mbedtls_aes_setkey_enc(v

1988 encrypt file:117 (14

ncrypted_victin_RS

rivateKEY +

ALABEL_

. (*mbedtls_rsa_context +
if (vi3)

aep_encrypt(
ntext,
n_randon,

mbedtls_rsa_r

_yih_encrypt(
nbedtls_rsa_context

+ v27) - *(&TAsPublic_encrypted. vateKEY + v

ap(hHeap.

NumberOfBytesRead, @

Usage of the randomly generated AES key is different in NightSky and Rook ransomware. Rook ransomware

encryption is a combination of AES128 ECB mode with intermitten encryption -> looping 32 bytes chunks where

only first 16 is encrypted. Max encrypted size is 524288*3.

NightSky ransomware encryption is AES128 CBC mode with hardcoded IV where max encrypted size is the same

as in Rook case - 524288*3.
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Pseudocode-A

if ( encrypted_aeskey with_victim publicRSA[@].QuadPart / 524288 ) if ( filesize / 524288 )
{
while (1) while (1)
{ {
ReadFile(FileW, v41, 524288u, &NumberOfBytesRead, 0i64); ReadFile(FileW, File bufflencrypt, 524288u, &NumberOfBytesRead, 0i64);
menset (v68, 0, sizeof(v68)); wrap_Encrypt_aes_cbc(&hes_key. File_buff2encrypt, 524288);
mbedtls_aes_setkey_enc(v68, &Aes_key, 128u); SetFilePointerEx(Filewgv17, 0164, 0);
Va5 = val; WriteFile(FileW, File buffdencrypty, 524288u, &NumberOfByteshritten, 0i64);
v46 = 16384i64; v17.QuadPart += 524288i64;
do V19 = ++v36;
{ if (§=2)
aes_encrypt_ECB(v68, v45, v45); break;

Va5 4= 32;
--va6;

if ( ++J >= size_block_coufit=)
} filesize 1 = filesize;
while (46 ); goto LABEL_33;
off_140044598(v68, 0164, 288164);
SetFilePointerEx(FileW, liDistancelsiove, 0i64, @);
WriteFile(FileW, v4l, 524288u, SlumberOfByteskiritten, 0i64);
vA7.QuadPart = encrypted_paskey_with_victim publicRSA[1].QuadPart + 1;
1iDistanceToMove .QuadRsit xB0000164;
++encrypted_aeskaysiith_victin_publicRSA[1].QuadPart;
(a3 =27 LABEL_33:
break; 36 = v19 + 1;
if ( ++vd3 >= vad ) V20 = 16 * (filesize 1 % 524288 / 16);
{ V21 - filesize 1 % 524288 % 16;
VA2 = encrypted_aeskey with_victin_publicRSA[e]; num_bytes_to_read = v20 + 16;
goto LABEL 54; if ((h21)
3 nun_bytes_to_read = 16 * (filesize 1 % 524288 / 16);
b ReadFile(FileW, File buff2encrypt, num_bytes_to_read, &NumberOfBytesRead, 0i64);
3 num_bytes_to_read_1 = v20 + 16;
else if ((h21)
nun_bytes_to_read_1 = v20;
A7 = encrypted_aeskey_with victim publicRSA[1]; wrap_Encrypt_aes_cbc(8Aes_key, File_buff2encrypt, num_bytes_to_read 1);
LABEL_54: SetFilePointerEx(Filel, v17, 0i64, 8);
encrypted_aeskey_with_victin_publicRSA[1].QuadPart = v47.QuadPart + 1; if (v21)
v48 = 16 * (v42.QuadPart % 524288 / 16); V20 += 16;
w49 = va2.QuadPart % 524288 % 16; WriteFile(FileW, File buff2encrypt, v20, &NumberOfByteshritten, 0i64);
V50 = vag + 16;
if (1vag ) SetFilePointerEx(Filek, 0164, 064, 2u);
V50 = 16 * (v42.QuadPart % 524288 / 16); WriteFile(FileW, &filesize, 2576u, &NumberOfByteshiritten, 0i64);
ReadFile(FileW, v41, v50, &NumberOfBytesRead, 0i64); HeapFree(hHeap, 0, File buff2encrypt);
V51 = va8 + 16; return CloseHandle(Filel);
if (1va9 )
V51 = vag;
memset(v69, 0, sizeof(v69));
mbedtls_aes_setkey_enc(v69, &les_key, 128u);
if (51> 0 )
{
V52 = va1;
V53 = ((vS1 - 1) >> 5) + 15
do H

- v36;

else

return CloseHandle(FileW);

}

return result;

00001D1A| encrypt file:172 (14000291A) v 0000185C| encrypt file:162 (7FF538BA185C) (Synchronized with IDA View-A)

You can see NightSky AES128 CBC mode with hardcoded IV below.

; [ rsi
5 f/ rdi
;5 // [rsp+3@h] [rbp-148h] BYREF
[4]; // [rsp+156h] [rbp-28h] BYREF

buff2encrypt_length = buff_length;
IV[B] = *\xB4\xB3\x02\x01";
IV[1] = "'\x04\x03\x02\x01"
IV[2] = "'\x04\x03\x02\x01"
IV[3] = "\xB84\xB83\x02\x01";
memset (&mbedtls_aes_context, 0, sizeof(mbedtls_aes_context));
mbedtls aes setkey enc(&mbedtls aes context, key, 128u);
if ( buff2encrypt_length )
{
Bl6block_count = ((buff2encrypt_length - 1) »»> 4) + 1;
do

{

mbedtls_aes crypt cbc(&mbedtls aes context, MBEDTLS_AES ENCRYPT, l6uibd, IV, bufflencrypt, bufflencrypt);
buff2encrypt += 16;
--Bléblock_count;

¥
while ( Bl6block_count );

¥

return memset(&mbedtls aes context, 8, sizeof(mbedtls aes context));

Our final stage of analysis is comparing of encrypted file structure.

Rook Ransomware encrypted file structure (only something I named Quadpart_presented tag is in addition to

NightSky — this tag has no meaning and because of that was probably omitted):
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Bookmarks

| 3 0x0 Encryptedytes AES128ECE @ .0+ of
| 3 0x40 original filesize 2 o
P8l 0 0wss Count of Encryptedilocks 0
(2] 0x50 LARGE INTEGER->QuadPart_pre
(23 058 AesKEY_Enc_by_VictimRSA2048 b50]
(3 0x158 VictimRSA2048_Enc_by_TAs R pojl

Original FileSize
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) delphi_filtertxtRook X

00000000

01 000000000000 06

NightSky Ransomware encrypted file structure:

"M delphi filter.txtnightsky X

ETET=
[ 0x0 EncryptedBytes AES128CBC 45«
(] 0x40 Original filesize 2 o
"7}| (3 0x4s Count_of EncryptedBlocks 0
® [ 0x50 AesKEY_Enc_by_VictimRSA2048 N|
[ 0x150 VictimRSA2048_priv_enc_by._

Original FileSize

BV

[Soun I

Conclusion:

00000000

32 00 00 00 00 00 00 00 01 00 00 00 00 00 00 OO

Encrypied file bytes with AES128ECB using

yp!
first 16 encrypted)

32bytes (only

ountofencrypted blocks -

block/chunl 24288 bytes

AES KEY encrypted with generaled
VictimRSA20438 publickey (256 B)

Victim RSA2048 private key encrypted by TAs
RSA204 ickey (2304 B)

Rook Ransomware - Encrypted file Structure

-/

Encrypted file bytes with
AES128CBC

\

Countof encrypted blocks -
1block/chunk <=524288 bytes

AES KEY encryptedwith
generated Viclim RSA2048
publickey (256 B)

VictimRSA2048 privaie key
encrypted by TAs embedded
RSA2048 publickey (2304 B)

Encryp ﬁleSImdureI

As we could see, the similarity between Rook and NightSky ransomware looks sometimes like copy-paste of

code.

What could be quite tricky thing for analysts is that NightSky is delivered as VMProtected and with combination

of statically linked Mbed TLS crypto library it could be let’s say “unpleasant™.

Some functionality from Rook Ransomware (not part of crypto process) is not presented in code of NightSky.

Only one difference in encryption is that NightSky RW replaced intermitten AES-ECB encryption for more

secured AES-CBC.

Recommendation:
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If possible always try to perform decryption on your own (spoofing public key, grabbing session keys, hooking

etc...) to confirm your analytical assumptions.

If you were able to read it to this part, you can also check my steps without correction [HERE]

Download:

Unpacked, repaired and debuggable sample of NightSky RW is available [HERE-pass:infected]

Generated FLIRT, Rizzo and Fingermatch signatures for Mbed TLS 2.24.0 [HERE]

IO0Cs:

NightSky Ransomware MD5: 9608c8b6c8d80fdc67b99edd3c53d3d2
Rook Ransomware MD5: 6d87be9212ala0e92e58e1ed94c589f9

Source: https://github.com/Dump-GUY/Malware-analysis-and-Reverse-engineering/blob/main/NightSky_Ransomware%E2%80%93just_a_R
ook_RW_fork_in_VMProtect_suit/NightSky_Ransomware%E2%80%93just_a_Rook RW_fork_in_VMProtect_suit.md
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