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Introduction

What defines success for ransomware actors during an attack? Breaching a victim’s network, exfiltrating valuable
data, and encrypting systems are crucial components. However, the ultimate measurement of success is the actor’s
ability to extort a ransom payment, which determines if they achieve their financial goals. Navigating the ransom
negotiation phase, whether conducted by the victims themselves or designated recovery firms, demands a high
level of expertise and a deep understanding of the attackers involved. This includes studying of the threat actor’s
profile, tactics, and evolving strategies. In this complex landscape, there is no one-size-fits-all playbook for
successfully managing the negotiation phase, as each ransomware group exhibits distinct behaviors and adopts

new tactics shaped by many factors.

On October 1, 2023, one of the most sophisticated ransomware syndicates, LockBit 3.0, announced new rules of
negotiations among the members of the group. These rules were aimed at securing larger ransom amounts and
increasing the likelihood of payout. This blog uncovers the brief history of LockBit’s rebranding, the evolution of
negotiations tools and techniques, and the newly established rules. We examined multiple sources, including
negotiation chat logs and intelligence obtained from open sources and the DarkWeb. Furthermore, our research
includes an interview with a LockBit representative who shares their perspective on why the change in tactics was

needed.

Rebrand, Repeat: The Brief History of LockBit Transformation

In September 2019, ransomware group ABCD appeared on the cybercrime scene. The name of the group was
given by researchers after the file extension “.abcd virus” was identified to be used when encrypting files. After
four months of operations in January 2020, the group rebranded itself to LockBit, now recognized as one of the

most notorious ransomware syndicates in existence.

Later in September 2020, the group introduced a data leak site where actors would publish the data stolen from
their victims. This adoption of the double extortion technique later became very common among ransomware

groups and is being used to add pressure on victims during negotiations to this day.

In June 2021, LockBit embarked on another rebranding endeavor into LockBit 2.0, and the group’s growth
trajectory gained momentum. According to the group’s announcement, their latest ransomware was promoted to
be “the fastest encryption software all over the world,” accompanied by “the fastest stealer StealBit,” allowing its

affiliates to download stolen data to its data leak site.
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CONDITIONS

A8l PARTNERS

[Ransomwarel LockBit 2.0 is an affiliate program.

Affiliate program LockBit 2,0 temporarily relaunch the intake of partners.

The program has been underway since September 2019, it Is designed In origin C and ASM languages without
any dependencies. Encryption is implemented in parts via the completion port (I/0), encryption algorithm AES +
ECC. During two years none has managed to decrypt it.

Unparalleled benefits are encryption speed and self-spread function.

The only thing you have to do Is to get access to the core server, while LockBit 2.0 will do all the rest. The launch
Is realized on all devices of the domain network in case of administrator rights on the domain controller,

Brief feature set:
+ administrator panel In Tor system,
communication with the company via Tor, chat room with PUSH notifications;
automatic test decryption;
automatic decryptor detection;
port scanner in local subnetworks, can detect all DFS, SMB, WebDav shares;
automatic distribution in the domain network at run-time without the necessity of scripts;
termination of interfering services and processes;
blocking of process launching that can destroy the encryption process;
setting of file rights and removal of blocking attributes;
removal of shadow coples;
creation of hidden partitions, drag and drop files and folders;
clearing of logs and self-clearing;
windowed or hidden operating mode;
launch of computers switched off via Wake-on-Lan;
print-out of requirements on network printers;
avallable for all versions of Windows OS;

LockBit 2.0 is the fastest encryption software all over the world. In order to make It clear, we made a comparative
table with several similar programs indicating the encryption speed at same conditions, making no secret of their
names.

Figure 1: LockBit announces new version LockBit 2.0 on its data leak site Source: Analyst1

In June 2022, LockBit underwent yet another rebranding, evolving into LockBit 3.0. Simultaneously, the group
introduced the first bug bounty program offering rewards ranging from $1,000 to $1 million USD. Undoubtedly,
this move was aimed at gaining more publicity and, as a result, recognition from the underground community.
Wide presence on the DarkWeb indeed is a distinguishing feature of the LockBit group. To this day, the group’s
leadership communicates under the alias LockBitSupp, which actively engages on top-tier DarkWeb forums,

interacting with both threat actors and members of the cybersecurity community.

The groups’ operational tools and tactics went through a series of changes when compared with the original setup.
Until approximately September 2020, LockBit required victims to contact them through email provided in the

ransom note. Some groups continue to rely on email or secure messaging via Tox for communication.
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All your important files are encrypted!

There is only one way to get your files back:
1. Contact with us

2. Send us 1 any encrypted your file and your personal key

3. We will decrypt 1 file for test(maximum file size - 1 MB), its guarantee what we can decrypt your files

4, Pay

5. We send for you decryptor software

We accept Bitcoin

Attention!

Do not rename encrypted files.

Do not try to decrypt using third party software, it may cause permanent data loss.

Decryption of your files with the help of third parties may cause increased price(they add their fee to our)
Contact information: supportpc@cock.li

Be sure to duplicate your message on the e-mail: goodsupport@cock.li

Figure 2: LockBit’s ransom note in the early days of its operation requiring victims to communicate
through email

Source: Analyst1

LockBit transitioned to chat-based negotiations developed on its data leak site to enhance its infrastructure for
more sophisticated operations. Access details are conveyed to the victim through the ransom note, which is
delivered after encryption takes place. The following screenshot is a modern-day negotiations chat portal used by
the actors. The chat negotiation infrastructure provides features such as a “Trial Decrypt,” allowing the victim to

test the legitimacy of a decryptor for a file of their choice.

YOUR FILES

ARE ENCRYPTED
BY LOCKBIT

Your decryptor deleted!

What happened?

Many of your documents, databases, videos and other important files are no
longer accessible because they have been encrypted. Maybe you are busy
looking for a way to recover your files, but do not waste your time. Nobody can
recover your files without our decryption service.

LockBit Ransomware uses AES and ECC cryptography algorithms.

TRIAL DECRYPT

You can decrypt one file as a guarantee that
we can do itit is very important to take the
file for the trialdecrypt from the same folder
where you got the decryption ID for this [Chat started]
chat

yptic vailable

max. 50 kb
Message.

How to recover my files?

We guarantee that you can recover all your files safely and easily. You can
decrypt a single file for warranty - we can do it. Butif you want to decrypt all
your files, you need to pay.

Write to support if you want to buy decryptor.

CHAT WITH SUPPORT

O ElD

Figure 3: LockBit’s modern-day negotiations chat portal

Source: Analyst1
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LockBit has forged a reputation for its consistent commitment to improving its technical capabilities and
reinforcing its standing in the Ransomware-as-a-Service (RaaS) domain. Despite the rebrand, LockBit’s primary
objective remained consistent, to enhance its technical capabilities, all aimed to attract its core clientele, the

affiliates.

Operators & Affiliates: The Intricacy of Relationships or Who Holds the Power of

Negotiations?

The individuals responsible for breaching a victim’s network are known as affiliates and they partner with
ransomware developers (operators) in exchange for a share of the profit. These affiliates play a pivotal role in a
traditional RaaS model and are essentially the ones who are making this ransomware machine move. To
understand LockBit’s operations and negotiation tactics, it is essential to uncover the affiliates’ ecosystem and

relationship with key group members, the operators. Let’s take a closer look.

During the initial months of LockBit’s existence, the group likely operated independently, with little or no
involvement of affiliates. It is unclear how many affiliates were in the program rotation at the early stage of
LockBit’s program, but as of today, the group representative claims that it is partnering with hundreds of affiliates
all around the world. “I have hundreds of affiliates working with me now, and all of them are bandits,” said a

LockBit spokesperson in a conversation with Analyst1 earlier this month.

Within LockBit’s sacred affiliate program, key members maintain distinct relationships with its affiliates, aimed to
provide them with the best benefits. The terms and conditions are indeed generous especially when it comes to
negotiations that, by design, are handled by the affiliates themselves. Prior to LockBit, most RaaS operations
handled ransom payments directly, paying affiliates their share after the victim paid. This left the affiliate
vulnerable, as they were not in control of the finances. LockBit follows a different approach, putting the affiliates
in control of the money to eliminate the fear they would not get paid in full. “Rules were always the same,” said
LockBit to Analyst1, indicating that affiliates have always been the ones holding the power of negotiations since

the beginning of its operation.

To keep their ransomware machine running and to attract as many affiliates as possible, LockBit utilizes all
available methods and promotes itself across multiple DarkWeb forums. One of them was RAMP, a forum that
was launched in 2021, after the official ban of the ransomware topic on top-tier DarkWeb forums such as XSS and
fully dedicated to the ransomware subject. “80/20 share profit with the payment made to your cryptocurrency
address! Scam excluded! Auto leak to the onion blog through StealBit,” says LockBit in a promotional

message for its LockBit 2.0 rebrand on August 19, 2021.

[Ransomware] LockBit 2.0 - kpunTonokep, NnapTHépCcKas nporpamma.
80/20, BbIKyn cpasy Ha Ball kowienek - ckam UCKNKOUEH, aBTOCNMB B .onion 6aor uepes StealBit

(© AxtusHocTb: sellers100 8 26 Asrycta 2021 B 23:43 PbIHOK — [MapTHEPKU

3  LockBit 19 Aerycta 2021 8 18:34

O11 ©329
LOCKBIT Mpoaaeey

Figure 4: LockBit promotes its affiliate program on RAMP forum on August 19, 2021
Source: Analystl
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“Great product! Probably the best on the market! The only thing that the owner is pretty lazy and releasing
too slow. But everything is secure plus you are negotiating and receiving ransom yourself. Feels like you are

using your own product.” “Orange”, administrator of the forum RAMP.

Orange will be later identified as Mikhail Matveev, a prominent member of the Russian-speaking underground
community, also known for operating under aliases “wazawaka” and “boriselcin”. In May 2023, Mikhail Matveev
was sanctioned by the U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC) for his
suspected involvement in multiple ransomware attacks conducted by Hive, LockBit, and Babuk ransomware

syndicates.

“Thank you for your honest feedback. It takes long because we are taking care of the quality of our product
and reputation. We can’t release ESXi locker developed way too fast from openly available source code. We are
building everything from scratch and paying attention to every detail. We are harness horses slowly but ride

fast.” LockBit replies.

Orange 19 Asrycra 2021 B 19:53

A,D,MVIIIMUPZ}TOP

Xopouwwii npoaykt! HaBepHo nyuile HET Ha pbIHKE. HO TamM OYeHb IEHUBBIA HaYaNbHWUK A4ENakoT NO AOATY
BCE 3aTO HaJEXHO + Bbl CaMW TaM BCe JeNaeTe Auanor + AeHbrn + Aell Bce caMu, Kak byaTto ceoi npoaykT
%)

OTBeTuTb

-Gl

KAJIT 19 Asrycra 2021 B 20:47
Mopnepatop

Mntocyro, nyulune ycnoems Ha peiHke. Jlydle He HalifieTe, He TpaTbTe BPeMA 3pA.

OTBeTUTb

33  LockBit 19 Aerycra 2021 B 22:13
LOCKBIT Mpoaasen

Cnacnbo 3a yecTHble OT3bIBbI, AONTO, MOTOMY UTO HaM KpaiiHe BaxHa Hala beaynpeyHan penyTaums, Hawa
COBECTb He MO3BOJIAET BbINYCTUTL ESXi nokep HanucaHHbIl Ha ckopyko pyKy € MyBANUHBIX UCXOAHBIX KOAOB,
BCE AeNaeTcs C HY/IA W TIWATEbHO NPOBEPAETCA, Mbl MEANEHHO 3anpAraem, Ho BbICTpo egem.

OTBeTnTb

999 20 Aerycra 2021 B 00:30
' Mopaepartop

loKep LeliCTBUTEIbHO Bbl1 OTAIMUHBINA Bceraal eAMHCTBEHHOE 6b110 He o4 y,D.OBHO CMOTPETb akKTUBHOCTb
BCEro 3a HeCKOJIbKO He,ﬂ.eﬂb( ecIn He OLUI/‘l6al'0Cb, A ewe o I'IEPBOI‘;‘I BEpCVlVI) HO 3TO epyHAaa. nbo 6bino
Takoe 4YTO U Yepes Mecal BbIXOAWAU Ha CBA3b-HO AWanor BCE PaBHO 6bin ~-MO3TOMY 3TO HE KPUTUYHO

OteeTnTb

Figure 5: Administrators and moderators of the RAMP forum discuss the quality of its product with
a LockBit representative and speak highly of its features and great quality on August 19, 2021
Source: Analyst1

Although LockBit’s goal is to attract as many affiliates as possible, actors seem to stay on guard to preserve the

integrity of their infrastructure by maintaining a selective approach when accepting new affiliates into the
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program. Not all are granted access to the inner workings and join the affiliate program, especially those whom

LockBit suspects to be researchers, media, or law enforcement.

In September 2021, a notable incident came to public attention in an underground community. An individual
operating under the alias “nitrOx” filed a claim on top-tier DarkWeb forum XSS, accusing LockBit of scamming
them. According to the message, nitrOx, who claimed to be engaging in breaching entities, expressed interest in
joining the LockBit affiliate program. As proof of the legitimacy of nitrOx’s intention, LockBit requested a
security deposit in the amount of $10,000 USD, plus evidence of a network breach and access to victims’ systems
they had at that moment. Based on the claim, the entrance to the group was denied, as a security deposit was never
paid back.

In response to this claim, LockBit asserted that the individual is likely either undercover law enforcement or
researchers attempting to gain access to the admin panel. LockBit’s suspicions stemmed from several red flags
associated with nitrOx. For example, LockBit stated that nitrOx had limited proficiency in the Russian language

and had a low reputation on the forum.

A conversation between two actors, analyzed by Analyst1, clearly revealed LockBit’s suspicions that the actor
might be attempting to deceive them. LockBit intentionally mirrored grammatical mistakes made by nitr0x, as
they would later explain in a forthcoming post. Indeed, proficiency in Russian is a widely recognized rule within

the Russian-speaking ransomware community and one of the main criteria for acceptance.

# NOroBopHA ¢ LockBItSUPP NOTOMY UTO A XOTEN MCNO/L30EATH €10 COPT. AOTOBOPWMCS HTO A 61 NGAYHA OT HEo AOCTYN 3a 10K - Tak, Kak OH PEKNGMUPYET Ha ero 6/ore. 10k A KiAAA. NOCAE TOTO
KaK # 3aMAGTAN, OH CPa3y CKa3aN MHE 4TO MONYHHTE TO, YTO OH PEKAAMHPYET Ha B0re He BYAY W eMy HyXHO NPOBEPHTL MeH. A0 NNATeXa OH HIYEro He FOBOPHA 06 STOM.

OH OTNPaBILN MHE BalAN ¥ NPYKA3aN MHE ACMIONLIOBATS Ero. § CEAOBAN MHCTPYKLIMIA 1 OTPABIAN eMy NPydbl B COOTEETCBEHIY C €70 3aNPOCOM. OH He Pa3peLlin MHe AenaTs Nobyro paBory cebe. oH
HWKOTAA He OHA3IH W PEAKO OTBEYAET Ha COOBLLEHMA. OH NAOXO BEN NEPeroBop.l.

paBorars 3a lockbit HeAb3s. PABOTATS NPOGECHOHANHO OHM HE YMEIOT. OHIM HE MPOARIOT TO, 4TO OHIA PEKAAMMUPYIOT U HE CMOXETE CACAATH MIOBYI0 PABOTY HE3ABUCUMO
@CNU Bbl UHTEPECYETECh WCNOABIOBAHUEM COPTa lockbit Bkl ByAeTe NOTEPATE CBOIM AGHEr TAK KaK TO UTO NPOIOWIAGC Y MEHS.
Hauane A OBUIANCA C HUMM Ha XIS

BOT JJOKa2aTeALCTBO

Attachments

O Report Wlike +Quote <3 Reply

Figure 6: An individual operating under the alias nitrOx filed a claim against LockBit on the XSS
forum

Source: Analyst1

Cracking Human Vulnerabilities: An Inside Look into Negotiations

Transitioning from the exploitation of technical vulnerabilities within victims’ networks during the initial stages of
a ransomware attack, affiliates eventually move on to the negotiation phase, attempting to crack a different kind of

vulnerability: the human one. The negotiation phase is a pivotal part of ransomware attacks. It determines whether
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the actor’s ultimate goal of obtaining a ransom payment will be achieved. The question then becomes how ransom

demands are determined and who decides how much money to ask for.

To uncover insights we analyzed multiple negotiation chats between victims and actors published by Valéry
Marchive, and this is what we learned. Several key factors shape the initial ransom amount demanded by actors.
First, the actors always do their homework by investigating the victim’s revenue, leveraging sources such as
ZoomlInfo of D&B. “We know exactly how much money you make,” says a LockBit actor during negotiations with
one of the victims in a screenshot below. Furthermore, the presence of cyber insurance and the actor’s ability to
find it in the victim’s systems plays a significant role when deciding on the ransom amount. The number would

likely align with the amount for which the victim is insured.

LockBit 3.0

So why do you start negotiations with lies. We know exactly what kind of company you are. How
much money you make, how many employees you have, computers, and so on. The ransom price is

always fair. $4,000,000

21.03.2023 22:29:20 UTC
3 minutes after previous message

Figure 7: LockBit actors stating that they are aware of the company’s financial standing
justifying the high ransom amount asked

Source: www.ransomch.at

In addition to revenue and insurance, the sensitivity of the data stolen during the attack might increase an amount.
Understanding the penalties that the victim might face in the event of a data leak, the actors use it and apply
pressure on the victim through a double extortion technique, threatening to leak the victim’s data in case

negotiations fail.

LockBit 3.0

we also stole 200 GB of files from you if you do not want to cooperate with us, we will publish your

data on our leak site. your company will face high penalties for GDRP

30.01.2023 08:46:54 UTC
2 minutes after previous message

Figure 8: LockBit actor threatening to publish stolen victim’s data that might lead to penalties

Source: www.ransomch.at

Adjustments to the ransom amount are possible as negotiations progress. The extent of the damage, for example,
might dictate whether actors would be willing to lower the price. For instance, in one negotiation, an actor says to
the victim: “Given that your network was not completely infected, we can drop the price to 1 million USD”. This
translates to a discount from $3 million USD down to $1 million USD, which represents a substantial reduction of

65%, mainly to a limited number of infected endpoints as per the actors.
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Victim
3 000 000% is too much whats your best offer ?

27.07.2022 15:25:50 UTC
a minute after previous message

LockBit 3.0

well, given that your network was not completely infected, we can drop the price to 1,000,000

27.07.2022 15:26:49 UTC
a minute after previous message

Figure 9: LockBit actors agrees to bring the ransom amount down due to the limited damage they
inflicted on the victim

Source: www.ransomch.at

When delving into the intricacies of LockBit negotiations further, one clear theme emerges — inconsistency. This
inconsistency is most evident when it comes to determining the amount of the initial ransom demand and any
discount actors are willing to give. These amounts vary from one case to another with no clear percentage pattern
observed. For instance, in one case where a company’s revenue was nearly $700 million USD, the ransom amount
was set at $5 million USD, with an additional discount of 25% offered. In another case, at the same time, with the
company’s revenue standing at nearly $38 million USD, the initial ransom was set at $1.5 million USD, with

actors willing to offer a 30% additional discount.

Considering that negotiations are being held by affiliates involving multiple individuals (hundreds, as claimed by
a LockBit representative), this irregularity is unsurprising. The presence of a high number of affiliates in the group
offers certain advantages to LockBit business; however, it significantly influences the negotiation dynamics.
Organizing such a vast decentralized group, where each affiliate is free to set their own rules, can make a

consensus challenging.

These inconsistencies didn’t escape the attention of LockBit operators, prompting a demand for substantial

changes.

October 2023. LockBit Establishes New Negotiation Rules

Managing a large company demands significant effort, but when it comes to overseeing a group of cybercriminals,
the scale of effort required is exponentially greater. It became evident for LockBit operators that changes in
negotiation tactics were imperative to navigate this complex phase effectively and establish a more streamlined

and coordinated strategy.

In September 2023, LockBit initiated a survey among its group members emphasizing the pressing necessity of
changes. According to their own words, the current approach without any established rules negatively affects
LockBit operations and significantly decreases the likelihood of ransom payouts or considerably lowers its

amount.
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LockBit (& ]
w » Texpabors Ha bnore )
LockBit OueHs BIXHBIA COLMANBHBIF ONPOC, NPOCEEa UMTATE OUEHE BHUMATENEHO W NDOrONOCOBATE.
TaK KaK paHr NapTHEPOB M pakr aT il oueHb €, LeHbl BUIKYNS W Da3MeDsl CKMAOK HUKAK HE DerNaMeHTHPYIOTCH, 0ANH NapTHED MoxeT Bpate
Bkyn 10% 0T r0A080r0 060POTa KOMMaHUM, K NHMEDY eCT KefiCki e CYMM3 BUMAATH 2 MUMMOKA A0AN3DOB, 3 04080/ 060DOT KoMM3HMH 10 MWMOHOB A0N3OB,
W Apyrie nofobsie Keficsl © BpaMM, 3 APYTOi MEHEE ONBITHBIA NapTHED OUEHL HE MPAMOTHO BEIET NEPEr0B0P.!, OUSHL CUALHO HYKIASTCH B ASHLaX 1

Beper 0.00005% oT rogosoro 060poTa KOMNaHUM, HANPHMEP eCTh Kelitsl FAe ¥ KOMN3HWK € roaossiM o6opoToM 2 MUNAWAPAA AONNAPOE, N3PTHED COTNaWEETCR Ha
Buikyn 100 TeICAY A0NN3POE, PEKABEPH KOMMAHWM BEAYT CTATUCTHKY SLIMAET W B COTBETCTBMM C NPSA WAYWMMM PE3yALTATaMM NEPeroBopos MOMYT NuTATECH

NOBTOPHTL CBOA YCNex «TanaHTAnBoro» BeAeHA NEPerosopos, a No CyTH NPOCTO YAAUM W OTCYTCTBMA ANCUMNAKWHL W DETNAMEHTa PasMepa Buinnar & NapTHEPCKOA
NPorpaMMe, Ha Moil B3rNAA 3TO 04eHb BpeauT B Byayumx neperosopax BceM NAPTHEPAM M TeM ¥ KOTO MHOTD ABHET M ONLTA, M TEM KTO He/J3BHO B3AN MANEHLKYIO
BINNATY, 3 Teneps ByaeT HaneaTCA Ha KPYNHYIO, KOTA3 NORBWIMCS [EHETM Ha eay.

HOBMYKM 1 TE ¥ KOTO H3 TEKYWMA MOMEHT MANI0 fIeHer, YacTo COMMAWRKTCA AENaTh CKMAKH XK A0 90% OT M3HYANEHO 03BYYEHHOA CNPABEANMBON LeHs!, U3 33 NoA0GHsX
CKMA0K CTP3AAT ADYTHE MaPTHEDL], KOTOPbIE UMEIOT MHOMD eHEr i KDENKUE HepBsl, DEKaBepU KOMNaHUK AyMas uTo Mo6oil NapTHED MOXET CAenaTs ckuaky 90%
NLTAIOTCA MPO/IBATE 3Ty GOYIKY B NEDEr0BON3X C OMTHAMM NAPTHEP3MH rAE TAKOA CKUIUGH HUKOTA3 He 6y/ieT, u3 33 3T0r0 CAENKa NMBO CPLIBIETCR TaK Kak ONGTHbI
NapTHED Ny yeT uH(OpHaLMID Nocne nE ii, NGO NeperoBOpsl SATRTUBAITCR HA ANUTENEHOR BEMA B 0KWABHNM KDYMHOA CRUAKKA

Uens 0npoca paspaboTaTe HOBbIE NDGBINA TAKTMKW BEAGHHA NEDErOBOPOR W NOAMTHKY LeH006Pa308aHMA ANA PasMeDa BuIKYTa W PasMepOB AONYCTUMBIX CKMAOK. Byaer
YUTEHO MHEHHE KaXA0T0 NapTHEPa. HoBble NDaguNa, NOMOTYT YAYNIMTE CHTYALMIO W CTaGHAKSMPOBATL DasMep BuifNaT Ha BLICOKOM YDOBHE.

Bul MOXETE NDEANaraTs CBOM BapHaHTLI, Bbl MOXETE rON0COBATL 33 HECKONLKD NYHKTOB:

1. HUUErD He MEHATL 1 OCTEBUTL BCE KaK BCTh, KIK/ALA NapTHED [enaeT BCE 4TO XOUET M HE UMEET HUK3KWX OrpaHHuennli, kak 370 Buino Bceraa.

2. O pasmepa Bonycrmoii 0/l CyMMB B Hayane NeperoBoPOB B 33BUMCMMOCTH 0T roAesoro 060paTa KoMNaHuM, HanpuMep 3% u
33NPETUTL AENaTe Cknaky Bonee 50%, HaNpUMep eCTM PEBEHID KOMNaHWK 100 MUANMOHOE A0ANAPOB, Bl HAUWHAETE NEPeroBops C 3 MUNNUOHOS JONN3POB U He
WMeeTe npaga BpaTk BLKYN MeHee 1.5 MUANWOHOB AONN3POE.

3. He BBOQHTE HUKAKNX OFD: i Ha AONYCTHMYIO ¥i0 CYMMY, TaK Kak He BCErfia NOMYYaeTCR KaueCTBeHHO HaHeCTH MaKCHMaNeHE yiuep
BTAKOBAHHON KOMMAHNMK, HO OF MaKCHMaNEHO Yi0 CKMAKY OT 0 BaMy pasMepa BsKyna 50%, HaNPUMeD eCAW Bsl rOBOPHTE
KOMN3HWM 4TO LeHa BBIKYNa 1 MUAAMOH A0NN3POB, Bbl He HMeeTe Npaga Opate Mexee 500 THCAY A0ANAPOB.

4. 3anpeTute Bpate CymMMy Mexee ToW UMbDL, KOTODaA YkasaHa 8 kbepcrpaxoexe NpM yCnosuw, 4To samn Guina Hailaena kubepcTpaxoska,

5. 3anpeTuts 6paTh cyMMy Mexee 50% 0T Toil unbpLl, KOTOPas yKasaHa 8 knfiepcrpaxoeke npu ycnosuu, 4to samu Buina HaigeHa kubepcrpaxoska.
6. [lpyrofi BapHaHT, NPeanoXeHHuIi BaMu.

MHe 04eHe BIKHO YCNLIWATD Bale MHEHHE BT A B EM-TO OWHGAKCs WIW UTO-TO YNYCTIHA MW ¥ BAC €CTL CBOA MeHWaNsHas WAes Kak Make b HaWH /10X0MbI H
crars Goraue.

Figure 10: LockBit raising concerns regarding current ransom amounts and discount approach and
proposes changes (full translation available in Appendix section)

Source: Analystl

As per the message, the inconsistency among affiliates in determining ransom amounts is due to the different
levels of experience of affiliates, as well as their willingness to offer discounts. It created misleading impressions
for recovery companies who are tracking negotiations and forming their statistics. As a result, in many cases,
negotiators expect lower ransom amounts and larger discounts that most experienced affiliates are not willing to

provide which leads negotiations to fail and communications to end prematurely.

“The experience of dffiliate and rank of attacked companies can be quite different from case to case.
One dffiliate might ask ransom of 10% of the company’s yearly turnover, for example, $2 million USD
paid in ransom while revenue is $10 million USD. Another dffiliate who is less experienced and
desperately needs money might accept 0.00005% of yearly revenue. We have cases when companies
paid $100 thousand USD in ransom while their revenue is $2 billion USD.

Recovery companies then put their statistics together and try to repeat their accidental success to
negotiate lower amounts. It is just luck for them due to the lack of discipline and agreement on the
amount of payout inside our affiliate program. In my opinion, it affects future negotiations for all the
dffiliates, well-experienced ones who have already made a lot of money and those who received a small

payout and are now waiting for a larger one.”

In response, LockBit operators presented multiple options with different configurations of ransom amounts and

possible discounts for affiliates to vote and choose from. LockBit provided the following choices:

“1. Leave everything as it is. Affiliates establish their own rules with no restrictions, as it always has

been.
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2. Establish a minimum ransom request depending on the company’s yearly revenue, for example at 3%,
and prohibit discounts of more than 50%. Thus, if the company’s revenue is $100 million USD, the
initial ransom request should start from $3 million USD with the final payout must be no less than $1.5
million USD.

3. Do not apply any restrictions on the minimum amount required as it depends on the damage inflicted
on the victim. However, the maximum discount shouldn’t be more than 50%. For example, if the initial

ransom is set to be $1 million USD, dffiliates can’t accept any payments less than $500 thousand USD.
4. Prohibit any payments less than the amount the victim is insured by if you could find cyber insurance.

5. Prohibit any payments less than 50% of the amount the victim is insured by if you could find cyber

insurance.

6. Other proposals you have in mind.”

Analyst1 reached out to LockBit for a comment on the current development. As per LockBit’s response, upon a
collective decision, the group established new rules requiring all affiliates to follow them starting October 1, 2023.
This change was necessary due to the inconsistencies in negotiations caused by different levels of experience
among affiliates, LockBit stated. They added that affiliates are not permitted to violate the terms of the new rules

in any case.

H3-3a TOTO, YTO HOBUYKH MJTH T€, KOMY CDOYHO HYHb] JIEHLI'H 6ePYT ¢ KPYITHbIX KOMITAHHYA OTHOCHTEJILHb1E MAJIEHbKHEe
CyMMBbl, MeHee PeKOMEeHIOBAHHBIX HIMKe IHdP, d TAKHM 06pasoM BpemAT APYTHM 60J1ee ONbITHLEIM NapTHEpaM i
NapTHEPCKON MporpaMMe cCO3aBad IpelleleHTh], Ha OCHOBAHHHM KOTOPEIX PEKABEPH KOMITAHHH BeIYT CTATHCTHKY BBIILJIAT H
MbITAIOTCA NOJIYYHTH TAKHE e MeJIKHe CYMMb) ¢ ONbITHEIX NAPTHEPOB, 6bLJIO POBENEHO KOJIJIEKTHBHOE roJIOCOBAHHE O
BBEJIEHHH HOBB1X NpaBuJL. I10 pesysibTaTaM KOoJIJIEKTHBEOI'O I'OJIOCOBAHHUA, HA OCHOBAHMH 60JILIIHHCTEA 'OJIOCOB, IPHHATO
pelIeHHe BEECTH HOBOE O6ASATEJIEHOE ITPABHJIO, KOTOPOTO CTPOTO SAITPeNeH0 HAPYIIATE. Biarogapa sTOMY NMPABHJY HAKTO
HHMKOMY He 6yIeT MelaTs, H Bce, KpOMe PEKaBePH KOMIIAHHH, Gy IyT CYACTIIMBbL.

C 1 oxTaAGpaA 2023 roja B IPoIecce NePeroBopoB CTPOrO 3aNpemaeTea NeJIaTh CKHIKY 6oJiee 50% OT NepBOHAYANEHO
SaIpOIIEeHHOM CyMMB] B IePeIIHCKe ¢ ATAKOBAHHOM KoMIaHue. TeM, KTO MMeeT CTaJIbHOX XapaKTep, yMeeT OlpeleJIiTh
CYMMY BEIKYTIA, KOTOPYIO KOMITAHHSA SAILJIATHT ¢ 60JIbIIOA BEPOATHOCTHIO H NPAKTHYECKH He NeJIaeT KPYIHbIX CKHIOK
POy YYHTHIBATE 9TO IPABHJIIO ¥ KOPPEKTHPOBATL CYMMY BblKYTIa ¢ PASMEPOM MAKCHMAJILHO JOIYCTHMOMR CEHIKH.

CyMMy BEIKYTIA ITO-TIPeXHOMY HASHAYAETCH M0 BAIIOMY KeJIAHHIO B JIOG0M pasMepe, KOTOPBIH MOKaKeTCHA BaM
CIIpaBenJIMBbIM.

OmHAKO HA OCHOBE MSYYeHHA MHOMECTBA YCIeNIHbIX ¥ BhIMOIHbIX CIEJICK, KOra paboTa INeHTecTepa CuesiaHa HIeaJslbHo,
CKaYaHO MHOMEeCTBO LeHHbIX JNaHHbIX H YHHYTOXKEHb] Bce 6eKanbl, PEKOMEeHIYeTCA NPHIePHEBATHLCA CJIeMYIOIHX IHp:
- KOMITAHHH C F'OJOBLIM 060poTOM 10 100 MHUJIIIHOHOB NJATAT OT 3% 1o 10%

- KOMIAHEH 00 1 Mumapna marar or 0,5% no 5%

- KOMIIAHKEH SoJiee 1 MuUNIHApHa naTaT oT 0,1% mo 3%

IIpomry cTporo CO6IIONATE ITPABHJIA M CTADATECA ITPHAEDHHBATECH PEKOMEHIAIIMAM Ha CKOJILKO STO BOSMOMKHO.

Figure 11: LockBit response to Analyst1 regarding newly established rules
(full translation available in Appendix section)

Source: Analyst1
Based on the LockBit response, these are the new negotiation rules:

1. Ransom Payment Amount. The final decision on a ransom payment amount is still at the affiliate’s discretion
depending on their assessment of the damage inflicted on the victim. However, it is recommended to stick to the

following percentage:
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» companies with revenue up to $100 million pay from 3% to 10%
e companies with revenue up to $1 billion pay from 0.5% to 5%

e companies with revenue of more than $1 billion pay from 0.1% to 3%

“The ransom amount Is still set at your discretion In whatever amount seems fair to you. However,
based on the study of many successful and profitable deals, when the pentester’s work is done perfectly,
a lot of valuable data is downloaded and all backups are destroyed, it is recommended to stick to the

following figures: [above]”

2. Discounts. Discounts greater than 50% of the initial ransom demand are now forbidden. When setting an initial

ransom amount, it is suggested to perform an assessment of the probability of payout to determine the amount the

victim might be willing to pay.

“It is strictly forbidden to discount more than 50% of the originally requested amount in
correspondence with the attacked company during the negotiation process. For those who have a steely
character, know how to determine the ransom amount that a company will pay with a high probability
and almost never make large discounts please keep this rule in mind and adjust the ransom amount with

the size of the maximum allowable discount.

After establishing internal rules on October 1, 2023, LockBit made a public statement addressing an incident that
took place during their negotiation with one of the victims. According to LockBit, CDW, a US IT service provider

that was claimed to be breached by actors refused to pay what actors believed to be “adequate money.”

“We published them because, in the negotiation process, a $20 billion company refuses to pay adequate money,”
LockBit said to The Register. “As soon as the timer runs out you will be able to see all the information, the
negotiations are over and are no longer in progress. We have refused the ridiculous amount offered.”, the actors
added.

According to a threat actor post on the LockBit data leak site CDW “was able to offer $1,100,000 dollars of the
requested $80,000,000 dollars.” Based on calculations of the company’s revenue and the initial ransom demanded
by actors, the amount was determined to be 0.0004%. This percentage falls slightly below the established
minimum of 0.5% for companies with revenues exceeding $1 billion USD. It seems the actors took offense at the
offer made by their victim, who offered much less than what the actors had in mind. Apparently, LockBit expects

its victims to follow their new rules, too.
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cdwg.com
data part #2

All the Nasdag-listed corporation was able to offer was $1,100,000 dollars of the requested $80,000,000
dollars

About CDW. CDW Corporation (Nasdaq: CDW) is a leading multi-brand provider of information
technology solutions to business, government, education and healthcare customers in the United States,
the United Kingdom and Canada.

ALL AVAILABLE DATA WILL BE PUBLISHED !

UPLOADED: 110CT, 2023 18:40 UTC UPDATED: 11 OCT, 2023 18:48 UTC

23h 47m 44s

Figure 12: LockBit posted CDW on their leak site threatening to publish stolen data. Source:
Analyst1

Concluding the New Developments

The ongoing battle between ransomware groups and their potential victims underscores the need to monitor new
developments in this ever-evolving landscape closely. Negotiation is a pivotal, significant event for both victims
and actors among the many phases of ransomware attacks. The difference, however, manifests in the outcome.
When negotiations fail, the attackers experience relatively minimal consequences, such as lost time and resources.
The victims in these, however, face a more significant loss and are left grappling with substantial financial and

reputational damage.

When it comes to negotiations, the victim is the sole decision-maker. While entering negotiation and paying a
ransom is often considered the least favorable choice, there are instances where the victim might consider this
option to save a business from more substantial damage. Both companies and actors are aware of this dynamic.

Actors identify the vulnerabilities they can exploit and strategically leverage them.

LockBit, with its history of numerous attacks on high-profile entities, introduces another layer of complexity with
its internal structure and recent developments in negotiation rules within the group. Understanding this shift is

essential to carefully evaluate the approach to mitigating ransomware attacks if they occur.

The key takeaway from this analysis is the recognition that each LockBit case can be inherently unique, primarily
due to the internal organizational structure. One of the most distinguishing factors is that affiliates who are
responsible for the breach itself are also the ones behind negotiations. What does it mean? Every time a negotiator

engages in a new case, they might deal with a different individual.
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The human factor, encompassing psychological nuances and varying experience levels, significantly influences
the negotiation process. Therefore, affected entities must adapt and navigate these variables effectively to enhance

their chances of a successful resolution in the complex landscape of mitigating LockBit attacks.
Analyst1 continues to monitor the ransomware ecosystem and LockBit’s further development.
About Analyst1

Threat intelligence teams often struggle to bridge the gap from insight to action. Analyst1 is the Orchestrated
Threat Intelligence Platform designed to resolve this issue. It automatically organizes threat data, links it to your
assets and vulnerabilities, and customizes views for different roles. Analyst1’s orchestration layer streamlines
workflows and automates reliable actions by integrating with SIEM, ticketing, and vulnerability management
systems. From Fortune 500 financial institutions to national security agencies, enterprises trust Analyst1 to unify

their defenses, significantly reducing their response time from days to minutes.

Appendix
Translation. Figure #10

This is a very important social survey, please read it very carefully and vote.

The experience of daffiliates and the rank of attacked companies can be quite different from case to case. One
dffiliate might ask ransom of 10% of the company’s yearly turnover, for example, $2 million USD is paid in
ransom while revenue is $10 million USD. Another dffiliate who is less experienced and desperately needs money
might accept 0.00005% of yearly revenue. We have cases when companies paid $100 thousand USD in ransom
while their revenue is $2 billion USD.

Recovery companies then put their statistics together and try to repeat their accidental success to negotiate lower
amounts. It is just luck for them due to the lack of discipline and agreement on the amount of payout inside our
dffiliate program. In my opinion, it affects future negotiations for all the dffiliates, well-experienced ones who

have already made a lot of money and those who received a small payout and are now waiting for a larger one.

New dffiliates and those who haven’t made much money often agree to a lower ransom up to 90% of the initially
requested amount. Because of this, other dffiliates are suffering, including those who don’t accept lower amounts.
These better-experienced dffiliates who don’t give large discounts then must deal with recovery companies who
think it is okay to ask for a 90% cut. Because of all this, deals don’t go through and often fall into two scenarios:

dffiliates leaking the victim’s data or negotiators dragging the process for a long time, hoping to get a discount.

The goal of this survey is to get all of us on the same page and establish new rules of negotiation tactics including

initial ransom amount and allowed discount percentage.

We are going to consider every single opinion. New rules are going to help to improve this situation and establish

ransom payouts at the highest level possible. You can propose your idea or vote for one of the following solutions:
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1. Leave everything as it is. Affiliates establish their own rules with no restrictions, as it always has been.

2. Establish a minimum ransom request depending on the company’s yearly revenue, for example at 3%, and
prohibit discounts of more than 50%. Thus, if the company’s revenue is $100 million USD, the initial ransom

request should start from 3 million USD with the final payout must be no less than $1,5 million USD.

3. Do not apply any restrictions on the minimum amount required as it depends on the damage inflicted on the
victim. However, the maximum discount shouldn’t be more than 50%. For example, if the initial ransom is set to be

$1 million USD, dffiliates can’t accept any payments less than $500 thousand USD.
4. Prohibit any payments less than the amount the victim is insured by if you could find cyber insurance.
5. Prohibit any payments less than 50% of the amount the victim is insured by if you could find cyber insurance.

6. Other proposals you have in mind.
Your opinion is very important and I’'m looking forward to hearing any proposals. If you think that my proposal is

wrong or I missed something, share your ideas on how to maximize our income and continue to build wealth.
Translation. Figure #11

Due to the fact that newbies or those who urgently need money take relatively small amounts from large
companies, less than the figures recommended below, and thus harm other more experienced dffiliates and the
dffiliate program, creating precedents, on the basis of which recovery companies keep statistics of payments and
try to get the same small amounts from experienced dffiliates, a collective vote was held on the introduction of new
rules. According to the results of the collective voting, based on the majority of votes, it was decided to introduce a

new mandatory rule, which is strictly forbidden to violate.

Thanks to this rule, no one will disturb anyone, and everyone except the recovery companies will be happy. From
October 1, 2023, it is strictly forbidden to discount more than 50% of the originally requested amount in
correspondence with the attacked company during the negotiation process. For those who have a steely character,
know how to determine the ransom amount that a company will pay with a high probability and almost never
make large discounts please keep this rule in mind and adjust the ransom amount with the size of the maximum

allowable discount. The ransom amount is still set at your discretion in whatever amount seems fair to you.

However, based on the study of many successful and profitable deals, when the pentester’s work is done perfectly,
a lot of valuable data is downloaded and all backups are destroyed, it is recommended to stick to the following

figures:

e companies with revenue up to $100 million pay from 3% to 10%
e companies with revenue up to $1 billion pay from 0.5% to 5%

e companies with revenue of more than $1 billion pay from 0.1% to 3%

Please strictly follow the rules and try to adhere to the recommendations as much as possible.
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Source: https://analyst1.com/blog-negotiating-with-lockbit-uncovering-the-evolution-of-operations-and-newly-established-rules/
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