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RiskIQ collaborated with Proofpoint Cyber Security on research for a report published today investigating the

activities of North Korea’s Lazarus Group, which highlights the group’s recent focus on cryptocurrency investors
and exchanges. Earlier this year, the activities of the Lazarus group in South Korea were discussed and analyzed,

as they managed to compromise accounts on various South Korean cryptocurrency exchanges. More recently, they

analysis of the infrastructure used in the attack described in the Proofpoint report.

The Start: Lazarus Group’s IDN Phishing for Infections

In early November, Proofpoint uncovered a large active phishing campaign that sent out messages about fake
Bitcoin Gold (BTG) wallet software. The actors abused IDN registration attempting to impersonate the official
bitcoingold.org website using sender IDN domains and the decoded notations. Below are four examples of domain

names registered for this campaign:

IDN version Decoded version
xn--bitcoingod-8yb.com bitcoingol'd.com
xn--bitcoigold-olb.com bitcoingold.com
xn--bitcoingld-lcb.org bitcoingold.org
xn--bitcingold-hcb.org bitcdingold.org
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The domains shown above appeared in our crawl data, meaning we had a full copy of the webpage and any
metadata present on it. We’ll take a look at xn--bitcingold-hcb.org which, in our data, looked identical to the

genuine site:
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Fig-1 Fake site looks just like the genuine

Above, the fake page set up by the Lazarus group is on the left. Note the download button and pushed down
‘Roadmap button,” which do not appear on the official site on the right, which has a logo and roadmap button
instead. The actors copied the index page from the official Bitcoingold website and modified it, but they still link

to the CSS, Javascript, and image resources of the official website, which we can see in the source of the page:

Page https://xn--bitcoingld-Icb.org:443/

Status Messages (3) Dependent Requests (188) Cookies (1) Links (72) Headers Response & DOM DO

& Document Object Model
LOC DR 8 WE— B | L r e HaHE Ol . JBrIVEL =%, 0.3 JFj ILUNCTLION[&E, D, C){IUlCTiUN Wla)]{Var D,0,u, 8, I=3TL 11l . L O Iar o
k.fillText(f(55356,56826,55356,56819),0,0),b=j.toDatalRL(},k.clearRect(0,0, . .width,j.height),k.£illText (£ ({55356 ,5682
{k.clearRect(0,0,j.width,j.height),k.£illText(£({55356,57332,56128,56423,56128,56418,56128,56421,56128,56430, 56128, 5¢
56430,8203,56128,56423,8203,56128,56447),0,0) ,c=j.toDatalRL() ,bl==c);case"emojid4" :return k.fillText(f({55358,56794,83
e(a){var c=b.createBlement("script");c.src=a,c.defer=c.type="text/javascript”,b.getElementsByTagtame | “head” ) [0].appe
{everything: |0,everythingExceptFlag: 10} ,h=0;h&lt;i.langth;h++)c.supports[i[h]]=d{i[h]},c.supports.everything=c.suppc
{c.supports.everythingExceptFlag=c.supports.everythingExceptPlageamp; kamp;c.supports[i[h]] ) ;c.supports.everythingExc
{c.readyCallback( )}, ,b.addEventListener?(b.addEventListener("DOMContentLoaded”, g, 11) ,a.addEventListener( "load" ,g,11}]
e(f.concatemoji):f.wpemojicamp; Gamp; f.twemojisamp; tamp; (e(f.twemeji), e(f.wpemoji) ) )} (window, document , window. wpemoji

<gcript src="https://bitcoingold.org/wp-includes/js/wp-emoji-release.min.jefver=4.8.3" type="text/javascript" />

<gcript defer="defer" src="assets/img/wp-emoji-releasa.js” type="text/javascript"/>

<meta content="BTG w.1.1508003029" name="generator"/>

Fig-2 DOM captured by RiskIQ crawlers

The information above is really valuable to our investigation. As RiskIQ stores host pairs for sites that point to
each other in a parent or child relationship. We can call upon this data set for the official Bitcoingold website and

see at least two of the fake websites in its parent Host Pair set:
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Fig-3 Host Pair data set inside RiskIQ PassiveTotal

Note: We filtered on parent relationships to see hosts that pointed to bitcoingold.org, not hosts bitcoingold linked

to itself.

As reported by Proofpoint, the “download” button linked to a backdoored PyInstaller installation that was set up
to download a version of the PowerRatankba implant. The button was linked via an onclick event to a JavaScript

function:

=div class="et_pb button_module wrapper et_pb module et _pb button_aligmnment center"=
<h2>Please download Bitcoin Gold wallet program te get your BTCG.</h2>
</div>

<div class="et_pb_button _module wrapper et _pb module et _pb butten_alignment center"s
<button class="et pb button" style="color: green; border-color: green;cursaor: pointer® enclick="download()"=Download wallet</
button=

<fdiv>

Fig-4 Button linking to an onclick event

The invoked script redirects the user to the file download:
<script type="text/javascript"=>
function download(){

location.href = '"https://bitcoingdld.org/bitcoingold.exe’; }
</script=

Fig-5 The file download

The file downloaded here was seen with the following SHA256 hash:
eab612e333baaec0709f3213f73388607e495d8af9a2851f352481e996283f1

Besides Bitcoingold, the Lazarus group performed the same kind of IDN ‘attack’ against the Electrum Bitcoin

wallet website. The actors created the IDN website, xn--electrm-s2a.org, to serve as a fake software installation
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page similar to the Bitcoingold clone:

Improve your Bitcoin Experience

Securing Bitcoin payments since 20m,
Electrum is one of the most popular Bitcoin wallets.

Electrum is fast, secure and easy to use.
It suits the needs of a wide spectrum of users.

Safe

Your private keys are encrypted and
never leave your computer.

You can export your private keys and use
them in other Bitcoin clients.

:lé: Cold Storage

Keep your private keys offline, and go
online with a watching-only wallet.

Impressum
Disclaimer

A

§) Forgiving
Your funds can be recovered from a
secret phrase.

1_7 No Downtimes

Electrum servers are decentralized and
redundant. Your wallet is never down.

I/
“ Multisig

Split the permission to spend your coins
between several wallets.

Download Electrum

Download

O®

Documentation Community  About

@ Instant On

Electrum is fast, because it uses servers
that index the Bitcoin blockchain.

@ Proof Checking

Electrum Wallet verifies all the
transactions in your history using SPV.

g Add-ons

Electrum supports third-party plugins:
Multisig services, Hardware wallets, etc.

Released under the MIT Licence
Wabsite source

Fig-6 Similar attack on the Electrum exchange

Interestingly, Lazarus left some information in the source of the page that shows that they used the ‘HTTrack’

website copier tool, as well as the date (Friday, November 17th at 03:27:29 GMT as per our crawl data) they
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copied the Electrum website:

Page https://xn--electrm-s2a.org:443/

Status Messages (0) Dependent Requests (70) Cookies (0) Links (56) Headers Response & DOM DOM Changes

B Document Object Model

<7?yml version="1.0" encoding="UTF-8"7>
<|DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.wd.org/TR/xht=ll/DTD/xhtmil-gtrict.dtd">

<html xmins="http:/ www.wd.org/1999//xhtml™ xml:lang="en" lang="en">
£]== Mirrored from electrum.orq/ by HTTrack Website Copier/3.x [XR&CO'2014], Fri, 17 Hov 2017 03:27:29 GMT —->
<head xmlns="">
<title>Electrum Bitcoin Wallet</title>
<meta http-equive"Content-Type" content="text/hitml; charset=utf-8"/>
<meta name="robots" content="index, follow®/ >

<meta name="description" content="Electrum Bitcoin Wallet.®™/>
“<mata name="twitter:site” content="@ElectrumWallet” />
<link rel="icon" href="images/favicon.png" type="image/png"/>

Fig-7 DOM captures showing some interesting info left behind by Lazarus

Conclusions

Defenders with access to internet data collected by crawlers can detect unknown threats at the source and track
how they change and spread. Correlating threat data extracted from a broad set of data sources across channels
reveals the risk posed to an organization by a single piece of infrastructure—and how it’s used within a broader
context. As can be seen from the above analysis, RiskIQ’s crawling infrastructure, indexed web data sets, and
analyst-focused analysis platform allows organizations to quickly and effectively identify the scale of these

strategic compromises and provide visibility that improves an organization’s ability to defend their network.

Interested in crawling specific parts of the Internet with RiskIQ technology? Now you can task our virtual users to
work for you at scale. RiskIQ offers URL crawling through our Security Intelligence Services (SIS), so you can

capture the same kind of data we used in this post. For more information and a quote, contact us today.
Indicators of Compromise (IOCs)

The following IOCs are those found by pivoting around the known hosts from the phishing emails and expanding
our list this way. We have some suspected hosts that are potentially related to this campaign, but we don’t have

proof (yet), these are not listed, but we will keep an eye out for any confirmed activity.

Below list does not include IOCs obtained from Proofpoint’s malware analysis, those are available in their report
or from the full list of IOCs is available in our RiskIQ Community

Project: https://community.riskiq.com/projects/03e1e06f-4644-3b0e-7721-682b928d2001?

guest=true& ga=2.250911174.117879041.1513562791-1318539965.1474487244

Domain
xn--electrm-s2a.org

xn--btcongold-g5ad.com
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xn--btcongold-54ad.com
xn--bitcoingod-8yb.com
xn--bitcoingld-lcb.org
xn--bitcoigold-o1lb.com
xn--bitcingold-hcb.org

xn--bitcin-zxa.org

Source: https://web.archive.org/web/20171223000420/https://www.riskiq.com/blog/labs/lazarus-group-cryptocurrency/
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