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Use

TA551 has used HTTP for C2

cornmunications.[§1

TAS551 has used cmd.exe to execute

commands.[2}

TAS551 has used encoded ASCII text for initial

C2 cornrnunicmions.[§1

TAS551 has used a DGA to generate URLs from

executed macros.[211]

TAS551 has used spoofed company emails that
were acquired from email clients on previously

infected hosts to target other individuals.!2]

TAS551 has retrieved DLLs and installer

binaries for malware execution from C2.[21

TA551 has masked malware DLLs as dat and

jpg files.l2]

TAS551 has hidden encoded data for malware
DLLs in a PNG.[2]
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Obfuscated Files or

Information: Command

Obfuscation

Phishing: Spearphishing
Attachment

System Binary Proxy

Execution: Mshta

System Binary Proxy

Execution: Regsvr32

System Binary Proxy
Execution: Rundll32

User Execution: Malicious
File
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Use

TAS551 has used obfuscated variable names in a

JavaScript configuration file.L2]

TAS551 has sent spearphishing attachments

with password protected ZIP files.[312]1]

TA551 has used mshta.exe to execute

malicious payloads.[gl

TAS551 has used regsvr32.exe to load malicious

DLLs.[2

TAS551 has used rundll32.exe to load malicious

DLLs 2

TAS551 has prompted users to enable macros

within spearphishing attachments to install

malware.[2]
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