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2 Tool: xkeylog

Names xkeylog
Category Malware
Type Keylogger

(Bitdefender) The xkeylog keylogger, named after its very frequent export name, can collect
Description ~ keystrokes on the target machine. It was identified in many forms, such as DLL files and

shellcode payloads.

<https://blogapp.bitdefender.com/labs/content/files/2024/05/Bitdefender-Report-DeepDive-
creat7721-en EN.pdf>

Information

Last change to this tool card: 18 June 2024

Download this tool card in JSON format

All groups using tool xkeylog

Changed Name Country Observed
APT groups

Unfading Sea Haze 2018

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ef45c230-7e52-49b9-aa1f-4245976cacf7
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