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 Tool: MarkiRAT

Names MarkiRAT

Category Malware

Type Backdoor, Info stealer, Keylogger, Credential stealer, Downloader, Exfiltration

Description

(Kaspersky) The malware dropped from the aforementioned document is dubbed
MarkiRAT and is used to record keystrokes and clipboard content, provide file

download and upload capabilities as well as the ability to execute arbitrary commands
on the victim’s machine.

Information
<https://securelist.com/apt-trends-report-q1-2021/101967/>
<https://securelist.com/ferocious-kitten-6-years-of-covert-surveillance-in-iran/102806/>

MITRE ATT&CK <https://attack.mitre.org/software/S0652/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.markirat>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool MarkiRAT

Changed Name Country Observed

APT groups

  Ferocious Kitten 2015  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=6904a308-0f84-407e-863d-7eaca9f00b84
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