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Key Points

PartyTicket is an unsophisticated and poorly designed ransomware family that is likely intended to be a diversion
from the Hermetic wiper attack

o The ransomware generates a single AES key that is used to encrypt targeted files in GCM mode

Files can be decrypted without having access to the RSA private key because the AES key is generated using a
random function that is deterministic

On 23rd Feb 2022, a new sophisticated malware family known as Hermetic Wiper was discovered that targeted
organizations in the Ukraine with an objective of destroying data and causing business disruption. Hermetic Wiper appears
to have been used in conjunction with another malware family that disguises itself as ransomware. This secondary malware
known as PartyTicket has the SHA256 4dc13bb83a16d4ff9865a51b3e4d24112327c526¢1392e14d56f20d6f4eaf382 and was
written using the Go programming language. The first PartyTicket sample that was submitted to a public malware repository
on 2022-02-23 22:29:59 UTC.

PartyTicket is quite distinct from typical ransomware families in that the design and implementation looks rushed and
unsophisticated. For example, PartyTicket does not terminate processes such as databases and other business applications
prior to encryption. Therefore, the number of potential files that can be encrypted is limited since many applications may
have open file handles. In addition, the malware generates a 32 character alphanumeric key using the Go programming
language’s random function, which is deterministic. Therefore, the AES encryption key can be recovered and used to
decrypt files. PartyTicket also stands out with numerous references that mock U.S. President Joe Biden as shown in Figure
1.
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Figure 1. PartyTicket code references mocking U.S. President Joe Biden

The malware takes a single command-line argument, which is the filename to encrypt. If the malware is launched without
any arguments, it builds a list of files to encrypt. For every file in this list, the malware creates a new copy of itself using a
name generated by calling the UUID Go library function, which is based on the current timestamp and system’s MAC

address.

The new PartyTicket copy is then executed passing a filename to encrypt. This design choice is very odd because it slows
the system down significantly, because a new process is created to encrypt every file. In addition, the numerous copies of the
malware that are created fill up disk space, since the malware binary is larger than 3MB. Figure 2 shows an example of the

numerous PartyTicket executables that were created during file encryption.
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Figure 2. Copies of PartyTicket executables during file encryption

PartyTicket enumerates all files that have the extensions shown in Table 1.
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Table 1. Extensions targeted by PartyTicket

Files that are located in the Windows and Program Files folders are skipped. Before file encryption, the targeted file is
renamed with the extension .[vote2024forjb@protonmail.com].encryptedJB as shown in Figure 3.
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Figure 3. Example file extension encrypted by PartyTicket

The malware embeds a hardcoded 2,048-bit RSA key that is Base64 encoded. The modulus and exponent after the string has
been Base64 decoded is the following:

{"N":2571775053856444587588377045031501015770059708750733490740350044391307370272093993182460827098002020656601753875150562¢

PartyTicket uses this RSA public key to encrypt the AES key that is used for file encryption. Files are encrypted with AES in
GCM mode using a 32-byte alphanumeric string that is created using the Go function math.rand.Int(), which is deterministic
and therefore not cryptographically secure. The encrypted file format consists of the first 12 bytes used as the AES-GCM
nonce, followed by the AES encrypted data, a 16-byte AES-GCM authentication tag, the RSA encrypted AES key, and
finally appended with the string marker ZVL2KH87ORH30B1J1PO2SBHWJSNFSB4A.

After each file is encrypted, the corresponding temporary copy of the ransomware is then deleted.

The ransom note is written to the user’s desktop using the filename read_me.html. An example ransom note, when rendered

in a web browser, is shown in Figure 4.

""The only thing that we learn from new elections is we learned nothing from the old!"

Thank you for your vote! All your files, documents, photoes, videos, databases etc. have been successtully encrypted!

Now your computer has a special ID: €2232904-95¢8-11ec-9517-000c2973ade(

Do not try to decrypt then by yourself - it's impossible!
It's just a business and we care only about getting benefits. The only way to get your files back is to contact us and get further instuctions.
To prove that we have a decryptor send us any encrypted file (less than 650 kbytes) and we'll send you it back being decrypted. This is our guarantee.

NOTE: Do not send file with sensitive content. In the email write us your computer's special ID (mentioned above).

So if you want to get your files back contact us:
1) vote2024forjb(@protonmail.com

2) stephanie jones2024(@protonmail.com - if we dont't answer you during 3 days

Have a nice day!

Figure 4. Example PartyTicket ransom note
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The special ID value is generated by calling the Go UUID function and does not serve any purpose.

Zscaler coverage

We have ensured coverage for the payloads seen in these attacks via advanced threat signatures as well as our advanced

cloud sandbox.

Advanced Threat Protection

Win32.Trojan.HermeticWiper

Advanced Cloud Sandbox

Win32.Trojan.HermeticWiper

Figure 5 below shows the sandbox detection report for PartyTicket.

@%>zscaler cloud Sandbox

SANDBOX DETAIL REPORT
Report ID (MDS): D5D2C4AC6C724CD63B69CA054713E278

CLASSIFICATION

Class Type Threat Score
Malicious 84
Category

Malware & Botnet g

SECURITY BYPASS 1

« Too Many Similar Processes Found

« Sample Execution Stops While Process Was Sleeping (Likely An
Evasion)

May Try To Detect The Virtual Machine To Hinder Analysis

INFORMATION LEAKAGE -4

« Tries To Harvest And Steal Browser Information

« Enumerates The File System

o HohREK @ ModerateRisk  © Low Rk

Analysis Performed: 2/25/2022 10:28:20 AM

MACHINE LEARNING ANALYSIS

NETWORKING o

Found Strings Which Match To Known Social Media URLS

PERSISTENCE I+
« Drops PE Files In Application Program Directory But Not Started Or
Loaded
Drops PE Files
Dropped PE Files Which Have Not Been Started Or Loaded
PE File Contains Sections With Non-Standard Names

Figure 5. Zscaler Cloud Sandbox Report - PartyTicket
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