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 Tool: FlokiBot

Names FlokiBot

Category Malware

Type Banking trojan, POS malware, Backdoor, Info stealer, Credential stealer

Description

(Talos) Floki Bot is another example of what happens when the source code of successful
malware kits gets leaked online. As we have seen several times since the Zeus source code

became available, new malware variants based on this codebase continue to emerge. Floki
Bot is unique in that the authors of this malware have put effort into expanding upon the

functionality that was present in Zeus and have implemented new functionality making
Floki Bot very attractive to criminals.

Information

<https://blog.talosintelligence.com/2016/12/flokibot-collab.html>

<https://www.flashpoint-intel.com/blog/cybercrime/floki-bot-emerges-new-malware-kit/>
<https://threatvector.cylance.com/en_us/home/threat-spotlight-flokibot-pos-

malware.html>
<https://www.scmagazine.com/home/opinions/blogs/the-threat-hunter-blog/floki-bot-a-
zeus-wannabe-with-delusions-of-grandeur/>

<https://blog.malwarebytes.com/threat-analysis/2016/11/floki-bot-and-the-stealthy-
dropper/>

<https://www.arbornetworks.com/blog/asert/flokibot-flock-bots/>
<http://adelmas.com/blog/flokibot.php>
<https://www.flashpoint-intel.com/flokibot-curious-case-brazilian-connector/>

<https://www.arbornetworks.com/blog/asert/flokibot-invades-pos-trouble-brazil/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.floki_bot>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:flokibot>

Last change to this tool card: 24 May 2020
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Changed Name Country Observed

Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=0aa1adbc-f0d5-4945-9b35-30ae9c4f3772
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