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A few days ago we published a post about a new ransomware — DMA Locker (read more here). At that time, it
was using a pretty simple way of storing keys. Having the original sample was enough to recover files.
Unfortunately, the latest version (discovered February 8) comes with several improvements and RSA key. Let’s

take a look at the changes.

DMA Locker in recent campaigns have been found installed by the attackers via Remote Desktop (similar

distribution method was used by LeChiffre ransomware).

[UPDATE] READ ABOUT THE LATEST VERSION OF DMA LOCKER: 4.0

UPDATE: version 3.0 (discovered 22-th Feb) fixed the bug in the cryptography implementation. Due to this
fact, encrypted files cannot be recovered by external tools (although it was possible in case of the earlier

version, described in this article). Sorry, but our decryptor can no longer help!

PREVENTION TIP: Create these files to protect yourself from this version of DMA Locker. Content doesn’t
matter. In presence of these files, the program will go by other path of execution and display the red message only

— but not deploy the encryption.

e C:Documents and SettingsAll Usersdecrypting.txt
e C:Documents and SettingsAll Usersstart.txt

e C:ProgramDatadecrypting.txt

e C:ProgramDatastart.txt

This trick works only as a PREVENTION — once your files are encrypted, it is not going to help. For more info
about why it happens, please read this post.

Analyzed sample

28b44669d6e7bc7ede7£5586a938b1cb

Behavioral analysis

Again we are alerted by a red window — almost identical like before, only the locker image is added:
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DMA Locker

All your personal files are LOCKED!

WHAT'S HAPPENED?
* All your important files{including hard disks, network disks, flash, USB) are encrypted.
* pll of files are locked with asymetric algorithm using AES-256 and then RSA-2048 cipher.

* You are not possible to unlock your files because all your backups are removed.

* Only way to unlock your files is to pay us 1072 GBP in Bitcoin currency { 4.0 BTC ).
After payment we will send you decryption key automatically, which allow you to unlock files .

HOW TO PAY US AND UNLOCK YOUR FILES?

1. To pay us, you have to use Bitcoin currency. You can easily buy Bitcoins at following sites:
* https: f fwww.bitcoin.def
* https: f fweww.kraken.com/f
* https: / /www.bitstamp.net/

2. If you already have Bitcoins, pay us 4.0 BTC (1072 GBP} on following Bitcoin address:

166vHLnGB1pCQAGxdBkRiIMKkHWbOWGQADbswhs

3. After payment, necessarily contact with us to get your decryption key:
team4004@gmx.com . In mail title write your unique I1D:

DMALOCK 43:41:90:35:25:13:61:92

4. We will automatically send you decryption key file after bitcoin transfer .
When you receive your decryption key file, press "OPEN" button and choose your received
decryption key file.
Then, press the "UNLOCK FILES™ button and it will start unlocking all your files.

DECRYPTION KEY FILE:

KEY STATUS:

This time the key necessary to decrypt files must be supplied not as a text, but as RSA key file. Author added also

key validation.

DECRYPTION KEY FILE:

KEY STATUS:

Similarly, it drops files in C:ProgramData (or C:Documents and SettingsAll Users). Now, the dropped copy is
named svchosd.exe.

¥ Local Disk (C:) » ProgramData »

Include in library = Share with = Mew folder

i Mame Date modified Type Size

I R —— e e 4 i —

"—‘ |g, Ternplates 2009-07-14 06:53 File folder
| cryptinfo.bd 2016-02-08 20:32 Text Document 1KE
= date_ 1.t 2016-02-08 20:32 Text Document 1KBE
|| startbed 2016-02-08 17:48 Text Document OKE

- (7] svchosd.exe 2016-02-08 13:34 Application 364 KB

And created registry keys to autorun the file and to autodisplay ransom note via notepad at system startup.

Encrypted files again have unchanged extensions — they can be only recognized by 8 byte long prefix at the

beginning of the content. In the previous edition it was “ABCXYZ11%, in current it is “! DMALOCK*:
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Experiment

Let’s compare how the encrypted files look

From the left we can see visualizations of raw bytes of following files: original, encrypted by previous DMA

Locker, encrypted by current DMA Locker
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Previous DMA Locker(middle picture) was encrypting files by AES-256 ECB mode, applied on 16 byte long
chunks of input. Now (last picture), also repetitive patterns exist — so probably AES-256 ECB mode was used

again.

However, pay attention to the strips in the BMP — in a new file they are shifted a bit more. It would suggest that
the header is longer than previously. Let’s visualize the same files with a different width, to make sure that this
impression is right. The header of the file is visualized as a line at the top left corner — it ends where the vertical

line starts.

Now it is visible clearly — the header is really longer. Why? To answer this question, code analysis is required —

but it can signify, that some additional data have been stored there (it can be for example the AES key, encrypted
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by RSA).

Inside

When does the encryption start?

At the beginning of execution, (as in the previous version) the malware terminates applications used for backups.

Also, adds registry keys for its persistence. Then, execution of the main function may follow 3 alternative paths.

o if system is already infected -> do not deploy encryption, only display the red window with ransom note

 system is not yet infected, malware is not yet installed (current file name is different than the expected one
— svchosd.exe) -> install the malware in ProgramData and then deploy again the dropped file

e system is not yet infected, but malware is installed -> deploy encryption, after finishing display the red

window with ransom note

The recognition, in which state is the system, is performed basing on the presence of some predefined files.
Presence of file decrypting.txt informs that system is already infected. File start.txt informs that encrypting

started (and no need to start it again):

BLBLITY mow eax, dword_B18BERA BBy BLS 66 Fetn
BALBLITE push offset aRb : “rb" BdLBLS66  main endp
BoLB4383 push eax + char = D04 L5 66
BoLBL38Y call Fopen 3 decrypting.txt
BoLB43EY mou esi, eax
aoLB43EE add esp, 8
a04BNIRE test esi, esi
ooLBN3o0 jz short decrypting_not found
h J
FI™IE
04058389
084843089 decrypting_not_ Found:
BBYA4IBY? mov ecx, dword_ 418BESR
BBLB43BF push of Fset aRb  “rb"
B04843CY push BCX s char =
BByBy3ICcS call Fopen y start.txt
BO4BLICA mov esi, eax
BO4BLICE add esp, 8
a4 B43CF test esi, esi
BBNBLIDY jnz short found
Yy

FE
BoLBNIH2 POLBLIDT mou

00408392 found: 00484307 mov
BBLO4392 call display_message_only BoLAL30D mov
Ba4 L3297 push esi 3 FILE = BBLBLIER mou
aBLALIYE call Fclose POLBLIED mov

Knowing this fact, we can easily drop those files by our own and fake that our system is infected. It will prevent

this version of DMA Locker from attacking our system (it will display the ransom note but not touch our files).
How does the encryption work?

This time the author decided to practice what he preached and really used RSA key (previous version supplied to

the encrypting function just a text key, read from the end of the original sample).
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BRE244C7 (] - PUSH ERX
BHE244C8 (] . CALL swchosd.BEEZESED
AEE244C0 (] . ADD ESF, @l
BEE24408 (] . LEA ERX,.OWORD PTR 55: CESP+EHEE]
AREZ4404 (] . FUSH &uE
o FUSH ERX
. CALL swchosd. BEEZZ2220 encrypt_logical_drives

AEEZ4400C
4

ADD ESP, @ns

Stack address=B014FD24
ERX=B814FDEE

Address |Hex durmp HSCII

FEA14FDE4| 1A BA B8 BB Ac B2 B8 B8 A0 A4 B8 B8 52 52 41 21| +...+8...H..R5A1
HE14FD%4 (A8 B4 B8 @8 @1 B0 81 88 2F ODO 6F FE F& AE &E C1|.#..8.8. - Tou+«nt
GE14F0A4 | &6 OB EE C1 BE 4A FC 23 7é 3B 66 12 B2 62 @7 FE| fFEULAJRS; F4mE.~
EA14F0OE4|DF 4C 85 EB| 1A F4 SA 78 22 EBE OF 85 B2 36 IF 81(™LAC+-ixs0™d [&7E
EEl4FOC4|DE 45 A2 AL BE BY 23 83 71 9A FB FS D2 &2 2A EF| BEg if E#SqUiiS&cH-
EE14FO04|(5F B4 OF EC/AS 39 91 15 A% 24 BE8 7D EC AS FA SA| _4 IVESLEeSSH0
EE14FDES | 45 BY 46 63 B9 73 3E 6B 16 63 24 C9 7@ Bd 6B 74| E«Fhil s k-ciFedkt
AEE14FOF4|EF ES B2 E& FE 45 D2 CA &E A7Y 90 BB 7& D@ CE Bl| - RESIEE bndkawdE
AA14FEA4 (@@ ES 35 D9 ES OB F7 37 FF SF 95 91 @D 4A 36 71| .35Fll, 7 CIPL.JEq
HE14FELI4|BR 72 C8 288 20 @1 31 SE @B FE 14 88 &2 &1 E2 84| |z 'C=81A.w.bad.
GE14FEZ4|E2 32 F1 42 76 FE 14 @88 5Q 5E EZ2 88 Al 66 88 88| i2-Bped.2~0.A. ..
GA1I4FEZ4 (@2 19 96 88 32 19 596 88 BR 31 F1 42 A8 66 88 88| g4+c.S+S. || 17B.. ..
BE14FE44 | BB B0 B8 @8 @8 ED FO 7F SC FE 14 88 @8 0D B8 8| ,....0fawf., ...
AE14FESY | A8 BE B8 @8 3C FE 14 88 @3 A& FF 3E AC FE 14 88| ,....<sM..2 >Ce1.
AE14FEES | 6B &9 EZ2 @8 BR SA B5 42 A0 OO B8 @8 FC FE 14 88| “im_sS+E.... =7
AE14FE74 (45 3C 39 76 @B EA FO 7F BC FE 14 @@ FS 37 B8 77|E<{9u. 0™ nql. EFPW
FEE14FES4 | @B EA FO 7F B4 CA IC 77 A0 OR B8 B8 A0 6@ B8 88| .08 W. . vawu..

In contrast to the previous edition, where one AES key was used for all the files, here a new random key is

generated per every file.

As you can see — in example below the randomly generated key was
MRNWIKSC5JRCeT4uJVmI2A0S7JUjPQc6

EE111EE2 (] . |ADD ESP,@=%
@@i11EEE || . |LEA EDI,CLACAL.7E]
@a111EEC || . |MOW BYTE PTE S5:[EEF-8%1381,EL
EE111EFZ |1 . |MOV DWORD PTR S5: LEEF-E=13F1, EAX
EEL11EFS || . |MOV DWORD PTR SS5: [EEF-E:133], EAX
EE111EFE || . |MOY DWORD PTR SS5: [EEF-E=12F1, EAX
EE111EE4 |1 . |MOY DWORD FTR SS5: [EEF-E=12B], EA-
EE111EEA || . |MOY DWORD PTR SS5: [EEF-B=1271, EAX
EE111EZE |1 . |MOU DWORD PTR SS5: [EEF-B:122], EAX
@ail1E26 || . |MOU DWORD FTR S5: [EEF-8=11F1, EAX
EE111EZC |] . |MOV WORD FTR S5: CEEF-E:11E1,AX
FAE111EAS |1 . |MOV BMTE FTR S5:[EEF-B:1191, AL
. |CHLL swchosd.BE11457A make_random_HRES_key
. | MOy CLOCAL. 1887, EBX
FAA111FR4 - CHMP TLAcAal - 1A11 . FRY

4
801 145FB=suchosd. BA114E7A

Address |Hex dump ASCII

EEZAEZFE[ 40 52 4E EF 39 4B 53 43 35 4A 52 42 65 54 34 75| MRMWSESCEJRCeT4u
HEZAE4EE | 4R 55 60 49 22 41 4F 523 27 4A 55 EA 5@ 51 63 26| MUmIZA0SFJUiPRCE
FEZAE418| ¥4 ED 2A BA B2 BA 15 CA YA E¥ 2A 8@ 1E B8 A8 88| ty+.H.Etpis, +, ..
OOZAE4Z6| B9 B8 Fe 76 E4 E4 2R 08 54 E4 2A 98 SE 7C B2 77| ..tuRnk. Tk~ 8w

Then, the key is used in the same way like the previous one — to encrypt 16 byte long chunk with AES ECB mode.

Below — buffer before encryption (fragment of the input is selected on the hex dump — it is a header of a PNG
file):
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. LEA ECX,DWORD FTR SS5: [ESP+Ex1E]
. MOY OWORD FTR S5: CESP+E=S81, EDX

CALL swchosd.RA1113E8 init

MaL ERE, ECH

FUSH ERX Argl = B1IFAFFF9
LEA ESI.OWORO PTR S5:[ESP+E=7E] [

CALL swchosd.8@111408 encrypt_chunk

. || ADD ESP, 524
.|| LER ERy,DWORDCFTR S5: [ESF+EHSE]
.|| Mow Ec, ewza

< || JMF SHORT, swchosd. B8111R28

ECH=B17rFF 33
ERX=A17FF7F3

Address |Hex dump ASCII
BIVFFFHE| BB BE AR B8 BB B0 OR B8 BB BE OB B8 B8 B0 B0 BE| vawscesssnsnnnns
B1V7FFES|[ 4D 52 4E 57| 39 4B 53 43 35 4A 52 43 65 54 34 75| MRHWSKSCEJRCeT4u
B17FF7CE(4A BE6 60 49 32 41 d4F 52 37 40 55 &R 5@ 51 &3 36| JUwmIZAOSVJIUiPRCE
B1VFFFOS(7A B9 DA 228 22 1@ 98 3E 21 25 29 1B ES 50 BA 12| =212 kkE>18) +§ 1EN
E1VFFPES[29 61 4F 2D 46 DF ¥ 12 12 CC 49 80 DA 2@ 25 2E| Jal-P™yU$|FI2 (CH,
GIVFFPFE[ 0B 60 B8 @8 89 56 4E 47 60 6A 1A 87 88 66 68 80| ....EPMG. . +. ...,
G17FFEES[ 49 48 44 52 E9 2E 73 49 IC FS 77 81 45 23C 17 77| IHORUASI " wlE<$w
B17FFE12( 58 4E &8 B8 5C FE 77 @1 FS 27 B3 77| 528 4E S8 98| zora™ urerEE T
B1VFYFE28(BC F4 EC ¥4 BB B0 OO B8 A8 B8 B0 BE 58 4E &0 BA .”\t........ﬁu‘.

@A PTFCO0DO] AR AR AR AR AR AE AR AR @A @A Am AR 2o 0 77 A [l

BEl119Fa
HEL119F4

LEA ECH,OWORD PTR SS:[ESP+Ex16]
HMOL DWORD FTR SS: [ESP+ExSE81, ED:

0 CALL swchosd.oElll13E8 init
BEL11AEA (] . MOW ERE, ECH
BEL111AGZ (] . FUSH ERX Aral = BIFFFFFC
FEL11AAS LERA ESI,DOWORD PTR S55:[ESF+Ex7E] [
CALL swchosd.@@111400 encrupt_chunk

ROD ESF, H:d
. || LER EA:,OWORD PTR SS5: [ESP+E:38]
.|| HOW Eci, Guza

- || JME SHORT, swvchosd. B8111R28

ESP=817rFrad

Hddress |Hex dump ASCIT

B17FFFFAZ| 22 61 4F 20/ 46 OF 7S 13 12 CC 42 20 DA 28 25 Z2E| 1a0-F™ul#[FIZ (CXH.
H17FPFFES| 40 52 4E 5F 29 4B 53 43 35 4A 52 43 &5 54 34 75| MRHWIKSCEJRCeT4y
A1FFFFCE| 4R 56 60 49 32 41 4F 53 37 4A 55 6A 5@ 51 63 36| UmIZA0S7JUPLCE
H@17FPFFD2| YA B9 D@ 228 82 1@ 9@ 2E 21 85 29 1B ES 50 BA 13| =2 dSkrE>1a) +0 JEN
A17FPFFPEZ| 29 61 4F 20 46 OF 75 123 12 CC 49 20 OA 8@ 25 2E| 1a0-F™yN$FI2 (.
E17PF7PFE |00 B8 B@ B8 E5 BF 94 4C BA 92 81 DB F4 57 80 22| ....U=il#cill-Wibs
@177FEE2|92 2C 89 14 E3 SE 73 49 IC F8 77 81 45 3C 17 77| [, . MAs I *whE $w
B17FFE12|58 4E 6@ @@ SC FS 77 @81 FS 37 B3 77 52 4E 68 89| >ora™ wuhwr S 7w
BirrFEzs|@c F4 SC 74 @0 68 08 90 B8 98 00 83 55 4E 68 B8] . TNE. .o ae. G HET

After use, the random AES key is RSA encrypted:

R e g et e e
AE11=2825 (| . |BALL swohosd. 88118708
paiizaza || . mow ECH, [ARG. 21 RSA_keyw
BE11z@30 (| . |ADD ESP, B1C
AEilz@d4a (| . |LER EDX,[LOCAL. 1883
AEllzade || . | FUSH EDX
AEl1za47 || . | PUSH EDI buffer
EEiiza42 || . | LER ERX,[[LOCAL. 723 generated _key
Gaiizade || . | FUSH EAX
@aliza4dr || . | FUSH ECH
aEllzatE || . | Moy [[EOCAL. 1887, a: 8
. |CHALL swchosd.BE1145ER encrypt_key_with_RSA
AE11ZEEF |] . | PUSH EEBX suchosd. BB1ZE326

4

Stack 55: [BOZAES24 I=E8zZAF202
ECH=B82HF203

Address |Hex dump HSCII

BEZAFT0E|[ 86 B2 B8 88 88 A4 B8 @8 52 52 41 31 60 04 B0 89| +8...H..RSAl.+..
AEZAFYES|( 81 AR @1 @8 2F OO &F FE F& AE &6E C1 &6 DB EB C1|A,A, ~Toli+«ntflU+-
AEZAFSFE[BS 4A FC 98| 76 3B 66 12 B2 B2 @7 FE DF 4C 85 SB|AJRSV; FHEE-""LAL
AEZAFAES| 1A F4 S8R 72|92 EE OF 85 B2 36 1F 81 DE 45 A9 Al|+-dw<0™] | 6¥EOES(
AEZAFALS(BE BY 22 82|71 9A FB F5 D2 &2 20 EF 5F B4 O7F EC|JE#3qiiS&ck’ _-Id
HEZAFAZE[ A2 239 91 15 A9 24 BS 70D EC A2 FA SA 45 @7 46 62| EFLEesSka  ZE«Fh
AEZAFAZE|( B2 ¥3 3E 6B 16 63 24 C9 76 B4 6B 74 EF ES 82 E&|jl s k-ciFdkt - RES
GEZAFA4S|(FE 45 O8 C8 &6E AY 90 BB 7& DB CS Bl 88 E& 35 D9| GEE‘ni3ksudHE. S5
BEZAFASZ|(ESE DB FF¥ 37 FF 8F 95 21 @0 4A 26 71 BA 72 CO 29| Fll,7 CIL.J&alls'C
AEZAFAGS|( 30 B1 31 8E B8 B4 11 B8 84 FA 2A 88 A5 20 ZE 48| =A1A.44.5 #.4C.H
AEZAFATE( 98 B4 11 @8 C4 FA 28 @@ 5A 5E 11 8@ A1 60 B8 88| EH4d.— #.2°4.8,..
AEZAFAZE( B2 19 &8 B8 22 19 68 B8 B9 85 ZE 42 60 00 68 60| 04 .=+ =F ...
AEZAFAYE( B8 BA B8 @8 8@ SA FO 7F BB FA 20 89 80 60 68 88| ... __ i .
HEZAFAAS|( B8 BH B8 B8 98 FAH 23 B8 2F 59 A8 CC B8 FE 2A 88| ....E" #.CYalF. i#,
GEZAFAES| 6B &9 11 88 6D 3C 16 42 60 06 68 88 D8 FA 2A 88| *md. .<-H....d #*,

and then, appended to the beginning of the AES encrypted file (just after the “'DMALOCK?” signature):
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88462628 push 1824 ;: size_t
88482830 mow edi, eax

804020632 push 1] ; int
80402 634 push edi ;o volid =
284820835 call _memset

a8482834 mov ecx, [ebp+R5A_key]
80482630 add esp, BCh

884820848 lea edx, [ebp+var_ 198]
88482846 push ed: ; int
88482847 push edi : void =
80402048 lea eax, [ebp+generated AES_Kkey]
80402 B4E push eax ; int
80402 B4F push eCX ; int
284820858 mov [ebp+var_194], @

884820850 call encrypt_key with RSA

A8482085F push ehx ; FILE =

88482858 push 8 ; size t

88482862 push 1 ;: size_t

204820864 push offset aDmalock ; “"fDHALOCK™

80402069 call _furite ; write 'magic’ prefix
2048286E movw edx, [ebp+var_194]

88482874 push ebhx s FILE =

88482875 push edx ;: size t

88482876 push 1 ; size t

88482878 push edi ; void =

88482879 call _fFurite ;: write encrypted AES key

We can see that now the AES encrypted content starts with offset 0x88 (compare the selected part with the above

example showing AES encryption result):
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77||5F |97 CZ | &D|C4 5F &0 |2D|FA|07|E5 25 E1 41 22(3B[18|| [—ET &% -aeé&s&n |1
EGF944:::3-39831331‘4573;93922[:0914'39EiJE"L“ olaw/ g |-, [Tm=
53 |39/ B85 =4 65 79 4D 5E DC| 65 05 BE 1B B3|/BO DZ 84 00 |3 _EeyM~Tn | g+-2°1,
B2 |30|CE 94|7C 48 OC|9F|1&|92 53 &6 53|65(4F 21258 82||o X~ | HO/2 1 58550~ (),
BE||Cca DB|19|82 11|55 FC|FR D2 |ES 4F|3D 34 |EC 28|70 48| |E|T |, 4 5|alufio=24&+pH
cc| |En|CE|2B|24 56/ DF|7C|5C|F& 94|24 | 72|61 |06 Da |27 |aD||£ T ; || V(B[I |y |6 " u|zad B |-
DD |10 BE B3 21|93 Fl1 24 3B|6E|27 &C 4F 96(35(76 44 D1+ 221 ~4a$:|n"|10-5+DN8

What is attacked?

As previous, attacked are logical disks as well as network shares.

This sample introduced also check against Floppy and CD using QueryDosDeviceA (floppy and CD are skipped):
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BBLB2TAF push 1040 ; ucchMax
ABLE27BEY lea ecx, [ebp+TargetPath]
04 27BA push BLX » lpTargetPath
BBLB27EE lea edx, [ebp+DeviceHane]
Q048271 push edx + lpbeviceHane
apyp2yc2 call ds :uerybosbevicen
BB4B2TCE lea eax, [ebp+TargetPath]
Q04 B27CE push offset aFloppy ; “Floppy”
BBLB27D3 push eax ; char =
apL4e2y¥0y call strstr
aoya2709 add esp, 8
BBLB2TDC test eax, eax
ey B27DE jnz short loc_4827F8 ; set flag
1
h 4
P
BaLA2TED lea ecx, [ebp+*TargetPath]
BOLB2TES push offFset aCdrom : “CdRon'
BOLA2TER push BCK v char =
B84827EC call strstr
aaLB27F1 add esp, 8
BOLB2TFY test eax, eax
BBLB2TFe jz short loc_402809
|
LA ] L J
a2 I
BO4a27F 8 a4a2809
BO40B27F8 loc_4027F8: » set Flag 00402809 loc_LH02809:
AALAPFFR mouw al_ 1 AALAPAAYD mouw Pex . Tehnevar &1

Like in the previous version, skipped are some predefined folders:

VORIEOES SUD esp, Zun

BBLE2636 push esi

L2637 mov [ebp+var_2C], offset aWindows ; ““\VWindowshy™

BBLE263IE mow [ebp+var_ 28], offset aWindows @ ; “CWIHDDWSWAY

B4 B2645 mov [ebp+var_24], offset aProgramFiles ; “‘‘Program Filesyy"
BBLB26LC mow [ebp+var 28], offset aProgramFilesX8 ; "““‘\Program Files (x86)3%%"
Ay B2653 mov [ebp+var_1C], offFset aGames ; “‘Games™

BBLB265A mow [ebp+var 18], offset aTemp ; “““lemp”

BBy B2661 mov [ebp+var_14], offset aSamplePictures ; “‘‘“Sample Pictures”
BBLB2668 mow [ebp+var_ 18], offset aSamplebusic ; "““\Sample Husic™

BBy B266F mov [ebp+var C], offset aCache ; ““cache™

BBLB26TE mow [ebp+var &7, offset aCache @ ; "“\Cache™

Ay B2e7D xor es5i, esi

il R E T ene

...and file extensions:

A4 G2 6RT7 mov [ebp+var_38], offset a_exe ; " _exe”
ALE26BE mow [ebp+uwar_2C], offset a_msi ; " .msi”
AL E26CS mov [ebp+var_ 28], offset a_dll ; " _d11"
ALE26CC mow [ebpruwar_24], offset a_pif ; " _pif”
A4 E26D3 mov [ebpruar_2@], offset a_scr ; "_scr”
ALe26DA mow [ebpruvar_1C], offset a_sys ; ".sys"
ABLE26E1 mow [ebpruar_ 18], offset a_msp ; " .nsp”
A4 026ER mov [ebp+var_14], offset a_com ; “.con”
ABLE26EF mow [ebpruar_1@], offset a_lnk ; ".Ink"
A4 a26F6 mov [ebp+var €], offset a_hta ; “.hta”™
A4 A26FD mov [ebp+var_ 8], offset a_cpl ; “.cpl”
4027 B4 mov [ebp+var_ 4], offset a_msc ; “.msc”
AALAP T AR 2o PEl. PRI
Conclusion

The author of this malware, despite appearing inexperienced in programming, seems to be very determined to
gradually improve the quality of the product. The disparity between the quality of the first edition, second

(described in the previous article) and the third (current) is significant. We will keep eye on the evolution of this

malware family and provide you with updates and possible tips on dealing with this threat.

About the author

Unpacks malware with as much joy as a kid unpacking candies.
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