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Nefilim, Nephilim
Archived: 2026-04-05 14:14:52 UTC
Nefilim Ransomware

Nefilim Doxware

Variants: Nephilim, Offwhite, Sigareta, Telegram, Nef1lim, Mefilin, Trapget,

Merin, Fusion, Infection, Milihpen, Derzko, Gangbang, Kiano, Mansory

(mmdpoBanbIMK-BbIMOrare/ib, Myd/MKaTop) (MepBoOUCTOUHHUK)

Translation into English

ITOT KPUITTO-BBIMOTaTe b ndpyeT JaHHbIe OK3HeC-110/Ib30BaTe el ¥ KOMITaHui ¢ moMoripio AES-128 + RSA-
2048, a 3aTeM TpebOyeT HamMcaTh Ha email BbIMOraTesieli, YToObl Y3HATh Kak 3arylaTUTh BBIKYTI B # BTC U BepHYTb

(atinbl. OpuruHansHoe HaszBaHue: Nefilim. Ha ¢atine HarmcaHo: uto nomnano. HamvcaH Ha si3bike Go.

Brmvorareny, pacipocrpansitonipe Nefilim-Nephilim, yrpokaror ony6/iikoBaTs yKpasieHHBIE JaHHBIE C L{eJTbIO
yCUJIeHHs [JaB/IeHUs Ha >kepTBY (OTCIOZa [JOTIO/IHUTE/IbHOe Ha3BaHWe — Iy6mkaTop). Kak n3BecTHO U3 Apyrux
Ransomware, /151 35TOro orepaTopbl-BbIMOraTe/Id HaYWHAIOT KPaXKy JaHHbIX ellé repef HirdpoaHueM (aiinos.

Ha momeHT my6/vKaLy cTaThby, He ObUIO U3BECTHO O IMyO/IMKaLMsAX YKpaJeHHbIX AaHHBIX, BBIMOTaTe Il TOIbKO
yrpoxxanu, Ho B MapTe 2020 OHU CO3/ia/M CalT A/ yONMUKaLUi YKpaZileHHbIX JaHHbIX.

OGHapyxeHHs:

DrWeb -> Trojan.Encoder.31246, Trojan.MulDrop11.51385, Trojan.Encoder.31414, Trojan.Encoder.31491,
Trojan.Encoder.31726, Trojan.MulDrop12.50861,

Trojan.PWS.Siggen2.49647, Trojan.Encoder.32146, Trojan.Encoder.32161,

Trojan.Encoder.32607, Trojan.Encoder.32608, Trojan.Encoder.32811, Trojan.Encoder.33298, Trojan.Encoder.33444

BitDefender -> Trojan.GenericKD.42843933, Gen:Trojan.Heur.RP.cmHfaSRzti

ALYac -> Trojan.Ransom.Nefilim
Avira (no cloud) -> TR/RedCap.iheqe, TR/RedCap.ufyno, Trojan.GenericKD.44062454
ESET-NOD32 -> Win32/Filecoder.Nemty.D, Win32/Filecoder.Nemty.J, A Variant Of Win32/Filecoder.Nemty.M

Kaspersky -> Trojan.Win32.Zudochka.edv, Trojan-Ransom.Win32.Cryptor.ddi

Malwarebytes -> Ransom.Nefilim
Rising -> Ransom.NEFILIM!1.C3E7 (CLOUD), Trojan.MalCert!1.C3E8 (CLOUD)
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Symantec -> Trojan.Gen.MBT, ML.Attribute.HighConfidence, Ransom.Nefilim!gm1

Tencent -> Win32.Trojan.Filecoder.Eerg, Win32.Trojan.Filecoder.Ahyi, Win32.Trojan.Filecoder.Tbik
TrendMicro -> Ransom.Win32.NEFILIM.A, Ransom.Win32.NEFILIM.B, Ransom_Genasom.R011C0DJB20
VBA32 -> TrojanRansom.JSWorm.d

--- © Teneasiorusa: JSWorm > Nemty (Nemty 2.5) > Nefilim > KarmaCypher, KARMA V2

N3006pa’keHre — JIOTOTHI CTaThbU

K 3ammdpoBannbM (atinam gobaensiercs pacimpenue: NEFILIM

Takxe ucronb3yercs Mapkep daiinos: NEFILIM

BZ0H) 3 % al B5 Do DA IR D2

SODC0dail i fa 27 £2 7 L 47 mi bk

Buumanmne! HoBble paciiivpenysi, email ¥ TeKCThbI O BBIKYITe MOXKHO HalTH B KOHIIE CTaTbU, B 0OHOBIEHUSIX.

Tam MOryT ObITH pa3/inuud C riepBOHa4d/IbHbIM BaDUAHTOM.

AKTHBHOCTB 3TOr0 KPUMNTO-BBIMOTraTe/isi MPUILIACh Ha TTEPBYIO MOJIOBUHY - cepeannHy MapTa 2020 r. Illtamn gater:

10 mapra 2020 1. OprieHTHPOBAH Ha aHTJ/ION3bIYHBIX [10JIb30BATeIel, UTO He MelllaeT PAaclpOCTPaHSTh ero 1Mo
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BCEMY MUPY.

3armmcka c TpeboBanreM BeIKyma HasbiBaeTcsi: NEFILIM-DECRYPT.txt

r . .
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CopeprxaHue 3allUCKH 0 BBIKyIIe:

All of your files have been encrypted with military grade algorithms.

We ensure that the only way to retrieve your data is with our software.

We will make sure you retrieve your data swiftly and securely when our demands are met.
Restoration of your data requires a private key which only we possess.

A large amount of your private files have been extracted and is kept in a secure location.
If you do not contact us in seven working days of the breach we will start leaking the data.
After you contact us we will provide you proof that your files have been extracted.

To confirm that our decryption software works email to us 2 files from random computers.
You will receive further instructions after you send us the test files.
jamesgonzaleswork1972@protonmail.com

pretty_hardjob2881@mail.com

dprworkjessiaeye1955@tutanota.com

ITepeBop 3anycKu Ha PyCCKMil SI3BIK:

Bce Bamu caiibl 3a11(ppoBaHbl C aIlrOPUTMaMU BOEHHOT'O YPOBHS,

ME&I pydaeMcsi, UTO eJMHCTBEHHBIN CIIOCOO BOCCTAHOBUTH BAIllM [IAHHBIE — C TIOMOIIIBIO Halllei TIporpaMMEl,

ME&I mo3aboTuMcst 0 TOM, YTOOBI BBI OBICTPO K Oe30T1acHO BepHYJIH Ballll [JaHHbIE, KOTr/ia Hally TpeboBaHus OyayT
BBIMOJTHEHBL.

[l71s1 BOCCTaHOB/IEHNS BalllMX JJaHHBIX TPeOyeTCst 3aKPBITHIHM K/THOU, KOTOPBIM B/IafleeM TOJBKO MBI.

BorbIioe KosmuecTBO BalkX JIMUHBIX (haiiyioB OBIIO M3B/IEUEHO M XPAaHUTCS B O€30TIaCHOM MecTe.

Ecru BbI He CBsKeTeCh C HAMU B TeueHHe ceMy pabouunx JHel C MOMeHTa HapylleHHs], Mbl HaUHeM Tepe/laBaTh
JlaHHbIe.

ITocse ToroO, KaK BbI 00paTUTECh K HaM, MbI IIPEJJOCTaBUM BaM IIOZATBEP)K/eHKE TOT0, YTO Bally (aiiibl MOXKHO
BEPHYTb.

YToOBI TOATBEPANTD, UTO Hallla TIporpamMma Jjis ferrdpoBanus paboTaeT, OTIpaBbTe HaM 2 (aiina co cmydaiHbIX
KOMIBIOTEPOB.

Brl nonmyunTe fanpHeldlie MHCTPYKLIMY MOC/Ie OTIIPaBKU HaM TecT-(haiiios.

jamesgonzaleswork1972@protonmail.com
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pretty_hardjob2881@mail.com

dprworkjessiaeye1955@tutanota.com

TexHnuueckue geTaau

MosKeT pacripoCTpaHsITLCS MyTEM B3/I0Ma uepe3 He3alliljeHHYI0 KoHpuryparuio RDP, ¢ momorisio email-criama
Y BPEeJIOHOCHBIX BIOYKeHWH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIIONTOB, BPeIOHOCHOH pPeK/IaMbl, BeO-UH)KEKTOB,
(hapIIMBBIX 0OHOBJIEHUH, ITeperakoBaHHbIX 1 3apaXKEHHBIX MHCTAIIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacrpoCcTpaHeHHsT KpUITTOBBIMOraTesiel" Ha BBOJJHOM CTpaHMIle bJora.

OHy)KHO BCeryja UCI0/1b30BaTh AKTYalIbHYI0 aHTUBUPYCHYIO 3auTy!!!
Ecu BbI ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIyuToi Kinacca Internet Security i Total Security, To

X0Ts1 OBl ZienaiiTe pe3epBHOe KOIMPOBaHKWe BaXKHBIX (aiiyioB 1o MeToxy 3-2-1.

» Vicrionb3yeT reHepaTop CAy4YaiHOTo KJTtoua /IJisl KaXKJoro Qaiia.

» Vicriosnb3yeT uykKue TOIMCaHHble CepTU(UKATHI 1S exe-(haiiioB.

Cnmcok (aitioBbIX pacIIMpeHHi, MoABeprawmyuxcsa mugpoBaHUIO:
910 gokymenTbl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, dhoTorpaduu, Mys3bika, BUIEO,

(haityibl 06pa30B, APXUBHI U TIP.

®daiinbl, cBA3aHHBIE ¢ 9THM Ransomware:
NEFILIM-DECRYPT.txt - Ha3BaHue (aiina ¢ TpebOBaHHEM BBIKYIIa

<random>.exe - c/iyuaiiHoe Ha3BaHWe BPeJJOHOCHOTO (aiina

Pacnonoxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

C:\Users\Administrator\Desktop\New folder\Release\NEFILIM.pdb

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUXKe pe3y/bTaThl aHaIu30B.

MbI0TeKChbI:

Den'gi plyvut v karmany rekoy. My khodim po krayu nozha...
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CKpHHIIIOTBI OT MCC/Ie[i0BaTe/Iei:
B Nefilim ucronp3yercs kop, mouty naeHTHUHBIN Kogy w3 Nemty Bepcun 2.5. Takke uMmeeTcs 3y06 Ha KOPeMCKyTO

aHTUBUpPYCHYIO komraHuto Ahnlab, kak 6bu10 B Nemty u JSWorm Ransomware.

Jodatal MancEal [ wchar U aHowTaFuckRLLTH

W:nul AHeuToFuckAlLTh: WETH XAEF: sub_SeE9as188To
BN unieode @, <how to Fuck all the world?>, 0
4 PDRBCOTE align &

B cTpokax ecTb C/I0Ba Ha PYyCCKOM sI3bIKe, HAMMUCAHHbIE AHTTUHCKUMHU OyKBaMH, a TAK)Ke YITOMUHAHUSI

AHTHUBUPYCHBIX Komranuii AhnLab u SophosLabs, HarycaHHbIe C OITHOKaMHU.

CeTeBble MOJK/TIOUEHNUS U CBA3U:

Email: jamesgonzaleswork1972@protonmail.com
pretty_hardjob2881@mail.com
dprworkjessiaeye1955@tutanota.com

BTC:

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKThI.

CM. HUXKe pe3y/bTaThl aHaIu30B.

Pe3yJ'leaTbI dHA/IN30B:
® Hybrid analysis >>

Z VirusTotal analysis >> VT>
# Intezer analysis >>
2 ANY.RUN analysis >> AR>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

% AlienVault analysis >>

%] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: CPeHsIs.

IMoxpobHbIe cBesieHMs1 COOMParOTCs perysisipHo. ITpuckiiaiiTe 06pasLibl.
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https://app.any.run/tasks/0fa5d1c2-305e-46d3-9150-a40e64db1bbe/
https://www.vmray.com/analyses/d4492a9eb36f/report/overview.html
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=== UICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

Nemty 1.x - aBrycr 2019
Nemty Revenge 2.0 - Hos16ps 2019
Nefilim Ransomware - mapt 2020

CM. HIKe 0OHOB/IEHHUS C 27IeMeHTaMU I/I,ELEHTI/ICI)I/IKEIL[I/II/I.

=== BJIOK OBHOBJ/IEHUMI === BLOCK OF UPDATES ===

Oo6noBsenue ot 19 mapra 2020:
Ioct B TBUTTEPE >>
Pacummpenue: .NEFILIM

Mg1OTeKC:

Den'gi plyvut v karmany rekoy. My khodim po krayu nozha...

Mutex Mame

Den'gi plyvut v karmany rekoy. My khodim po krayu nozha...

@atin: kinodomino.exe

Pesynwrartel aHanu3os: VI + VMR + IA

» OGHapy>KeHHUs:

DrWeb -> Trojan.Encoder.31414

BitDefender -> Generic.Ransom.Nemty.5E50AD57
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.F
Malwarebytes -> Ransom.Nefilim

Microsoft -> Ransom:Win32/Nemty. MMV IMTB

O6Hoeenue oT 24 mapta 2020:
Beimorarenu co3panu caut "Corporate Leaks" a5 myOiuKalvy yKpaZieHHbIX JaHHBIX TeX KOMIAHUKN 1 Ou3Hec-
T10/ib30BaTesield, KOTopble 0TKa3a/luCh MJIaTUTh BBIKYTI.

Crarbs Ha calite BleepingComputer >>
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About - Corporate Leaks X = o =)
€2 ce oué o | O & | Q search » =

Q Corporate Leaks oos

Search Menu

About

This website will contain information that was downloaded from cor

porate networks that were breached and failed to negotiate with us. T

he information will usually be leaked in parts, so the company has a

chance to stop the leak before all the information is released. All co

mpanies have our contacts, other ways to contact us are listed here: h
2page _id=7.

OonoBsienue ot 25 mapta 2020:
Ioct B TBUTTEDE >>

Pacmmpenne: NEPHILIM
3anmcka: NEPHILIM-DECRYPT.txt

god.jpg - n3obpaxkeHue, 3ameHsitoiiee o6ou Pabouero crosa
Email-ransom: Bernardocarlos@tutanota.com

Deanlivermore@protonmail.com

robertatravels@mail.com
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhRJSD1ibcndg7cTmWw03WUdzNEXASGqcU8roNjTT6ONwYxQUsPaPqBJ8OKDBJe3ledOT4L3tS-g1wx4jLwgEArCk7XyfdX-7k8JKqslVUsEB0R4hnCKA4iRHHrjqvo-sOqoVFS0krrae0/s1600/note-1-4-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhRJSD1ibcndg7cTmWw03WUdzNEXASGqcU8roNjTT6ONwYxQUsPaPqBJ8OKDBJe3ledOT4L3tS-g1wx4jLwgEArCk7XyfdX-7k8JKqslVUsEB0R4hnCKA4iRHHrjqvo-sOqoVFS0krrae0/s1600/note-1-4-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgFzjUP1YrSwkB4bCqqf6IdMu-t-dhj2bASzwzye2KJesPGAxkCxEFTBh31mqypBgbedr5so7b80Jnw-d6GkPsOwhBEyywLRPIuuXKSWO3Sx7d7u2a-XLxXLOdtGQv_CVrxmd6SY0MCegM/s1600/note-1-4-20-r.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgFzjUP1YrSwkB4bCqqf6IdMu-t-dhj2bASzwzye2KJesPGAxkCxEFTBh31mqypBgbedr5so7b80Jnw-d6GkPsOwhBEyywLRPIuuXKSWO3Sx7d7u2a-XLxXLOdtGQv_CVrxmd6SY0MCegM/s1600/note-1-4-20-r.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgCwEN8VbOyC6d7NZY0DbvRy8MGoEbh17b4SOIixD22OD0jJ2CWknUdD94x7_M-9xliJls5uSj_SM6eZarMyZ-5Kl99U40MEqX9q5P3CMnCdvNIraOpgdeOH8AysVD-FU_1MgL2HRxcoWU/s1600/god.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgCwEN8VbOyC6d7NZY0DbvRy8MGoEbh17b4SOIixD22OD0jJ2CWknUdD94x7_M-9xliJls5uSj_SM6eZarMyZ-5Kl99U40MEqX9q5P3CMnCdvNIraOpgdeOH8AysVD-FU_1MgL2HRxcoWU/s1600/god.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgZcVqCcsobNmCF_jS79wBeAVhRVluIXYsq6AFjMn2MeBt0IMNQn3_QZoh0KPYiqxTtFQCaqJf6SQP79nlTbp09EftkOnAx498PvJbQm13ofTdsMn8pYaVEQ7H5E3DDkaspJvDbeeu5Nhg/s1600/desktop.jpeg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgZcVqCcsobNmCF_jS79wBeAVhRVluIXYsq6AFjMn2MeBt0IMNQn3_QZoh0KPYiqxTtFQCaqJf6SQP79nlTbp09EftkOnAx498PvJbQm13ofTdsMn8pYaVEQ7H5E3DDkaspJvDbeeu5Nhg/s1600/desktop.jpeg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdibsLJj0i9QuI9-3UDC8S10zjplqfHKN6LfVEDm6McMoxcYjcUgfChS4-RgQqk-FHYuPyGvercEHy8tCzExivuTzX0T8zxhHthlsY9WfJREhHMZBkjsU3r7qBuIIQTBJ9RfcrdQDA45E/s1600/Screenshot_2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdibsLJj0i9QuI9-3UDC8S10zjplqfHKN6LfVEDm6McMoxcYjcUgfChS4-RgQqk-FHYuPyGvercEHy8tCzExivuTzX0T8zxhHthlsY9WfJREhHMZBkjsU3r7qBuIIQTBJ9RfcrdQDA45E/s1600/Screenshot_2.png

https://id-ransomware.blogspot.com /2020/03 /nefilim-ransomware.htm|

URL-leaks: hxxx://hxt254aygrsziejn.onion/
Email-leaks: Derekvirgil@protonmail.com
Samanthareflock@mail.com

Gerardbroncks@tutanota.com

CORPORATE LEAKS

opl [ Focte | b |

CORPORATE LEAKS

B i | Factei | b | -

AT Dttahaora. Par 0 a8 = e

WAT Crighare, Part 4 a

ML Holdimga. Park 12 ]

MES Hiddisge, Parm 1.3 [+

CORPORATE LEAKS CORPORATE LEAKS

e oo e [ s
Abcul

=

- c -

CORPORATE LEAKS Cosan.Part 1.

i g P | sk |

Datin: weeli.exe

Pesynwrartel ananusos: VT + HA + IA + AR + VMR

» O6Hapy>KeHUS:

DrWeb -> Trojan.Encoder.31414, Trojan.Encoder.31491
BitDefender -> Gen:Variant.Ser.Razy.11947

ALYac -> Trojan.Ransom.Nefilim

ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.F
Malwarebytes -> Ransom.Nefilim

Rising -> Ransom.NEFILIM!1.C3E7 (CLOUD)
Symantec -> Trojan.Gen.MBT
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhKbdam9y_Z4blnV4lrhgwFGBo5i7limlk3B7tjjvw75gkQsoT3eZUIowe1-Scq1KbLmvFQMxdcfeD89uNgrCAAWg-wTSMVfARNyM-vGGvC3w1PsKqhk5uEowqtMHGRDN_-eoLGOCHuyYw/s1600/Screenshot_3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhKbdam9y_Z4blnV4lrhgwFGBo5i7limlk3B7tjjvw75gkQsoT3eZUIowe1-Scq1KbLmvFQMxdcfeD89uNgrCAAWg-wTSMVfARNyM-vGGvC3w1PsKqhk5uEowqtMHGRDN_-eoLGOCHuyYw/s1600/Screenshot_3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhkAl67HMR-B434-4UQWZRgfNXbnEOZ58c2H7bhE2oFA2TT0QQhQzV6o04DF0Fxub7UJEXwq4nGWgPzrqCr48X-x69rgxt08Jl7WeNr628OzMx5nO0r1DLX_vvnVk-BFPSvrV_A45uEXZw/s1600/leaks1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhkAl67HMR-B434-4UQWZRgfNXbnEOZ58c2H7bhE2oFA2TT0QQhQzV6o04DF0Fxub7UJEXwq4nGWgPzrqCr48X-x69rgxt08Jl7WeNr628OzMx5nO0r1DLX_vvnVk-BFPSvrV_A45uEXZw/s1600/leaks1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhhb2z76_JpupH_3hQL7FqpKls1eeQd1J2CQTWTXKEBa7d8-pz9shbr5hejyRaGJZVEVKaEoTw13Jvgra8BTLa8nTGBWdtkYs_eLeO6Jj6mVeUQmm4KUYSLjk0izm33iCt1zJmnkllmQCI/s1600/leaks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhhb2z76_JpupH_3hQL7FqpKls1eeQd1J2CQTWTXKEBa7d8-pz9shbr5hejyRaGJZVEVKaEoTw13Jvgra8BTLa8nTGBWdtkYs_eLeO6Jj6mVeUQmm4KUYSLjk0izm33iCt1zJmnkllmQCI/s1600/leaks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjjXDvRm2w82zDRaK1qvHwo-c-iCVkOlTy3NCbJcGKb42_eov8XSFFljLhYsw1erBgpvd3V8Q5ZtcS0Kb0Vud-oTpFMmuln18QPCyDfgA66cK7F4q8A5knYaAeJic1SohDZZtD47Sn2sPs/s1600/leaks3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjjXDvRm2w82zDRaK1qvHwo-c-iCVkOlTy3NCbJcGKb42_eov8XSFFljLhYsw1erBgpvd3V8Q5ZtcS0Kb0Vud-oTpFMmuln18QPCyDfgA66cK7F4q8A5knYaAeJic1SohDZZtD47Sn2sPs/s1600/leaks3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhL_0vcAULSzL3U2Ao6ozEToXfEzNaD97nTYFN3V74XsXeGVL7t3Ato4i0g1OHKqssB_knurXoH1lgJ4-SGhLfeVNtc3wyKY-vECcNr6QuaPAuGrVzVULyWmchSGyRQuMPlHmCRXNcFWJo/s1600/leaks4.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhL_0vcAULSzL3U2Ao6ozEToXfEzNaD97nTYFN3V74XsXeGVL7t3Ato4i0g1OHKqssB_knurXoH1lgJ4-SGhLfeVNtc3wyKY-vECcNr6QuaPAuGrVzVULyWmchSGyRQuMPlHmCRXNcFWJo/s1600/leaks4.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgzi3klcs6OpdX-egb9jV283P-nnWad_rpI3RH3yk_Xhzb0Y0yR2k8dW4r_ORE-eBy7BFETvejWNsPdXhun1MzVfhFkxZ892AyQsuBFs5JhvZOkxt_lzamxDeyD4E5BJaYONC-aflS8xjg/s1600/leaks5.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgzi3klcs6OpdX-egb9jV283P-nnWad_rpI3RH3yk_Xhzb0Y0yR2k8dW4r_ORE-eBy7BFETvejWNsPdXhun1MzVfhFkxZ892AyQsuBFs5JhvZOkxt_lzamxDeyD4E5BJaYONC-aflS8xjg/s1600/leaks5.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhGhfNErgr0bCoCOiUDp6BM5jra2YFJ86wQFfO7u6QLqQ-pBsuXzUAHU7l3cOGlKZGgtjz1fI3CtPifSTTZAi7cTlNQmkzoSHEH9ECiLUns5ja_yJCCAPFdqDwtloIIi2ILPnpZdLIbgWc/s1600/sample-site.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhGhfNErgr0bCoCOiUDp6BM5jra2YFJ86wQFfO7u6QLqQ-pBsuXzUAHU7l3cOGlKZGgtjz1fI3CtPifSTTZAi7cTlNQmkzoSHEH9ECiLUns5ja_yJCCAPFdqDwtloIIi2ILPnpZdLIbgWc/s1600/sample-site.jpg
https://www.virustotal.com/gui/file/b227fa0485e34511627a8a4a7d3f1abb6231517be62d022916273b7a51b80a17/detection
https://www.hybrid-analysis.com/sample/b227fa0485e34511627a8a4a7d3f1abb6231517be62d022916273b7a51b80a17/5eaec68e355fb17a641f01cb
https://analyze.intezer.com/#/analyses/a58ec4a7-6ff5-4312-aaec-02f7d18db6f1
https://app.any.run/tasks/1d98dda6-90f9-410c-b35f-a2ba8bda22ee/
https://www.vmray.com/analyses/b227fa0485e3/report/overview.html

https://id-ransomware.blogspot.com /2020/03 /nefilim-ransomware.htm|

Tencent -> Win32.Trojan.Cryptor.Loil
TrendMicro -> Trojan.Win32. MALREP. THDOABO

Oo6Hoenenue ot 3 mas 2020:
[Iramn gatsi: 30 anpens 2020.
Pacimpenve: .OFFWHITE

3armicka: OFFWHITE-MANUAL.txt

1 3oq, OFFWHITE 2o, OFFWHIT - CFFWHITE-MAM
E ULt

@atin mpoekra: C:\why so ez\to bypass sofos\Release\NEPHILIM.pdb

CORPORATE LEAKS
O ACTred Lt i) ARt =
WET Offshore, Part 1, [ cATEGARIES
MECEMT PO:ETS
MAS Holdings. Part 1-2. a
» MbIOTeKC:

ONA MOYA ROZA 1 YA EE LUBLUUUUUUUU, ONA MOYA DOZA - SEGODNYA ZATYANU

Midtex Name

Caiit leaks: hxxx://corpleaks.net

Caiit Tor: hxxxp://hxt254aygrsziejn.onion

Email: SamanthaKirbinron@protonmail.com
DenisUfliknam@protonmail.com
RobertGorgris@protonmail.com

@aitn: sync.bad.exe

Pesynwrartel ananusos: VT + HA + IA + VMR + AR
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi8UfiwBZ4U6Qt1pzsQcohaigGAufGQzY6WUsVOBZgDQAdwo_o0gLKD0JWNzJ8LF-jaP7PR5dpunRQOcZ18tt43nRmNyo1IJ8RjQTO8I1NmPVxfZb9sGf0x1D6Ynrz5PMPBqVB_etjg2V8/s1600/files.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi8UfiwBZ4U6Qt1pzsQcohaigGAufGQzY6WUsVOBZgDQAdwo_o0gLKD0JWNzJ8LF-jaP7PR5dpunRQOcZ18tt43nRmNyo1IJ8RjQTO8I1NmPVxfZb9sGf0x1D6Ynrz5PMPBqVB_etjg2V8/s1600/files.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhMmavVKMLRZQfnTUW2JqEbPsCbMb-bGUVxbKVb4LULORB6izvyTIUylhNX7m3ZWPbKCYCIQk4y9RJmZmRm-TdffOPMrstiHBQVs23bHUpvmQ_B09qlt7RRA4PZjWzlo9EhaqEmwuJuwnI/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhMmavVKMLRZQfnTUW2JqEbPsCbMb-bGUVxbKVb4LULORB6izvyTIUylhNX7m3ZWPbKCYCIQk4y9RJmZmRm-TdffOPMrstiHBQVs23bHUpvmQ_B09qlt7RRA4PZjWzlo9EhaqEmwuJuwnI/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg9ucpdcqS8d0r4FJVdqyajwcFHa7aBIN_MSPpLmBhxBac29FjwajN0eQwMT7xcVkVdBJAit20OhxOGybzMHcQBURwkSuKMxNIT-kAbvJcfCSAiqiMV9gxhzh_yZFB0Q0uQ5nyHDodpExM/s1600/wallp-note.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg9ucpdcqS8d0r4FJVdqyajwcFHa7aBIN_MSPpLmBhxBac29FjwajN0eQwMT7xcVkVdBJAit20OhxOGybzMHcQBURwkSuKMxNIT-kAbvJcfCSAiqiMV9gxhzh_yZFB0Q0uQ5nyHDodpExM/s1600/wallp-note.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhOxdwP5GNHxyeIjffqkqCorLMU6_uC86w1qTw1QEqN34QDr2XlK6RMF2gSHMGkMP0L7a46S-BdFmyuuOFLriuVwAZruGHcqtOjawu1F_D-_dKJ1R5ogF4OMO2OpZLf9CXnJx-OOE4UykU/s1600/site-leaks.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhOxdwP5GNHxyeIjffqkqCorLMU6_uC86w1qTw1QEqN34QDr2XlK6RMF2gSHMGkMP0L7a46S-BdFmyuuOFLriuVwAZruGHcqtOjawu1F_D-_dKJ1R5ogF4OMO2OpZLf9CXnJx-OOE4UykU/s1600/site-leaks.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgNef9BB-_SCWsXcwLXGOn3nvz1olE_UTftVhNuQN7kUXX1PQca5mKojttk1sdi5YvjPv9X7zu9zzu0idyPvY3S_zCpH4OpXbVHTnweYWkOqM6tvpd7bDh0MQK7hyz7fLhJqgqe1O3ZJQo/s1600/mutex.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgNef9BB-_SCWsXcwLXGOn3nvz1olE_UTftVhNuQN7kUXX1PQca5mKojttk1sdi5YvjPv9X7zu9zzu0idyPvY3S_zCpH4OpXbVHTnweYWkOqM6tvpd7bDh0MQK7hyz7fLhJqgqe1O3ZJQo/s1600/mutex.png
https://www.virustotal.com/gui/file/eacbf729bb96cf2eddac62806a555309d08a705f6084dd98c7cf93503927c34f/detection
https://www.hybrid-analysis.com/sample/eacbf729bb96cf2eddac62806a555309d08a705f6084dd98c7cf93503927c34f?environmentId=100
https://analyze.intezer.com/#/analyses/df582b51-60db-46a5-8401-6e54905b0cb1
https://www.vmray.com/analyses/eacbf729bb96/report/overview.html
https://app.any.run/tasks/3f4203d0-3b5e-43b3-815c-0137110052f7/

https://id-ransomware.blogspot.com /2020/03 /nefilim-ransomware.htm|

» OGHapy>KeHHUS:

DrWeb -> Trojan.Encoder.31726

Avira (no cloud) -> TR/RedCap.pdjht

BitDefender -> Gen:Heur.Trickbot.3
ESET-NOD32 -> A Variant Of Generik. BZKRWVJ
McAfee -> GenericRXKC-OA!86E048D2EAE9
TrendMicro -> TROJ_FRS.VSNWO04E20

Oo6HoBenue ot 12 mas 2020:
[ramn gatsi: 30 anpens 2020.
Pacimmmpenve: .OFFWHITE

3anucka: OFFWHITE-MANUAL.txt
scam.jpg - n3o00pakeHue, 3aMeHsIt0Iee 060 Pabouero crosa

» MLIOTEeKC:
ONA MOYA ROZATYA EE LUBLUUUUUUUU, ONA MOYA DOZA - SEGODNYA ZATYANU

Mutex Name

Caiit leaks: hxxx://corpleaks.net
Caiit Tor: hxxx://hxt254aygrszie.jn.onion
Email: PepperTramcrop@protonmail.com
TigerLadentop@protonmail.com

JeromeRotterberg@protonmail.com

Pesynwrarel aHanusos: AR + VT + VMR
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgNef9BB-_SCWsXcwLXGOn3nvz1olE_UTftVhNuQN7kUXX1PQca5mKojttk1sdi5YvjPv9X7zu9zzu0idyPvY3S_zCpH4OpXbVHTnweYWkOqM6tvpd7bDh0MQK7hyz7fLhJqgqe1O3ZJQo/s1600/mutex.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgNef9BB-_SCWsXcwLXGOn3nvz1olE_UTftVhNuQN7kUXX1PQca5mKojttk1sdi5YvjPv9X7zu9zzu0idyPvY3S_zCpH4OpXbVHTnweYWkOqM6tvpd7bDh0MQK7hyz7fLhJqgqe1O3ZJQo/s1600/mutex.png
https://app.any.run/tasks/d763a012-c314-4dea-8efa-fb5b2469de16/
https://www.virustotal.com/gui/file/9c6b020769101b8274ec0814628a42efb45fce1798a3d5abf35a78021ec3eca4/detection
https://www.vmray.com/analyses/9c6b02076910/report/overview.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi0iiIYFWNwreJdiXFYV0KATtLgBCP-9DeY216_eRKgk4dmH_Kpd4ElOI2DxxAyKZUKET9i5uOOLP-xMyz6kqU8DhERb7b_DydbXsS1HImA-mSo7zk4ZZeUXgTMVV41FyCJUw1PE-eZuYA/s1600/scam.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi0iiIYFWNwreJdiXFYV0KATtLgBCP-9DeY216_eRKgk4dmH_Kpd4ElOI2DxxAyKZUKET9i5uOOLP-xMyz6kqU8DhERb7b_DydbXsS1HImA-mSo7zk4ZZeUXgTMVV41FyCJUw1PE-eZuYA/s1600/scam.jpg

https://id-ransomware.blogspot.com /2020/03 /nefilim-ransomware.htm|

OonoBenue ot 28 mast 2020:
[Iramn garsr: 30 anpens 2020.

Hocr B TBUTTEpE >>

Pacmmpenne: . OFFWHITE

3armicka: OFFWHITE-MANUAL.txt

N3o6paxeHue, 3ameHsitoliee 06ou Pabouero crona: scam.jpg

Leaks-URL: hxxx://corpleaks.net

TOR-URL: hxxx://hxt254aygrsziejn.onion
Email: KeithTravinsky1985@protonmail.com
HermioneHatchetman@protonmail.com
WilliamShrieksword@protonmail.com

®datin EXE: winnit.exe

Pesynbrartel ananmsos: AR + VT + JSB
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEggl5sH3_SXgu0eRGbpF1kNon0UNuiGn81s70A8R9OZDprfHeA1Q4fPWX-2q8khDo4q7IlBJOEj-VhDbc6AdeH381YUt0o18exZ2ZjmvUxzxV7Bwwb5lzsoZdQXSyJAwfTRPTqOGo70Hvw/s1600/note-12-5-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEggl5sH3_SXgu0eRGbpF1kNon0UNuiGn81s70A8R9OZDprfHeA1Q4fPWX-2q8khDo4q7IlBJOEj-VhDbc6AdeH381YUt0o18exZ2ZjmvUxzxV7Bwwb5lzsoZdQXSyJAwfTRPTqOGo70Hvw/s1600/note-12-5-20.png
https://twitter.com/petrovic082/status/1265990022605475841
https://app.any.run/tasks/39a3b303-aea4-4bbb-b5f5-4918fa89b712/
https://www.virustotal.com/gui/file/e7782335cc26b9362ec4525d23f0e6c1bf32b0cadcfa2d95f4955aed2e350cfd/detection
https://www.joesandbox.com/analysis/233851/0/html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEirVeoPdYKy8oTP5XpZtGI70QHUwCQ3Sw88HIk0jUdVTaVyVOKdhjWlIhIEnGSkoNfLRPRmjqnrvy-YtGEea3eO_E4mrNm4IXfiyTeESC4OpkhxlhWF7hs9HIkACAQ11YuoS1oRiHGjvZA/s1600/scam.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEirVeoPdYKy8oTP5XpZtGI70QHUwCQ3Sw88HIk0jUdVTaVyVOKdhjWlIhIEnGSkoNfLRPRmjqnrvy-YtGEea3eO_E4mrNm4IXfiyTeESC4OpkhxlhWF7hs9HIkACAQ11YuoS1oRiHGjvZA/s1600/scam.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgmxsR_KJ1oxAX8CyPPi00os-swpZTxChl4UVHW3cxJIOz902UdMbKwQFk7sjbxalVUa1joZhqbrILRPcspCVoXrhD09xEHGRE-TEPLzncVYp9P3-kzaWMhn9BAObCv8oG2lb1imGp5qwk/s1600/note-28-5-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgmxsR_KJ1oxAX8CyPPi00os-swpZTxChl4UVHW3cxJIOz902UdMbKwQFk7sjbxalVUa1joZhqbrILRPcspCVoXrhD09xEHGRE-TEPLzncVYp9P3-kzaWMhn9BAObCv8oG2lb1imGp5qwk/s1600/note-28-5-20.png

https://id-ransomware.blogspot.com /2020/03 /nefilim-ransomware.htm|

Oo6noBsenue ot 1 urons 2020:

IMoct B TBUTTEpE >>

Pacummpenne: .SIGARETA

3ammcka: SIGARETA-RESTORE.txt

@atin mpoekra: C:\define path\pahan\Release\SIGARETA.pdb
Mapkep ¢aiinos: SIGARETA

HoBBIN MBIOTEKC:

moya mama govorit: sina, ti bezdelnik. a mne kak to pohui, ya kury rasteniya ;)

Mutexes Opened

Email: DineshSchwartz1965@protonmail.com
RupertMariner1958@protonmail.com
StephanForenzzo1985@protonmail.com

URL leaks: hxxx://corpleaks.net

Tor URL: hxxx://hxt254aygrsziejn.onion

Al Sk Pty O e frters S0 Part 1 B corrcane

el Part | o i Stadiar Hail Part 1 ——
e

CORPLEAKS

EME | O™ WEE AT | e

Contact 3o0n T . T

®datinn EXE: red.exe
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https://twitter.com/GrujaRS/status/1267472278348062722
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi77Mde2gWhqJrkO4hFw8gmPeeE3JyjrzQra0XzXjrK6I6rrNNpPYhWh9i3EM6eyVXXVfS0zd1qnoIhjhFr5325NDk6WYkHJeuxXY_V462uH_tY11SwZ8Pp29VbamfbCBRryMyu_eRhLzQ/s1600/filemarker.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi77Mde2gWhqJrkO4hFw8gmPeeE3JyjrzQra0XzXjrK6I6rrNNpPYhWh9i3EM6eyVXXVfS0zd1qnoIhjhFr5325NDk6WYkHJeuxXY_V462uH_tY11SwZ8Pp29VbamfbCBRryMyu_eRhLzQ/s1600/filemarker.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjCC3VfK4KGmrTPTQXhUQP8wIK_Y-HpxUep4cGOrJjrYUmMoXogD887oF3yAUhtxEqnm5iO-hH2c6Q020y0i_1MWsvfxpODa8Lj2d4CB10GqyT6Ju5oCtZuiDFKL3TGBip1t-1FttVpDX0/s1600/mutex.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjCC3VfK4KGmrTPTQXhUQP8wIK_Y-HpxUep4cGOrJjrYUmMoXogD887oF3yAUhtxEqnm5iO-hH2c6Q020y0i_1MWsvfxpODa8Lj2d4CB10GqyT6Ju5oCtZuiDFKL3TGBip1t-1FttVpDX0/s1600/mutex.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhSS3xgOmDahtRbO8Yu2HDeZGqkgumfWSWJ3qYkWrXsJ1ril4izI6rjlV7Xbx_ZPbt4gcJ_wZ-ouitIo40tctLH_0353PFPtG6bG7jz0EU5sjyEVgGoHCqMkIkOxJq9ebAeOQghBYtNgLs/s1600/leaks-1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhSS3xgOmDahtRbO8Yu2HDeZGqkgumfWSWJ3qYkWrXsJ1ril4izI6rjlV7Xbx_ZPbt4gcJ_wZ-ouitIo40tctLH_0353PFPtG6bG7jz0EU5sjyEVgGoHCqMkIkOxJq9ebAeOQghBYtNgLs/s1600/leaks-1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhWTlVIS6-2HsaRX-nD1MPhWqXwS_sLFGL1xSX0DlhtQosXBbHX7gdGzlY003FO5TmWbqGtVMESpVH2jtQ3fjSRXvah4HJNgcS1ZbcznS0WSGd7O69JAsn7kXyTGoXIiOMkwjKTQQpgJIM/s1600/leaks-2-tor.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhWTlVIS6-2HsaRX-nD1MPhWqXwS_sLFGL1xSX0DlhtQosXBbHX7gdGzlY003FO5TmWbqGtVMESpVH2jtQ3fjSRXvah4HJNgcS1ZbcznS0WSGd7O69JAsn7kXyTGoXIiOMkwjKTQQpgJIM/s1600/leaks-2-tor.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg4ezFhsXANkiDZqBBYqf1tftUe4eej2PLUB-lZHsad_DwjOhw1EjEgooWM7QjDGdxh5LuJJmyTxX1GNCtu7426UHJ2f-nMBWHWTsZ-KZmLD0zYfpknwUUZbJSkWu3iyer6kE-gqNS2J9o/s1600/leaks-1-emails.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg4ezFhsXANkiDZqBBYqf1tftUe4eej2PLUB-lZHsad_DwjOhw1EjEgooWM7QjDGdxh5LuJJmyTxX1GNCtu7426UHJ2f-nMBWHWTsZ-KZmLD0zYfpknwUUZbJSkWu3iyer6kE-gqNS2J9o/s1600/leaks-1-emails.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgmLFCLE7RCUg7f8l59abE3qfTHpCmZJ0yAeDVRluOy200dqLXG9gZHTIK3RZ3W84pe3vfDfl3V7UskD0qUxccWsGQyYbVwflHySLodnp527GV4uf79rPCCyrmzbk3ME3f6QYpzgtrVIPQ/s1600/leaks-2-info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgmLFCLE7RCUg7f8l59abE3qfTHpCmZJ0yAeDVRluOy200dqLXG9gZHTIK3RZ3W84pe3vfDfl3V7UskD0qUxccWsGQyYbVwflHySLodnp527GV4uf79rPCCyrmzbk3ME3f6QYpzgtrVIPQ/s1600/leaks-2-info.png

https://id-ransomware.blogspot.com /2020/03 /nefilim-ransomware.htm|

Pesynbratel aHanuzos: VI + HA + IA + AR + TG

» CopiepkaHue 3aricKu:

Two things have happened to your company.

All of your files have been encrypted with military grade algorithms.
The only way to retrieve your data is with our software.

Restoration of your data requires a private key which only we possess.

Information that we deemed valuable or sensitive was downloaded from your network to a secure location.
We can provide proof that your files have been extracted.

If you do not contact us we will start leaking the data periodically in parts.

To confirm that our decryption software works email to us 2 files from random computers.

You will receive further instructions after you send us the test files.

We will make sure you retrieve your data swiftly and securely and that your data is not leaked when our demands
are met.

If we do not come to an agreement your data will be leaked on this website.

Website: hxxx://corpleaks.net

TOR link: hxxx://hxt254aygrsziejn.onion

Contact us via email:

DineshSchwartz1965@protonmail.com

RupertMariner1958@protonmail.com
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https://www.virustotal.com/gui/file/24ada19b269279612370bdf16f2becc1d5b7e0f69821050e2d9b48cfc874dca0/detection
https://www.hybrid-analysis.com/sample/24ada19b269279612370bdf16f2becc1d5b7e0f69821050e2d9b48cfc874dca0?environmentId=100
https://analyze.intezer.com/#/analyses/8a62f61c-a5b5-4bea-80b3-ebe60c2c8709
https://app.any.run/tasks/25cf071e-6038-48ef-b202-8bce341eda63#
https://tria.ge/reports/200601-wlx4aga8px/behavioral1
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgMMYimF4BxSQ6BfuNkFOB0tUykvAda9m63fHC5epIP8SNt5mQz9D36MhhyphenhyphenhKrNb703FljWpcgBSgqD_y_srJ555ZislCZX48VrlUFH3VoqWBR0SbzMUJEyWbILKh08U5WDaDNyat51C9g/s1600/wallp-note-1-6-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgMMYimF4BxSQ6BfuNkFOB0tUykvAda9m63fHC5epIP8SNt5mQz9D36MhhyphenhyphenhKrNb703FljWpcgBSgqD_y_srJ555ZislCZX48VrlUFH3VoqWBR0SbzMUJEyWbILKh08U5WDaDNyat51C9g/s1600/wallp-note-1-6-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhLCZD5NLG-v0GQ4CTnhyphenhyphenSvpbVXI8T5Me6jjD7ubLf_CXISa903c179Xz7wWMTFgJyIEF9fBjlZ-1c1eMpetbB7j24ggEb7TZQYUDCcSqb8dMINqXMFRdEBAKF-z8CW3blyhSCLNHF7En0/s1600/txt-note-1-6-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhLCZD5NLG-v0GQ4CTnhyphenhyphenSvpbVXI8T5Me6jjD7ubLf_CXISa903c179Xz7wWMTFgJyIEF9fBjlZ-1c1eMpetbB7j24ggEb7TZQYUDCcSqb8dMINqXMFRdEBAKF-z8CW3blyhSCLNHF7En0/s1600/txt-note-1-6-20.png

https://id-ransomware.blogspot.com /2020/03 /nefilim-ransomware.htm|

StephanForenzzo1985@protonmail.com

Oo6noBsienue ot 15 uroms 2020:

Iocr B TBUTTEpE >>

Pacimpenne: . TELEGRAM
3amucka: TELEGRAM-RECOVER.txt

Email: EdsonEpsok@protonmail.com, Alfredhormund@protonmail.com, timothymandock@tutanota.com

HoBBIN MBIOTEKC:

na mne prigaet zhopa, pamc, pamc, pamc, pamc, pamc, ya vse

Pesynerartel aHamusos: VI + HA + VMR

Oouos/ienne ot 24 urous 2020:

Hoct B TBUTTEPE >>

Pacimmpenne: TELEGRAM

3amrcka: TELEGRAM-RECOVER.txt

Email: Pameladuskhock@protonmail.com

Tamarabuildpop@protonmail.com
GilbertoPortaless@tutanota.com

URL: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion

Pesynerartel aHamu3os: VT + IA
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https://twitter.com/GrujaRS/status/1272484919227420672
https://www.virustotal.com/gui/file/004F67C79B428DA67938DADEC0A1E1A4/detection
https://www.hybrid-analysis.com/sample/eb9a7ce77f7475b7652a66e548af6d7271ccadb35f2f947a4dfe63e522274374?environmentId=120
https://www.vmray.com/analyses/eb9a7ce77f74/report/overview.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi97elVMdKzq-17uVE96GiH0oSAaeza4ou_O08sRuQhgjoQ38TOgVo8bjtfnTNqTeQ2H61-2iJc6eRcTiqVo33gWBvLoIrri6ViAWtHB0bJWQNmwNzfmfvourBlMITRJrqGLIVuMjXHgWY/s1600/wallp-note.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi97elVMdKzq-17uVE96GiH0oSAaeza4ou_O08sRuQhgjoQ38TOgVo8bjtfnTNqTeQ2H61-2iJc6eRcTiqVo33gWBvLoIrri6ViAWtHB0bJWQNmwNzfmfvourBlMITRJrqGLIVuMjXHgWY/s1600/wallp-note.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhXxGyXnkCNo2EXebQQbOrTEkeMk3qOaGw17EpnSW9BtKYfQFILnWVjPrfdNK3WtJ4QW5_qSAD1DqZvEUQeyh4w-0I1r7WkHj7kFwye0tyX8KkSrwoYqS-33L-XSil2QcuR1OeedyUr2dQ/s1600/txt-note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhXxGyXnkCNo2EXebQQbOrTEkeMk3qOaGw17EpnSW9BtKYfQFILnWVjPrfdNK3WtJ4QW5_qSAD1DqZvEUQeyh4w-0I1r7WkHj7kFwye0tyX8KkSrwoYqS-33L-XSil2QcuR1OeedyUr2dQ/s1600/txt-note.png
https://twitter.com/xiaopao80087499/status/1275687236936306688
https://www.virustotal.com/gui/file/706a4b0e0b4fd4a2347e0c3ee1281182a04b4a89631aa934e6b48673c463fba4/detection
https://analyze.intezer.com/#/analyses/625c1282-d23a-4ddc-93ba-cbca730dd514

https://id-ransomware.blogspot.com /2020/03 /nefilim-ransomware.htm|

Oonosaenue ot 9 urons 2020:
IToct B TBUTTEpE >>

Pacmmpenne: NEFILIM

3aricka: NEFILIM-DECRYPT.txt

URL: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion
Email: bobbybarnett2020@protonmail.com
friedashumes@protonmail.com

markngibson10@protonmail.com

CORPORATE LEAKS

SRR ACEWT | FHEELD | ABDUT | GOWDRGT

MAS Holdings. Part & @ cerccomes
Arteris SA. Part 5. B rcorurrosts

Pesynerartel aHanu3os: VT + HA + IA

» O0HapY)KeHHUs:

DrWeb -> Trojan.Encoder.32096

BitDefender -> Trojan.GenericKD.34145812
ESET-NOD32 -> A Variant Of Generik. MWSLZGA
Kaspersky -> Trojan-Ransom.Win32.Encoder.jmf
Rising -> Ransom.Encoder!8.FFD4 (CLOUD)
Symantec -> Downloader

Tencent -> Win32.Trojan.Encoder.Pfjj
TrendMicro -> TROJ_FRS.VSNTGB20
Oo6HoBnenue ot 14 urons 2020:

IToct B TBUTTEPE >>

Pacimmpenuve: .NEF1LIM

3anucka: NEF1LIM-DECRYPT.txt

Caiit: hxxx://corpleaks.net

Page 15 of 27


https://twitter.com/GrujaRS/status/1282789130422886401
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjhHE1LvGX9R_aq26h93LMCeTTc6EMVOIftLjdhWi7gPj1FCJrXxxwAGgiogNXERUmlmoxLyhNYlRJ0-Q21G4O4fWYlEYS-wIamRq0lw915RW7ABGfXqr9Iab5kk-nGhkzDQ1bcwIOb5wE/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjhHE1LvGX9R_aq26h93LMCeTTc6EMVOIftLjdhWi7gPj1FCJrXxxwAGgiogNXERUmlmoxLyhNYlRJ0-Q21G4O4fWYlEYS-wIamRq0lw915RW7ABGfXqr9Iab5kk-nGhkzDQ1bcwIOb5wE/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgPVf11NoedrxnlWmTDKABw2DKAS9WdXz1_mJ1KnawQoRvypSOCDnKTpDbZqjHxuR4YnCdF5dMwwwgJlpigc8mMRXpjtkSlZkmb44qt_0qTtVQ3dYQp2TSFPSv75qOnPD_PazcUCu9ReNE/s1600/leaks.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgPVf11NoedrxnlWmTDKABw2DKAS9WdXz1_mJ1KnawQoRvypSOCDnKTpDbZqjHxuR4YnCdF5dMwwwgJlpigc8mMRXpjtkSlZkmb44qt_0qTtVQ3dYQp2TSFPSv75qOnPD_PazcUCu9ReNE/s1600/leaks.png
https://www.virustotal.com/gui/file/8501eb770da38523728b8cecc73cb49c863d368ed1d047fd2c25771b921fdb06/detection
https://www.hybrid-analysis.com/sample/8501eb770da38523728b8cecc73cb49c863d368ed1d047fd2c25771b921fdb06?environmentId=100
https://analyze.intezer.com/analyses/49634c4a-8490-4237-b65c-8e2dcb607367
https://twitter.com/malwrhunterteam/status/1283344679925415936

https://id-ransomware.blogspot.com /2020/03 /nefilim-ransomware.htm|

Tor-URL: hxxx://hxt254aygrsziejn.onion
Email: AlanMorbenhal @protonmail.com
Killianoprahh@protonmail.com

MonicaTuskmarka@tutanota.com

@atin alt.exe. ITogmucaHHbIi 06paser;.
Pesynbrartel ananmmsos: VT + IA + HA + AR + TG
» OOHapy>KeHWUsT:

DrWeb -> Trojan.Encoder.32146

ALYac -> Trojan.Ransom.Nefilim

BitDefender -> Trojan.GenericKD.43496098
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.H
Malwarebytes -> Ransom.Nefilim

Microsoft -> Ransom:Win64/NefiCrypt. MK!MTB
Rising -> Trojan.MalCert!1.C912 (CLOUD)
Symantec -> Trojan.Gen.2

TrendMicro -> Ransom.Win64.NEFILIM.AA

OonoBnenue ot 1 aBrycra 2020:
[oct B TBUTTEDE >>

Pacimmpenne: NEF1LIM

3anucka: NEF1LIM-DECRYPT.txt

Caiit: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion
contact us via email:

Email: laraholmort@protonmaill.com
Geenakormann@protonmail.com

ChiaraKolkmann@tutanota.com

Pesynbrartel ananuzos: VT + IA
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh3QnD0JRe2HLTJc7SZ71ba-Sp4RkTg308degxwL65aAv6sydY0nidQLzTUMfZIQDCtUXNc4GjyGro-Z1zB36GpT89bi_OUPULECbN4L-68NfhkU5Mjk9gDAq75NHkfSs-VjAGvnol8W2g/s1600/note-14-7-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh3QnD0JRe2HLTJc7SZ71ba-Sp4RkTg308degxwL65aAv6sydY0nidQLzTUMfZIQDCtUXNc4GjyGro-Z1zB36GpT89bi_OUPULECbN4L-68NfhkU5Mjk9gDAq75NHkfSs-VjAGvnol8W2g/s1600/note-14-7-20.png
https://www.virustotal.com/gui/file/c2b9f3b84e3e990e2c225e05ea65e7a3aaaf5a688864d0ee68ed2eece557fac0/detection
https://analyze.intezer.com/analyses/e7ffe535-d3ce-427e-ae67-d2ac826308df
https://www.hybrid-analysis.com/sample/c2b9f3b84e3e990e2c225e05ea65e7a3aaaf5a688864d0ee68ed2eece557fac0/5f0f046862ba5b75381f9036
https://app.any.run/tasks/5c1c2f62-018a-4232-bd5c-7913627e6de5/
https://tria.ge/200813-9dxdx6s52x/behavioral1
https://twitter.com/iamwinstonm/status/1289614314484064262
https://www.virustotal.com/gui/file/f9ed3c070a2731acbfef6d4b2af980b6e922b2dda0e9227e02f4b4f3821f4b17/detection
https://analyze.intezer.com/#/files/f9ed3c070a2731acbfef6d4b2af980b6e922b2dda0e9227e02f4b4f3821f4b17

https://id-ransomware.blogspot.com /2020/03 /nefilim-ransomware.htm|

Thyurireas. DraipgHill] Hpbegrapy bl Gl HITL
T ] [T L u

LM MELBSOILT Rl Pyl
[T o [IT] u

O6uos/enne ot 26 aBrycra 2020:

Ioct B TBUTTEPE >>
Pacumpenne: .NEF1LIM

Pesynbratel aHanuzos: VT + JSB
O6uos/enne ot 1 centsaéps 2020:
Pacumpenne: MEFILIN
3anicka: MEFILIN-README.txt

Mapkep ¢atinos: MEFILIN

File Preview: Activity 2.1.2 Undarstanding Robots Worksheet,docx, MEFILIN

OoHoB1eHue ot 21 cenTadps 2020:
Pacimmmpenne: .TRAPGET
Mapkep ¢aiinos: TRAPGET

3arcka: TRAPGET-INSTRUCTION. txt

T TRAFET R — b ]
R (o wopan  Ba O
Tore Mhiegs b Digggeed 10 yous Somparg.
mnamaw
Al of wois fles have been escrppied with milsang grade algearhims

i & wath cur sodteane
x & prvabe ey mhich ook we posxass,

o that wi deemind weluabie or sessitae was dawrdsaded lnam yow netesr 1o & secos

b Catans,
We o pepedke praol that pour fes Baee beea earacted
I wia dho et EoRSact (ks wee welll o keakinag the St pericdeally in pans

To corfinm i oar decrypacn software ok emad b us 2 fles from sandom computen.

You] wil ieceres further mbucbors alter poz serd us e ot S

e will malke dune o nelreve yoor data sedidy and sooundy end thst o data & et leakal whon sar
demiards Bee mEL

IF e b Moot DOAmal A0 B0 QR odir data willl b beakinad o this weebeine

Webwtn: hitp:/fospleaks et
TR k= hitps/fhatl S8aygranein.omen

Cirilat us wia emad!
Maragdso n 22 lvlarsEpiminemed com
Maralsckanad 1] Svillamedpectsnmal com
SinghanWsamont LS TCESutarata com
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiACqQsRt-osrPx3I3vYH6XML_-smHK84tYqSoIVaV9dPhR2ywiTaVgOebUtpYCiQDd_cakg8edcymougVQeF9DiRoA2kizYYt42WfNXDPLjvdoIyf1S-cfSrc1vik2ZzZtJ7DV813TSyM/s1600/note-1-8-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiACqQsRt-osrPx3I3vYH6XML_-smHK84tYqSoIVaV9dPhR2ywiTaVgOebUtpYCiQDd_cakg8edcymougVQeF9DiRoA2kizYYt42WfNXDPLjvdoIyf1S-cfSrc1vik2ZzZtJ7DV813TSyM/s1600/note-1-8-20.png
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhTOs6uKVP-NpPPR8MTZOHObLlpRhQeGxJ6xVFMqgps-zN6KLzrDFaT1aotqOnJxWgiUSyextcpgStCFe-QPaY71S6NXH6O3FHHtmysPqe8wWlMhk521dpBMH-xM-djQ-eA53CgPqREQlk/s1600/files.png
https://twitter.com/joakimkennedy/status/1298554039240732672
https://www.virustotal.com/gui/file/0bafde9b22d7147de8fdb852bcd529b1730acddc9eb71316b66c180106f777f5/detection
https://www.joesandbox.com/analysis/279962/0/html
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Email-1: befittingdavid@protonmail.com
luizunwrite2020@protonmail.com

paologaldini2020@tutanota.com

Email-2: Mariajackson2020williams@protonmail.com
MariaJackson2019williams@protonmail.com
StephanVeamont1997C@tutanota.com

CORPORATE LEAKS

W WAL | RRRD | ABSUT | EEAOE

CORPORATE LEAKS

| WA PRSI | ABSUT | CRAICY

The Dussmanm Group. Part2. B cemsoans | |cantact CATRECRIL

Tall Group, Par & a

RECEKT FOETE RICERT FOETE

URL: hxxx://corpleaks.net
Tor-URL: hxxx://hxt254aygrsziejn.onion

Pesynerartel aHanu3os: VT + VMR + IA

Oonossienue ot 13 centsiops 2020:
Pacmmmpenne: MERIN

3aricka: MERIN-DECRYPTING.txt
Email: Johnmoknales@protonmail.com
Thomposmirk@protonmail.com
Jeremynorton@tutanota.com

Pesynwrartel aHanu3os: VT + IA

Page 18 of 27


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiUHMpD4bz-pkoRz6v4EtvQtpUUEB3tI06tHUFvO36d3QOj7DoPk63kAWJ1HF-sYhyphenhyphen1DF6I6h6UQ3Td3TazXW0cKKvAMCE_5NBEJP1uflHJuELi4QsIh_IRNM6b7ljmC0sQA85g3nAosYE/s1014/site-page1.png
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https://www.virustotal.com/gui/file/e3dfc0485c5ecbeeb9a71473a25a6a8cdf616b7f05d66788ed6e6ade%20%2076aaf1af/detection
https://www.vmray.com/analyses/e3dfc0485c5e/report/overview.html
https://analyze.intezer.com/analyses/42b9387a-6005-4730-9fe5-538ea3c23545
https://www.virustotal.com/gui/file/e508f4cda8e32c9b0b6112865b955ff88fbc5b2cfdd27cc09121108a782badc5/detection
https://analyze.intezer.com/#/files/e508f4cda8e32c9b0b6112865b955ff88fbc5b2cfdd27cc09121108a782badc5
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OoHoB/eHue ot 7 HOAOPsA 2020:
Pacmmpenne: .FUSION

3arucka: FUSION-README.txt
Mapkep daiinos: FUSION

Caiit: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion
Email: markZ9910@protonmail.com
donald972@protonmail.con

Yess99334412@tutanota.com
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OoHoB/1eHne oT 9 Aekadps 2020:
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Pacmmpenue: INFECTION

Mapkep ¢atinos: INFECTION

3aricka: INFECTION-HELP.txt

Email: christopherlampar1990@tutanota.com
rodtherry1985@tutanota.com
lewisldupre@protonmail.com

URL: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion

datin: aes.exe

Pesynwrartel ananu3os: VT + HA + VMR + TG
» OOHapy>KeHHs:

DrWeb -> Trojan.Encoder.33298

ALYac -> Gen: Variant.Bulz.232846

Avira (no cloud) -> TR/Agent.lesdm
BitDefender -> Gen:Variant.Bulz.232846
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.I
Kaspersky -> Trojan-Ransom.Win32.SuspFile.d
Microsoft -> Trojan:Win32/Wacatac.B!ml
Symantec -> Downloader

Tencent -> Win32.Trojan.Filecoder.Dvzl

Bapuanr ot 3 deBpasis 2021:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgcYfYu_7WSn4EhY6_Wo4SyTrQyUnZAA5LUoJ5Frv8GA2GRThCOxIDRpxPIjZUxtobHxxzpkXILGo-gpYxcNk8mcyGLkM_ZgmicPWeiiHFxG5LX7VxdD5tNoXBpAAjdvwx2U9HgOCeWa3A/s1022/note-9-12-20.png
https://www.virustotal.com/gui/file/c81c2c539ccba4c38add72e271fe63a2e389f2f645050289257fc6af4f47a82e/detection
https://www.hybrid-analysis.com/sample/c81c2c539ccba4c38add72e271fe63a2e389f2f645050289257fc6af4f47a82e?environmentId=100
https://www.vmray.com/analyses/c81c2c539ccb/report/overview.html
https://tria.ge/201210-bknpcabj6e/behavioral1
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Pacummpenne: MILTHPEN

3ammmcka: MILIHPEN-INSTRUCT. txt
Mtetotekc: MILTHPEN

Bapmuasr ot 3 deBpans 2021:

Pacumpenne: .DERZKO

3aricka: DERZKO-HELP.txt

Mttorekc: DERZKO

Bapwuanr ot 5 mapTa 2021:

Pacimmmpenne: .GANGBANG

Mapkep ¢atinoB: GANGBANG

3ammmicka: GANGBANG-NOTE.txt

Email: Jeremyspineberg11@tutanota.com
GeromeSkinggagard1999@tutanota.com
Jeremyspineberg11@protonmail.com
Pesynbrartel ananmmsos: VT + IA

» OGHapy>KeHHs:

DrWeb -> Trojan.Encoder.32607

BitDefender -> Gen:Variant.Ransom.Nefilim.6
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.L
Malwarebytes -> Malware.A1.3980850489
Rising -> Ransom.Encoder!8.FFD4 (CLOUD)
Tencent -> Win32.Trojan.Falsesign.Dwtm
TrendMicro -> TROJ_FRS.VSNTCN21
Bapwuanr ot 20 anpesis 2021:

Bepcus Ha s13bike Go.

Pacumpenne: . BENTLEY
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https://www.virustotal.com/gui/file/2e434bd96b08293786cd010883adfeacce5a30f5743d89c5187f38966b2e5d21/detection
https://analyze.intezer.com/analyses/fff0b387-5be7-4fab-90ad-d584d983a8d8
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3armcka: BENTLEY-HELP.txt
Email: BENTLEY @icloud.com
Caiit: hxxx://corpleaks.net

Tor-URL: hxxx://hxt254aygrsziejn.onion

®aiin noanucad: S.0.M GmbH

Pesynwrartel aHanum3os: VT + IA

» O6HapyKeHust

DrWeb -> Trojan.Encoder.33444

BitDefender -> Gen:Variant.Bulz.232846
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.M
Microsoft -> Ransom:Win32/Nemty.STA
Rising -> Trojan.MalCert!1.D23C (CLOUD)
Symantec -> Trojan.Gen.MBT

TrendMicro -> Ransom_Nemty.R002CODDK21
Bapmuanr ot 13 mas 2021:

Pacumpenue: .NEFILIM

3armicka: NEFILIM-HELP.txt

Pesynbrartel aHanu3os: VT + IA

» OOHapy>KeHUsT

DrWeb -> Trojan.Encoder.33945

ALYac -> Trojan.Ransom.Nefilim

BitDefender -> Trojan.GenericKD.36895898
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https://www.virustotal.com/gui/file/a4d9cf67d111b79da9cb4b366400fc3ba1d5f41f71d48ca9c8bb101cb4596327/detection
https://analyze.intezer.com/analyses/f0776081-6f3b-4ced-bf92-257aaa48f16d
https://www.virustotal.com/gui/file/511fee839098dfa28dd859ffd3ece5148be13bfb83baa807ed7cac2200103390/detection
https://analyze.intezer.com/files/511fee839098dfa28dd859ffd3ece5148be13bfb83baa807ed7cac2200103390
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ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.M
TrendMicro -> Ransom.Win64.NEFILIM.SMA
BapwuasnT ot 12 urons 2021:

Pacumpenue: . KIANO

3aricka: KIANO-HELP.txt

Email: michaeldrumman1977@tutanota.com
jamescowworkingsal1988@tutanota.com

michaeldrumman1977@protonmail.com

@aii: mma.exe

Pesynerarte! ananusos: VT

» OOGHapy>KeHUsT

DrWeb -> Trojan.Encoder.34021

BitDefender -> Trojan.GenericKD.37085840
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.I
Kaspersky -> Trojan-Ransom.Win32.SuspFile.n
TrendMicro -> TROJ_FRS.VSNTFC21
BapwuanT ot 17 urons 2021:

Pacmmpenne: MANSORY

3armcka: MANSORY-MESSAGE.txt

Email: selawilsen2021@tutanota.com

dennisdqalih35@tutanota.com
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https://www.virustotal.com/gui/file/45e35c9b095871fbc9b85afff4e79dd36b7812b96a302e1ccc65ce7668667fe6/detection
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josephpehrhart@protonmail.com
CaiiT yreuek: hxxx://corpleaks.net

TOR-caiit: hxxx://hxt254aygrsziejn.onion

wrbavins

Pesynwrartel aHamu3os: VT + AR + IA

» OO6Hapy>KeHUsT

DrWeb -> Trojan.Encoder.34043
BitDefender -> Trojan.GenericKD.37123924
Malwarebytes -> Ransom.Nemty

Microsoft -> Ransom:Win32/NefilimGo.STA
TrendMicro -> TROJ_GEN.RO02HODFH21
Bapwuant ot 25 urons 2021:

Pacumpenue: .f1

3armcka: f1-HELP.txt

Dailn: xxx.exe

Pesynerarte! ananusos: VT

» OOGHapy>KeHUsT

DrWeb -> Trojan.Encoder.34087
ESET-NOD32 -> A Variant Of Win32/Filecoder.Nemty.M

TrendMicro -> Ransom.Win32.NEFILIM.SMJC
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https://app.any.run/tasks/7dc7a4d5-61b5-44ce-b44f-68c9b645dee9/
https://analyze.intezer.com/files/1e519cc1c302778535315ebfb4d6b1113ee81904644a8be5afa67bdd9474827a
https://www.virustotal.com/gui/file/245844af9b89e3b65126c6c8470f406c0d19d8cb85ee38a6091846efe10e3f45/detection
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BapuaHT ot 2 ceHTa0pa 2021:

Pacmmpenne: .LEAKS
3ammicka: LEAKS!!!DANGER.txt
Email: Dwightschuh@tutanota.com, Joannbeavers@protonmail.com, Ralphshaver@onionmail.org

Pesynwrarel ananu3os: VT + IA/ VT + IA
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Bapwuasr ot 27 okTaopsa 2021:

Pacmmmpenne: .PUSSY

3arucka: PUSSY!IDANGER.txt

Email: Angiemerryman@tutanota.com, Robertoferris@protonmail.com, Allenmalone@onionmall.org

dai: xxx.exe

Pesynbrartel ananmusos: VT + TG

e
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» CopepKaHue 3am1cKu:

Two things have happened to your company.

Gigabytes of archived files that we deemed valuable or sensitive were downloaded from your network to a secure

location.

When you contact us we will tell you how much data was downloaded and can provide extensive proof of the data

extraction.
You can analyze the type of the data we download on our websites.

If you do not contact us we will start leaking the data periodically in parts.

We have also encrypted files on your computers with military grade algorithms.
If you don't have extensive backups the only way to retrieve your data is with our software.

Restoration of your data with our software requires a private key which only we possess.

To confirm that our decryption software works send 2 encrypted files from random computers to us via email.
You will receive further instructions after you send us the test files.

We will make sure you retrieve your data swiftly and securely and your data that we downloaded will be securely

deleted when our demands are met.

If we do not come to an agreement your data will be leaked on this website.
Website: hxxx://corpleaks.net

TOR link: hxxx://hxt254aygrsziejn.onion

Contact us via email:

Angiemerryman@tutanota.com

Robertoferris@protonmail.com

Allenmalone@onionmail.org

=== BJ/IOK CCBIJ/IOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===
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http:

‘ Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as Nefilim)
Write-up, Topic of Support

*

Thanks:

MalwareHunterTeam, Michael Gillespie, GrujaRS
Andrew Ivanov (author)

Lawrence Abrams, Petrovic, xiaopao

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/03/nefilim-ransomware.html
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