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WastedLocker is a ransomware detected to be in use since May 2020 by EvilCorp. The ransomware name is
derived from the filename that it creates which includes an abbreviation of the victim’s name and the string
‘wasted’. WastedLocker is protected with a custom crypter, referred to as CryptOne by Fox-IT InTELL. On

examination, this crypter turned out to be very basic and was used also by other malware families such as:
Netwalker, Gozi ISFB v3, ZLoader and Smokeloader. The crypter mainly contains junk code to increase entropy

of the sample and hide the actual code.
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WastedLocker 2020-06-26 ⋅ BBC ⋅ BBC News

Russian hacker group Evil Corp targets US workers at home

WastedLocker Evil Corp 2020-06-26 ⋅ Symantec ⋅ Critical Attack Discovery and Intelligence Team

WastedLocker: Symantec Identifies Wave of Attacks Against U.S. Organizations

donut_injector WastedLocker 2020-06-23 ⋅ NCC Group ⋅ Michael Sandee, Nikolaos Pantazopoulos, Stefano Antenucci

WastedLocker: A New Ransomware Variant Developed By The Evil Corp Group
Cobalt Strike ISFB WastedLocker 2020-05-31 ⋅ Medium walmartglobaltech ⋅ Jason Reaves, Joshua Platt

WastedLoader or DridexLoader?
Dridex WastedLocker 2020-01-01 ⋅ Palo Alto Networks Unit 42 ⋅ Unit42

Wastedlocker-ransomware
WastedLocker

[TLP:WHITE] win_wastedlocker_auto (20251219 | Detects win.wastedlocker.)
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