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&2 Tool: POWRUNER

Names POWRUNER

Category Malware

Type Backdoor

o (FireEye) POWRUNER is a PowerShell script that sends and receives commands to and

Description
from the C2 server.
<https://www.fireeye.com/blog/threat-research/2017/12/targeted-attack-in-middle-east-

. by-apt34.html>
Information

<https://www.boozallen.com/s/insight/blog/dark-labs-discovers-apt34-malware-

variants.html>

MITRE ATT&CK  <https://attack.mitre.org/software/S0184/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/ps1.powruner>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag;powruner>

Last change to this tool card: 13 May 2020

Download this tool card in JSON format

All groups using tool POWRUNER

Changed Name Country Observed
APT groups
—
OilRig, APT 34, Helix Kitten, Chrysene — 2014-Sep 2024 @

1 group listed (1 APT, 0 other, 0 unknown)
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