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&2 Tool: Cobra Carbon System

Names

Category

Type

Description

Information

MITRE ATT&CK

Malpedia

Cobra Carbon System
Carbon
Pfinet

Malware

Backdoor, Info stealer

Carbon is a sophisticated, second-stage backdoor and framework that can be used to
steal sensitive information from victims. Carbon has been selectively used by Turla to

target government and foreign affairs-related organizations in Central Asia.

<https://www.gdatasoftware.com/blog/2015/01/23926-analysis-of-project-cobra>
<https://github.com/hfiref0x/TDL>

<https://www.welivesecurity.com/2017/03/30/carbon-paper-peering-turlas-second-stage-
backdoor/>

<https://securelist.com/analysis/publications/65545/the-epic-turla-operation/>

<https://attack.mitre.org/software/S0335/>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.cobra>

Last change to this tool card: 13 May 2020

Download this tool card in JSON format

All groups using tool Cobra Carbon System

Changed Name Country Observed

APT groups

Turla, Waterbug, Venomous Bear [ 1996-2024
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1 group listed (1 APT, 0 other, 0 unknown)
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