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In this Twitch stream we explore the past two years of CryptBot iterations...

To access this whole post, join Patreon today. When you become a member, you get instant access to exclusive

posts and benefits.

Unlock this post
Join to get access to this post and other exclusive posts from OALABS.
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This video uses YouTube’s privacy-enhanced mode. YouTube may still store and/or gain access to information on

your device, including cookies and local storage.
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In this stream we continue our analysis of "malware" that was apparently automatically launched from a USB

Ethernet adapter. ...

To access this whole post, join Patreon today. When you become a member, you get instant access to exclusive

posts and benefits.
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AV Process Killer Static Analysis - Module 2, Part 4 of our IDA reverse engineering series. ...

To access this whole post, join Patreon today. When you become a member, you get instant access to exclusive

posts and benefits.
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Function name

[F) VIBE__DeleteFileUsingNtApi

[F VIBE__MarkFileForDeletion

5 VIBE__OpenFileWithFullAccess

(7] VIBE__CreateUNCPathForFile

7 __iswctype_|

VIBE _FormatWideString

F1 VIBE__EnablePrivilege

{7 VIBE__MalwareMain

F1 VIBE__TerminateMicrosoftSecurity

{7 VIBE__BinaryToHexString

[fl sub_401949

[f sub_401A2A

[f1 sub_401AC0
VIBE__ CalculateMD5Hash

__CollectM pe

_f| VIBE__GenerateMachineldentifierData

{7 VIBE__GetMachineldentifier

7 sub_401EE7

7 VIBE__GenerateC2UrlPath

v Task

You task is to analyze a malware in IDA Pro. You can use the MCP tools to retrieve information. In
general use the following strategy:
- Makes sure to analyze all entry points...

Tokens: 1 5.5m 4 28.6k
Context Window: 101.7k
API Cost: $2.4398

[ VIBE RE Unlocked ] Join us with special guest @mrexodia as we test automating the malware reverse

engineering process using MCP plugins...

To access this whole post, join Patreon today. When you become a member, you get instant access to exclusive

posts and benefits.
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