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 Tool: Shylock

Names
Shylock
Caphaw

Category Malware

Type Banking trojan, Info stealer, Credential stealer

Description

(Kaspersky) Shylock is a banking Trojan that was first discovered in 2011. It utilizes man-in-

the-browser attacks designed to pilfer banking login credentials from the PCs of clients of a
predetermined list of target organizations. Most of these organizations are banks, located in

different countries.

Information

<https://securelist.com/shylockcaphaw-malware-trojan-the-overview/64599/>
<https://malwarereversing.wordpress.com/2011/09/27/debugging-injected-code-with-ida-pro/>

<http://contagiodump.blogspot.com/2011/09/sept-21-greedy-shylock-financial.html>
<https://securityintelligence.com/merchant-of-fraud-returns-shylock-polymorphic-financial-

malware-infections-on-the-rise/>
<https://securityintelligence.com/shylocks-new-trick-evading-malware-researchers/>
<https://www.virusbulletin.com/virusbulletin/2015/02/paper-pluginer-caphaw>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.shylock>

Last change to this tool card: 14 May 2020
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All groups using tool Shylock

Changed Name Country Observed

Other groups

  Shark Spider 2011-Jul 2014

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=f60f1f4e-231c-4688-91bc-203c45d042cf
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1 group listed (0 APT, 1 other, 0 unknown)
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