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&2 Tool: Mimilite

Names Mimilite
Category Malware
Type Keylogger

(Palo Alto) Another tool used for gathering credentials and sensitive information is a
Description ~ customized version of the well-known Mimikatz tool that, according to references within the

sample, the threat actor calls Mimilite.

Information  <https://unit42.paloaltonetworks.com/new-toolset-targets-middle-east-africa-usa/>

Last change to this tool card: 19 June 2024

Download this tool card in JSON format

All groups using tool Mimilite

Changed Name Country Observed
APT groups

Operation Diplomatic Specter 2022

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=1e6f9093-6741-48d6-8e85-097b2208bd 16
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