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 Tool: ZMsg

Names ZMsg

Category Malware

Type Exfiltration

Description
(Group-IB) The threat actors also leveraged a custom utility, dubbed ZMsg by Group-IB, to
exfiltrate data from the Zalo messenger on victims’ devices.

Information <https://www.group-ib.com/media-center/press-releases/dark-pink-apt/>

Last change to this tool card: 15 February 2023

Download this tool card in JSON format

All groups using tool ZMsg

Changed Name Country Observed

APT groups

  Dark Pink [Unknown] 2022-Feb 2023  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=16b883d1-1e8d-46f5-b029-be8baafcc2bb
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