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Ransomed by Warlock Dark Army “OFFICIALS”
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Recently we came across a tweet shared by petikvx. The tweet was on a ransomware family that had the group
name similar to the WARLOCK DARK ARMY. The similarities with Chaos ransomware seem to end with the

attacker group’s name. Upon analyzing the ransomware from the tweet we suspect both to be very different groups

just based on their malware’s attributes.

The sample under consideration was compiled using C/C++, in case of Chaos ransomware it is usually .Net.
Statically looking at the file we noticed a resource entry under Bitmap with an identifier “14”, while analyzing the
file code we noticed that this resource was read and loaded on to the memory. Hence we decided to dump that

resource entry.

E-3) "TMAGE” Offset(n) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
El@ Bitmaps — — — — - — - _— o,
W 14 - [ang:0] $ 00000000 [F5 3 OC 3C A3 £2 00 DS 84 AD 6F DL BE E& 8B 1 5.<£8.0,, . oUZ&« .
00000010 6D E2 OC 3C E1 E2 00 D5 AE 83 15 B3 FE E& Al 37 md.<ad.08f.°pe;7
00000020 87 82 7E 3C 89 CC 37 AF 84 87 41 AE EF 04 8B 33 #,~<%I7 .3R@id3
After dump 00000030 DB 24 76 55 D3 E2 2A F5 EE DD 08 DR A4 Cé E1 69 U,vUO&*aiY.UnEai
00000040 90 24 OC 16 8D 92 73 B1 84 87 41 B9 EA 94 8B 33  .,...'si,3R853
00000050 DB 87 78 5B A3 CE 2E BE E5 D5 6F FO RO B8R E6 69 U{[£E.,3008 Z=i
00000060 SE CA 84 00 FF R DD 01 BD 8E C2 A5 7D &E"[E,.y=¥.%sZi¥}
00000070 9A 80 OC 16 8D 86 6F 56 FC AD 45 F4 F6 24 F8 19 S€...1oId.E68.2.
00000080 92 00 FF AA DD 1F AE 8E C2 AS 69 B/ItPDs.y=V.@ZA¥i
00000020 CC 74 AD FO AD 45 F4 FE &C ED 19 .—t<kit.&8.ESpEi.
000000R0 97 00 FF A C5 1B B7 ( 71 BInvé—.y=4. Zi¥q
000000B0 CC 6D E1 E6 LD 45 F4 LZ<wimtz . E61.0.
000000C0 E2 23 FB F4 CBE 17 DA BI|. "4*06E.UxEan
000000D0 95 D5 AE &3 SE B9 “gz.0-mi@f e 7
000000EQ 8F B3 84 87 41 BE “3....d7,3R%Ec3
000000FD C8 L3 EB CF &F FO UERHEE . £8108 .iv
00000100 o] g9 FF BA DS 00 A8 FC 8D ES 6D SE"PI%.¢°U. d.&m
00000110 ca 94 FF RA CO 5D AC 8E C2 A5 22 gEwgi~.y=h)-Zhz~
00000120 93 8F BO E3 LD 45 F4 E3 98 EC 19 '™....p°&.E8&8"1.
00000130 cD E2 FE E5 DE 06 DA R4 C6 E6 69 RIjPO&+0A0.UnE=ei
00000140 8F D5 AE 23 OB B3 F&8 290 8B 33 Ajz.O.v0@f.=.¢3
00000150 ) ot EE F4 OE F FO B0 oF EA &6F UZgJlLE., 6308 ¥&o
00000160 5B D5 AE 83 OE AR EB E8 Al 37 @Evzifclef.=8&;7
00000170 3C B6 BT LD 45 F4 EB 90 EE 19 ,Zm<wiaq-.Ed&.1.
00000180 54 FE F4 D4 6F FO RO 98 F2 19 BI|T64*06005 ~o.
00000180 3C B9 EA LD 45 F4 EA 24 E7 19 Bid<nis:&.Edé.¢.
000001R0 55 FE F6 CC 1D DR B6 EA 8B 19 BIvuda~tsi.Odgéc.

Figure 1: Encrypted blob in resource section

push ebp

mowv ebp, esp

add esp, BFFFFFFFBh

push ebx

push 2 ; 1pType
push ; lpName
push 2] 3 hModule
call FindResourceA

or eax, eax

jnz short loc 481FA2

jmp loc_ 482338

Figure 2 : Loading blob into the memory

During our code analysis we found this blob was XOR encrypted. The first 16 bytes of this blob acts as the key for

XOR decryption and the rest is the data which plays a key role in this ransomware’s infection/encryption
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mechanism. Shown below is the code that does the mentioned activity.

push ebp
MV ebp, esp
pusha
MoV ebx, offset dword 486DB9
Mo esi, [ebptarg_8]
mov edi, esi
xar edx, edx
MoV ecx, [ebptarg 4]
test ecx, Bcx
jnz short loc_482136
MFE
leave
retn 8 loc_4@82136:
cmp edx, 1léh
jnz short loc_48213D

K
xor edx, edx
'

ol e =

loc_48213D:

ledsb

Hor al, [edxtebx]
stosb

inc edx

dec BCX

jnz short loc_482136

[l el 5=
popa
leave
retn 8
sub 482118 endp

Figure 3 : Xor decryption in memory
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From Hex

Delimiter

Space

XOR Qn

Key -
FS E3 BC 3C A3 E2 86 D5 84 A.  HEX

Scheme

Standard

[ Null preserving

; BAKE!

Acrin Dalin

STEP

6D E2 @C 3C E1 E2 @@ D5 AE 83 15 B3 FE ES Al 37 87 82 7E 3C 89 CC 37 AF 84 87 41
AE EF 94 8B 33 DB 84 76 55 D3 E2 2A FB EE DD 98 DA A4 C6 E1 69 90 84 OC 16 8D 92
73 Bl 84 87 41 BO EA SA BB 33 DB 87 7B 5B A3 (8 2E B8 E5 D5 G6F F@ A@ BA EB6 69 F5
C% 22 5B CA 84 @2 FF AA DD @1 BD BE C2 A5 7D 9A 86 @C 16 8D 86 GF B6 FC AD 45 F4
FG 84 F8 19 DF CD 74 5@ D@ OA ©@ FF AA DD 1F AE 8E C2 A5 69 B85 97 74 3C 89 CC 74
AD FB AD 45 F4 FE 8BC ED 19 DF CD &8 56 D5 97 @8 FF AA C5 1B B7 BE C2 A5 71 81 BE
68 3C 89 CC 6D B1 E6 AD 45 F4 ED 8D FO 10 DF (D 7C @D 91 E2 2A FB F4 (B 17 DA Ad
C6 E@ G6E 98 E3 26 12 D3 85 6D D5 AE &3 SE B9 EA E8 Al 37 98 87 @C 16 8D 8F 64 B3
84 87 41 BE EC 8E 8B 33 DB B8C 68 48 A3 (8 2E A3 EB CF G6F FO A® 81 ED 76 F5 C9 22
58 CD 89 @0 FF AA D9 83 AB FC BD ES5 6D F5 C9 22 51 CC 94 @0 FF AA C@ 5D AC BE C2
A5 2A 92 93 @C 16 8D 8F 7@ B@ E3 AD 45 F4 E2 98 EC 19 DF CD 6A 50 D5 E2 2A FB ES
DB @6 DA A4 C6 E6 69 C1 E3 26 12 D4 8F 76 D5 AE 83 @B B3 FB 00 8B 33 DB BE 67 4A
A3 C8 2E BS8 F4 9E G6F FO A@ OF EA 6F F5 C9 22 SA CF 83 63 D5 AE 83 OE AA EB EB Al
37 82 BE 6D 3C 89 CC 61 B6 B7 AD 45 F4 EB 98 EE 19 DF CD 7C 54 D3 E2 2A FB F4 D4
G6F FB AB 98 F2 19 DF CD 64 3C 89 CC 73 B9 EA AD 45 F4 EA B4 E7 19 DF (D 76 55 D2
E2 2A FB F& CC 1D DA BS6 EA BB 19 AC BC 79 1C EB 83 76 BO A4 EF @A BF E@ (8 (D 6C
96 88 69 58 83 A@ 79 F5 D3 EC 3D 96 C1 AB C@ 39 B1 A2 5E 77 83 A3 52 98 DD AP 65

f7 @4 an o ar nr Ge G4 ar e en a0 a7 Aacn Ae s ©noAn An 71 na ar sn A ra o
0m b
. ¥

LBl *ozip *orar.* T7z.% tar.*.gzip.*.jpg.*.jpeg.*.psd.*.cdr.* . dwg.* .max.*.bmp
ogif.*opng.*.doc. *.docx. *.xls. * . xlsx. Foppt. Yopptx. *LExt ¥ pdfo ¥ djvul ¥ ohtm. ¥l h
tml.*.mdb.*.cer.*.pl2.%. pfx.* . kum.*.pum.*. 1cd.®.md. *.mdf.*.dbf.*.0odt.*.vob.*.ifo
A lnk. L torrent. *omov, *.m2v. ¥ 3gp. *ompeg. *umpg. YL F v YoaviL Y ompd. Fowmy . Fodivi, F
.mkyv.*.mp3.* wav.*. flac.*.ape.*.wma.*.ac3.*.exe. * . php.*.py.*.py.*.h.*.sln.*.d11
*.zip.*.rar.8...You Have Been Fucked By WARLOCK DARK ARMY

time: 4ms
length: 1es82
lines: 12

Output

All of your files have been encrypted

Your computer was infected with a ransomware virus. Your files have been
encrypted and you won't

be able to decrypt them without our help.What can I do to get my files back?You
can buy our special

decryption software, this software will allow you to recover all of your data
and remove the

ransomware from your computer.The price for the software is $1,50@. Payment can
be made in Bitcoin only.

Contact: https://t.me/WARLOCK_DARK_ARMY_OFFICIALS

Figure 4: Decrypting with the XOR key using CyberChef

We used CyberChef to decrypt the data from the resource blob. Shown below is the decrypted content of the blob.
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00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000A0
000000B0
000000COo
NnNOnOanTn
000000ED
000000F0D
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
000001A0
00000180
000001COo
00000100
000001ED
000001F0D
00000200
00000210
00000220
00000230
00000240
00000250
00000260
00000270
00000280
000002590
000002R0
00000280
000002C0
00000200

Q00000ZED
000002F0
00000300
00000310
00000320
00000330
00000340
00000350
00000360
00000370
00000380
00000350
000003A0
00000380
000003C0
00000300
000003ED
000003FO
00000400
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OO oc.*.docx.*.xls.
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00000410 [58 &1 70 77 56 12 4B 60 63 00 4B 52 4B 43 48 43 | XApwVsKic.KRKKHC
00000420 ] - 3 00 05 00 00 00 30 00 RAPPRJISH..... 0.
00000430 00 00 [66 00 00 00]i17 E2 13 00 R S

Figure 5: Decrypted resource

At first glance it is evident that this data blob contains information that is used during the ransomware encryption
process, like list of extensions to look for and the ransom note etc. Here the first DWORD which is highlighted in
BLUE denotes the size of the data block that follows, which are relevant extensions to look for encryption. The
DWORD is little endian, denoting that this block is 0x198 bytes.

At the end of this block of data is another DWORD, highlighted green, which has the size of the next block of
data holding the ransom note or the content of the readme text (0x238 is the number in little endian). The next
DWORD highlighted red represents the extension of the files after encryption, which is

“.warlockdarkarmyofficials”.

After 0x10 bytes there is a value 01. If 01 is present then the below HKCR entries are written to the Windows
Registry. The ransomware sets an entry under HKCR with the key name “KRKKHCRAPPRIJISH”, highlighted
orange. There are Shell->open->command entries under this key which defaults to the malware’s self-copy

location. Mostly done to set default icons for specific file types.

call CloseHandle
cmp byte 487529, 1
jnz short loc_4822D3

L*l
Lol e 5

push offset str_ptr_TempPath_str NygiZ2eXApwWsKic_exe ; lpString

push offset ValueMame ; "Alcmeter”

push offset SubKey ; "SOFTWARE'ZW\Microsoft\\Windows\\Currentwe"...
push geeeaaazh 3 hkey

call mw_set _persistence_hkcr

Figure 6 : Compare DWord to set persistence
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Event IProcess | Stack | Event IProcess | stack |

Diate: 12/7/2022 6:54:58.9347930 AM Date: 1272022 6:54:58.9356338 AM

Thread: 39490 Thread: 3940

Class: Registry Class: Registry

Operation: RegSetvalue Operation: RegSetValue

Result: SUCCESS = 2uiciEe

Path: HKCR \KRKKHCRAPPRIISH (Default) Path: HKCR \KRKKHCRAPPRIISH \Defaultlcon{Default)

Duration: 0.0004133 o LT

- Type: REG_5Z

;_r:pefh R148EG_52 Length: 114

Danél, : CRYPTED! Data: C:Wsers\IN\AppDataLocal\Temp \Nygi26X ApwVsKic. exe, 0
Event |Process I Stack I Ewent Ipmgessl Stack I

Date: 1272022 6:54:58.9928519 AM Late: 12{7F 022 bihd: 58,995 3984 AM

Thread: 29490 Thread: 3940

Class: Fegistry Clage: Registry

Operadcn: FegSetvalue Lperaton: Hegsetvalue

Resull SUCCESS Result: SUCCESS

Path: HKCR \warlokdarkarmyoffidals\(D=fault) Path: HECRRKKHCRAPPRIISH \ehell\o penlcommand \(Default)

Duration: C,0010074 Duration: 0.0002721

Type: REG_SZ Type: REG 52

| ength: ki Length: 110

Data: KRKKHCRAZPRIISH Data: C:\sers VA prData \Local \Temp\Nygi 26X ApwYskic, exe

Figure 7: HKCR Shell->open->command entries

The DWORD highlighted in purple denotes the number of bytes to skip when the malware starts to encrypt a file,
0x66 bytes in this case.

| Hex | ASCIT
43 3IA GC 55|73 65 72 F3|(5C 4B 37 55|73 65 72 SC|CihwUsersh %
41 70 70 44|61 74 &1 5C|4C &F &3 61 CC G4 &5 |AppData‘LocalyTe

60 FO 5C 4E|72 &7 69 22|36 58 41 7
69 63 2ZE 65|78 &5 00 00|00 OO OO OO

5E& 73 4B |mpiNygiZ2exXApwVsK
0D OO 00| iC.BXB. i nnennn

[
[

Figure 8 : Self copy

After execution it copies itself with the filename of “Nygi26XApwVsKic” to the temp folder.

Offset(n) 00 01 02 03 04 05 06 07 0% 0Y OA OB OC OD OE OF Cffset(n) 00 01 02 03 04 05 06 07
00000000 2E 2E 2E 2E 2E 2E 2E 2E 2E 2F 2E 2E 2E 2E 2 00000000 2E 2E 2E
00000010 2E 2E 2E 2E 2E 2E 2E 2E 2E 2L 2E 2E 2E 2E 2 00000010 2E 2E 2E
00000020 2E 2E 2E 2E 2E 2E 2E 2E 2E 2L 2E 2E 2E 2E 2 00000020 2E 2E 2E
00000030 2E 2E 2E 2E 2E 2E 2E 2E 2E 2L 2E 2E 2E 2E 2 00000030 2E 2E 2E
00000040 2E 2E 2E 2E 2E 2E 2E 2E 2E 2L 2E 2E 2E 2E 2 00000040 2E 2E 2E
00000050 2E 2E 2E 2E 2E 2E 2E 2E 2E 2L 2E 2E 2E 2E 2 00000050 2E 2E 2E
00000060 2E 2E 2E 2E 2E 2E 2E 2E 2E 2F 2E 2E 2E 2E 2 00000060 2E 05 C8
00000070 2E 2E 2E 2E 2E 2E 2E 2E 2E 2L 2E 2E 2E 2E 2 00000070 DZ &7 8C Fe Ce O 05 CB
00000080 2E 2E 2E 2E 2E 2E 2E 2E 2E 2L 2E 2E 2E 2E 2 00000080 C Cé 0g 05 C8
00000090 2E 2E 2E 2F 2E 2E 2E 2E 2E 2L 2E 2F 2F 2E 2E .- . 00000090 Cé 06 05 C8B
000000R0 2E 2E 2E 2E 2E 2E 2E 2E 2E 2C 2E 2E 2E 2E 2E 2E .. . 00000020 C6 06 05 C8
000000B0 2E 2E 2E 2E 2E 2E 2E 2E 2E 2L 2E 2E 2E 2E 2E .. . 000000BO Ce Og 05 C8
UUUUUUCY  ZE ZE ZE ZE 2K ZE ZE ZE ZE 2K ZE ZE 2K 2K 2K ZE .. . 000000CO Cé 06 05 C8
000000D0 2E 2E 2E 2E 2E 2E 2E 2E 2E 2L 2E 2E 2E 2E 2E 000000D0 Cé 06 05 C8B
000000E0 2E 2E 2E 2E 2E 2E 2E 2E 2E 2L 2E 2E 2E 2E 2 000000EQ Cé 06 05 CB
000000F0 2E 2E 2E 2F 2E 2E 2E 2E 2E 2L 2E 2F 2F 2E 2E 000000F0 Ce O 05 CB
00000100 2E 2E 2E 2E 2E 2E 2E 2E 2E 2F 2E 2E 2E 2E 2 00000100 CE& 06 05 C8
00000110 2E 2E 2E 2 2E 2E 2E 2E 2E 2F 2E 2E 2E 2E 00000110 Cé 06 05 C&
00000120 2E 2E 2E 2E 2E 2E 2E 2E 2E 2L 2E E 2E 00000120 Cé 06 05 CB

Before encryption After encryption

Figure 9: View of a file before and after encryption

It then sets persistence via the run registry.

Page 6 of 10



https://labs.k7computing.com /index.php/ransomed-by-warlock-dark-army-officials/

Thread: 77554

Class: Registry

Operation: Regsetialue

Result: SUCCESS

Fath: HKLMYSOFTWARE \Microsoft\Windows\CurrentVersion\Run'alcmeter

Duration: 0.0008900

Type: REG_5Z

Length: 110

Data: C:\sers\JI \AppData \Local Temp \Wyai 26X ApwVskic. exe
push offset str_ptr TempPath_str Nygi2eXApwVsKic exe ; lpString
push offset ValueName ; "Alcmeter”

push offset Subkey ; "SOFTWARE\\Microsoft\\Windows‘\Currentve”...
push Zeeepaa2h ; hiey

call mw_set_persistence_hkcr

Figure 10 : Run registry

The algorithm used in this malware is “Tiny encryption algorithm”. This is one key difference between Chaos

and this ransomware, Chaos uses AES.

= *param 1;
= param 1[1];
a:

= uVarl >> 0x1§ |
uVar2 »» 0x18 |

Ox££0000) >>»
0x££0000) »>

1 & 0x££00) <<
| {(uVar? & 0xff00) <<

(KRN & E)
SR ]

Vard + -0x6lcB8647 + uVarz =~

Vard + -0x6lc88647 + uVarl ~

iVar3 = iVar3 0x3ceef372;

1 + [uVar2

} while (i '= DAT_0040&85a5 * -0x61lcBE647);
*param 2 = 1 »» 0xl8 | {uWVarl & 0x££0000) »>> 8

| {(uVarl & 0xf£f00) << 8
param 2[1] = uVar? »>> 0xld | (uVarZ & OxEL0000) >> & | 2

1 |
{uWVarZ & 0x££00) << 8
return;

Figure 11 : Encryption code

After the encryption of all the files, it leaves a ransom message as shown below:
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| You Have Been Fucked By WARLOCE DARK ARMY

All of your files have been encrypted

Your computer was infected with a ransomware virus, Your files
have been encrypted and you waon't

be able to decrypt them without our help. What can I do to get my
files back?fou can buy our spedal

decryption software, this software will allow you to recover all of
your data and remove the

ransomware from your computer.The price for the software is
£1,500, Payment can be made in Bitcoin anly.

Contact: hitps://t.me/\WARLOCK,_DARK_ARMY OFFICIALS

Bitcoin Address: ...

Figure 12 : Ransom note

In the above message the actors have not mentioned any cryptocurrency wallet’s address for making the ransom
payment, they have however mentioned a Telegram channel for the payment and decryption, it goes without

saying that one should not attempt to pay up the ransom to get the files back.
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WARLOCK DARK ARMY OFFICIALS

83 subscribers

| Pinned Message
; Wordpress vuln\CVE plugin: BackupBuddy cat hosts |httpx -title -path "/wp-admin...

| 1 EELR

~ Proof of his shit...
23 01:39PM

O Leave a comment >

WARLOCK TOOLS.rar
6.2 KB

Don'tinstall in you PC.
It's a ransomware so be careful

1
‘ 21 @ edited 08:11 PM

@ 1 Comment >

WARLOCK DARK ARMY OFFICIALS
3 Don't install in you PC. It's a ransomware so be careful

Try to decrypt this ransomware 21 @ 0811 EM

O Leave a comment >

Figure 13 : Telegram channel

This Telegram channel also acts as a marketplace for malware distribution, apart from being used as the payment

channel.

This group had their social media pages in Facebook and Instagram as well, but were taken down. Shown below is
the Facebook page of Warlock Dark Army, one can note the identical profile pictures though (Ref. Telegram group
profile pic and Facebook profile pic). The similarities are only in the naming and the images, but based on the

TTPs we can say that both are unrelated.

Page 9 of 10



https://labs.k7 computing.com /index.php/ransomed-by-warlock-dark-army-officials/

fﬂCEbOOk Email or phone password m

10

Warlock Dark Army
- 2.9 thousand followers

the posts about Photographs video e

introduction e Warlock Dark Army
June 7@

WELCOME TO WARLOCK DARK ARMY. If you

know Mr. MAK or if you have his contact then
please dan't hesitate LEAKING DATABASE + SOURCE CODE

45k users affected ... See more

https: eflexpress.co.uk/

Page - Science, Technology and Engineering Ow0 14 5 comments Shared 58 times

Not yet rated (0 reviews) o [ﬁ) like (J Comment

Figure 14: Facebook page of Warlock Dark Army

We at K7 labs provide detection against such threats. Users are advised to use a reliable security product such as

“K7 Total Security” and keep it up-to-date so as to safeguard their devices.
I0Cs

Hash : f0979d897155f51fd96a63c61e05d85¢c

Detection name : Ransomware ( 005451b81 )

Source: https://labs.k7computing.com/index.php/ransomed-by-warlock-dark-army-officials/
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