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In a previous post we presented unpacking 2 payloads delivered in a spam campaign. A malicious duet — Upatre

(malware downloader) and Dyreza (credential stealer). In this post we will take a look at the core of Dyreza — and
techniques that it uses.

Note, that Dyreza is a complex piece of malware and various samples come with various techniques — however,
the main features remain common.

Analyzed samples

o ff3d706015b7b142ee0a8f0ad7ea2911 — Dyreza executable- a persistent botnet agent, carring DLLs with

the core malicious activities

o 5a0e393031eb2accc914c1¢832993d0b — Dyreza DLL (32bit)
o 91b62d1380b73baea53a50d02¢88a5¢6 — Dyreza DLL (64 bit)

Behavioral analysis

When Dyreza starts to infect the computer — it spreads like fire. Observing it in Process Explorer, we can see
many new processes appearing and disappearing. As we can notice, it deploys explorer, svchost, taskeng... All

this is done in order to obfuscate the flow of execution, in hopes of confusing analyst.

2 copies of the malicious file are dropped — in C:Windows and % APPDATA % — under pseudo-random names,

matching the regex: [a-zA-Z]{15}.exe , i.e VHNLKkMCYaxBGFYy.exe

That persistence is achieved by adding a new task in the task scheduler — it deploys the malicious sample after

every minute, to ensure that it keeps running.

| Active Tasks

Active tasks are tasks that are currently enabled and have not expired.

Summary: 33 total

Task Name MNext Run Time Triggers

Location el
vfHNLEMCYaxBGFy 2015-10-15 18:00:00 At 17:55 on 2015-10-15 - After triggered, repeat every 00:01:00 indefinitely.
RacTask 2015-10-151812:31 Multiple triggers defined ‘\Microsoft\Windows\RAC
SR 2015-10-16 00:00:00 Multiple triggers defined ‘Microsoft\Windows\Syster
ProgramDataUpdater 2015-10-16 00:20:00 At 00:30 every day

“WMicrosoft\Windows\Appli

N |I = M ]

r

Code injected into other processes (svchost, explorer) communicates with the C&C:

49160 : i
49183 83.241.176.230 4443 |
TCF testmachine 43206 83.241.176.230 4443 CLOSE walT

87 svch

[ svchostexe
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Procesz PID Protocol Local...  Remote Addiess  Remote Port State Se.. =  SentBptezr FReowdPa. RowdB..
7 System 4 UDF nethios-nz * K 2070 103932 1923 96 882
1] svchost exe 1448 UDP 52678 * * 16 15 848

J ewplorerene 332 TCP 43820 197.231.198.234 4443 CLOSE WwaIT 3 573 6 1729

Checking on VirusTotal we can confirm, that contacted servers have been reported as malicious:

e 141.8.226.14 -> https://www.virustotal.com/en/ip-address/141.8.226.14/information/
e 83.241.176.230 -> https://www.virustotal.com/en/ip-address/83.241.176.230/information/
e 197.231.198.234 -> https://www.virustotal.com/en/ip-address/197.231.198.234/information/

When we deploy any web browser, it directly injects the code into its process and deploys illegitimate

connections.It is the way to keep in touch with the C&C, monitor user’s activity and steal credentials.

We can also see files created in a TEMP folder that are serving as a small database, where Dyreza stores

information, before they are sent to the C&C.

Inside the code
Main executable

Dyreza doesn’t start on a machine that has less than 2 processors. This technique is used as a defense, preventing
file from running on VM. It is based on the observation that VM usually have only one processor — in contrast to
most physical machines used nowadays. It is implemented by checking appropriate field in PEB (Process

Environment Block), that is pointed by FS:[30]. Infection continues only if the condition is satisfied.

BE234028
4021

At the beginning of execution, malware loads additional import table into a newly allocated memory page. Names

of modules and functions are decrypted at runtime.

It checks, if it is deployed under debugger — using function LookupPrivilegeValue with argument

SeDebugPrivilege — if it returns non-zero value, execution is terminated.
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H@iz01298 |Ff | PUSH EEP
ais01591 . |Hau EBF,ESP
@1301593 || . | SUB ESP, B=dC
@is0ig9s |} . | PUSH ESI
[12015%7 (). |MOU ESI,[ARG.13]
B130159H . | MAU ECH,DOWORD PTR D5:[ESI+ExzE] kernel32. GetCurrentProcess
@i201290 |} . | FUSH EDI
@12012%E (] . |LER ERX,[ARG.11
H13012A1 . | PUSH ERX
ais015A2 (] . |PUSH Bx26
@iz015A4 (] . | ®OR EDI,EDI
B13012AG . |CHALL EC¥ aduapidZ. LookupPrivi legellalusll
B13012A% . | MOU EDE, OWORD PTR DS5:CESI] aduwapi3Z. OpenProcessToken
H12015AA || - | FUSH ERX
A12013AE || . |EAEE EDX
H@12012A0 |} . | TEST ERX,ERX
H@12012AF |} -~ | JE SHORT wfHHLEMC.E12015FE
ais013E1 . | HMAU ECH,OWORD PTR DOS5:[ESI+@x1v74] WFHMLEME, 813D3C26
@12012E7 || - | LEA ERX,[LOCAL.19]
@12012EA |} - | FUSH ERX
H12015EE |} . |FUSH EDI
B13018BC . |CHLL EC¥X aduapi3Z. LookupPrivi legellalusll
H13013EBE . | MOU ECH,OWORD PTR DS5:[ESI+Ex5E] aduapigZ. LookupPrivi legellalusll
@13013C1 . |AOD ESP, HnS
H@iz012C4 |) . |LER EDX, [LOCAL.Z21
@iz0iscy || . | FUSH EOX
@iz0iscs || . | LEA ERX, [LOCAL.19]
E12012CE || . | PUSH ERX
@is0isce |). | PUSH EDI
A12018C0 (). | MOV CLOCAL. 43,401
H1201504 . |CHLL ECX aduapigZ. LookupPrivi legellalusll
. | TEST EAR¥,ER:
@iz0is0s |) .~ | JE SHORT wfHHLEMC.E12015FS
@iznisod (] . | HOU ERX, [ARG. 11
@iz01s00 (). | MOY ECH,DWORD FTR DS: [ESI+8x54] aduvapiZ2.AdjustTokenPrivileges
@is012ES |} . | PUSH EDI
B13015E1 . | FUSH EDI
4 |
O5: [HEEZEE2H]=FE2HC0CF (kernel32.GetCurrentProcess]
ECH=r&1341B2 (aduapid2.LoockupPriuvilegelalueslll
H1201506 | pCALL to LookupPrivilegelaluel frorm wfHHLEMC. 81301504
BA1CFEF4 BARAEEAE (| SwstemMame = MHULL
HE1CFEFS HEICF9E8|| Privilege = "SebebugPrivilege™
BEICFEFC BEICF948| Lplocalld = BA1CF348
AR CF3EA FAARARARRA

Valid execution follows few alternative paths. Decision, by which path of to follow is made based on the initial
conditions — like, executable path and arguments with which the program was run. When it is deployed for the
first time (from a random location), it make its own copy into C: Windows and % APPDATA % and deploy the

copy as a new process. As an argument to a deployed copy (from C:Windows) it passes a path to the other copy.

If it is deployed from the valid path and the initial argument passed validation, it performs another check —
verifying if it is deployed for the first time. It is achieved by creating a specific Global mutex (it’s name is a hash

of Computer name and OS Version — fetched by functions: GetComputerName, RtlGetVersion).

If this condition is also satisfied and mutex already exist, then it follows the main path, deploying the malicious

code. First, the encrypted data and the key are loaded from the executable’s resources.

47 RCData 0000453C |42 EE 95 19 03 C5 97 BO E3 3& 79 02 92 8D 12 12 -
¢ be{dy TIRYB15NR:1033| || oooo4s4c |EE 28 38 2B C1 E4 BO 02 E7 &85 12 238 S5EC5 [
o UZGMS3WMY : 1033 || 0000455C |EE 4C 3D EE F1 12 38 83 45 DS 12 12 EE 4C 79 E3
i ey YS43H2RGT:1033 || 0000456C | B3 BC DS 12 12 EE 4C &R 02 45 8D 12 12 38 83 &5
4 - Manifest 0000457C |08 12 12 F5 E7 F1 96 59 16 EB SB 04 64 0D 56 &R
ey 1:1023 0000458C (12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
0000459C |12 45 CA 7D E4 52 1C 68 C6 71 71 52 CA DR DA 12
00004SAC |12 12 12 12 12 12 12 12 12 12 12 212 12 12
000045BC (12 12 12 12 12 12 12 12 12 12 12 212 12 12
000045CC |[12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 1

T1RY615NR — encrypted 32 bit code, UZGN53WMY — the key, YS45H26GT — encrypted 64bit code

Unpacking:
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* KernelMode - wfHNMLEMCYaxBGFy.exe - [*G.P.U* - main thread, module wfHMLE!
File View Debug Plugins Options Window Help

Powed | B4 X] w0 w4 ¥4 ] + L[E[M|T|w%

Bi152232 || . E5F& TEST ESI,ESI
aiiczzeq4 || .~ YE IC JLE SHORT wfHMLKMC.811522R2
B1152236 || «  SE45 88 MO ERK, CARG. 11
B1152232 || . SO0A424 BEEEREEE | LER ESP, OWORDTETRESSSCESE]
B1152298 || > BFE&1Q MOUZs EDx,BYTE FTR DOS:[EAX]
@1152292 || . 2A9415 BEFFFFFF || MOU DOL,.EYTE PTR SS:CEEP+EDX-B:1E8E]
B1152290 || . 2214 HMou BYTE PTR DS:[ERXI1, DL
B11E229C || . 49 OEC ECK
B1152290 || . 48 IMC ERX
Bl15229E || . SEBC2 TEST ECH,ECH
A11522A48 || .~ YF EE JG SHORT wfHHLEMC. 81152296
B11522A2 || » ES Ala8aaan MOL ERE, B 1
AL1Z2AF || . EE FOF ESI

. B2BEE MOL ESP . EEP
H11522AA || . &D FOF EBP
B11522AB (L. C2 RETH

4|

EEF=BE12EFHS
ESP=BE13EERS

Address | Hen dump ASCII
BEzeBERE| EE 29 EE EY|B& E1 B2 E2| UEALURRE
BEZEEEESI 5B FS B2 ES ER Bl 08 80| GulRie. .
BEzeEElal a3 C3 80 46/ 61 5@ 53 ES| £F2FaPSk
BEzeEElS| 08 B2 B8 a8 55 20 6E 51| J@..Uznk
EEzZEEEZEI 89 45 B4 29 G0 B0 S0 26| SEesl.2c
BEZEEEZE 47 BE BO A0 29 45 02 2B| Ge. . ZEQG
BEZEEEZE 26 42 B8 B0 BE 29 45 BC) cCe. . EE.
BEZEEEZZIES 47 @1 A8 08 20 26 27| RGE0.. 2dc
BEZEEE4E[ B2 B8 B8 FF D@ 50 21 CO|w..
EEzeEE45| 5B SR 2 SE SF C9 C2 ac| [2¥“_|Fr.
HEZEEECH| B8 B0 B8 B0 08 BE 0B B0 ........
BEZEEECS| B8 B0 B8 B0 08 B8 DR 80| .. .
BEZEEECE| B8 47 &5 P4/ 5@ P2 EF E3|.GetProc
BEzeBEcc| 41 64 64 F2 6B F2 72 B0 Address.
EERZEEETE
BEZEEETE
BRZEERIE

The unpacking algorithm is pretty simple — key_data contains values and data — list of indexes of the values in

key_data. We process the list of indexes and read the corresponding values:

[code language="python”] def decode(data, key_data): decoded = bytearray() for i in range(0, len(data)):
val_index = data[i] decoded.append(key_data[val_index]) return decoded [/code]

This script decrypts dumped resources:

https://github.com/hasherezade/malware analysis/blob/master/dyreza/dyreza decoder.py.

The revealed content contains a shellcode to be injected and a a DLL with malicious functions (32 or 64 bit
appropriately). The main sample chooses which one to unpack and deploy, by checking if it is running via

WOWG64 (emulation for 32 bit on 64 bit machine) — calling function IsWow64Process.
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|iz02222 (] . LEA EDOX, CLOCAL. =]
ai303225 (] . FUSH EDX Ara2 = 7PrEo8vaEd
\ls0gaze (] . FUSH ESI Aral = BEEZEE6E
B1303227F (] . CALL wfHHLEMC.@13D185A find resource #1
\130322C (] . AOD ESP, B 1S
B130322F (] . TEST ERX,.ERX
@1302221 | WJE SHORT wiHHLEMC.@120327C
H12032323 . MOl ERX, OWORD PTR D5:[ESI+@x2E] kernel32.GetCurrentProcess
aiz0z236 (] . FUSH wfHHLEMC. 81305644
a130323E (] . CALL ERX
\1303230 (] . Moy ECE,DWORD PTR DS: [ESI+Ex183] kernel32. [sowsdProcess
B1303243 (] . FUSH ERH
\1303244 (] . CALL ECX WFHHLEMC . 81 3056848
A1302246 (] . TEST ERX,.ERX

e JE SHORT wiHHLEMC. 81202270
H120224A (] . CHF OWORD PTRE DS:[@x12056E4E], Hui
a1303251 0 ML EAX,DWMORD FTR DS:[ESI+Ex1741 wFHHLEMC . 81 303C88
a1303257 (] . LER EDX,CLOCAL.S]
B130325A (] . FUSH EDH ntdll.KiFastSwstemCal LRet
H120325E [] .| | JE SHORT wfHHLKMC.B1203283
\1303250 (] . FUSH @u7
H@120225F || » | |CALL ERA
B1303261 0 FUSH wfHHLEFMC. 81205844 Arad = B12D5@844
B1303266 (] . FUSH wfHHLEMC. 81205822 AraZ = B12D5E38
a130326E (] . LEAR ECX,[CLOCAL.S3
a130326E (] . FUSH ECH Araz = 813056848
B130326F (] . FUSH ESI Aral = BEEZEE6E
\is032va (] . CALL wfHHLEMC.@13D185A find resource #2
at30327% || ¢ || 800 Egk e ts

Malicious DLL (core)

At this stage, functionality of the malware becomes pretty clear. The DLL does not contain much obfuscation — it

has clear strings and a typical import table.
We can see the strings that are used for communication with the C&C:

Both — 32 and 64 bit DLLs have analogical functionality. Only architecture-related elements and strings are

different.

The agent identifies the system:
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TEST ERA,ERX

JE test_Srs.BFDZSCTE

MOW ERR, CLOCAL. 7&1

CHF ERw, Bx 10EE

JHME SHORT test_Srs. BFD2Z2ECZ
MOW EDw, test_Srs. BFD31 350
JMP test_Birs. BFOZ23CER

CHMP ERK, G= 10E1

JME SHORT test_Sirs. BFOZSEDZ
MOV EDi, test_Ers. BFD21394
JMP test_Sirs. BFD23CSE

CHP ERR, BnA22

JHE SHORT test_Srs.BFDZSEEL
MOU ED, test_Ers. BFD212AA
JMP SHORT test_Srs.BFD2ZSCSE
CMP ERR, Eu=2SFE

JHE SHORT test_Sirs. BFD23EEF
MOW EDw, test_Srs.BFD313HS
JMP SHORT test_Birs.BFD22CER
CHF ERR, 822556

JHE SHORT test_Srs. BFDZ2EFD
MOV EDi, test_Srs. BFD313EE
JMP SHORT test_Girs.BFD22CER
CHP ER:, B=ECE

JME SHORT test_Sis. BFOZ3CEE
MOV EDW, test_Srs.BFD313EBS
JMP SHORT test_Sis.BFDZ23CSE
CHP ERM, Gn 1772

JME SHORT test_Sirs.BFDZ3C1Y
MOU ED, test_Ers.BFD213CE
JMP SHORT test_Srs.BFDEZSCSE
CHP ER, Ge 1778

JHE SHORT test_Srs.BFD23CET
MOW EDR, test_Ers. BFD31308
JMP SHORT test_Girs.BFD23CEE
CHF ERR,8x 1771

JHME SHORT test_Brs.BFD23C2E
MOV EDw, test_Srs.BFD313E4
JHMP SHORT test_Gis. BFD22CER
LER ECw,DWORD FTR DOS: [ERR-Bx27EA]
CHP_EC, ExAS

JA SHORT test_Srs.BFD23C4A
MOW EDR, test_Ers. BFD313F4
JHMP SHORT test_Brs. BFD22CER
MOW EDw, test_Srs. BFD3 1408
CHMP_ER, Gn = 20E

JE SHORT test_Srs.HBFDZ3CSE
MOU ED, test_Ers. BFD214E8C
LER ERwx, CLOCAL.S]

FLUSH ERX

PUSH &=z

FOF ECH

CALL test_Ers.@F021068

FUSH test_Srs.8F031414

FUSH EniziE

LER EDI,CLOCAL.S]

CALL test_Ers.BF0220ZE

kernel32.BaseThreeadIn it Thunk

Switch [(cases AZE..2538)
ASCII "Win_7¥"; Case 1DBA of switch BFDZZEE1

RSCII "Win_¥_SP1'"; Case 1DB1 of switch BFOZ22EBEL
RSCII "Win_XP'"; Case AZZ of switch BFDZ3EE1

ASCII "Win_8"; Case 23F8 of switch BFDZ3EE1

ASCII "Win_8.1"; Case 2580 of switch BFDZ3BEL

ASCII "Win_Serwer_2@883"; Case ECE of switch BFD23EE1
RSCII "Win_Wista SP2'™; Casze 1772 of switch EFDZ3IBEL
RSCII "Win_Wista™; Case 177H of switch BFOZ3BE1

ASCII "Win_Vista_SF1'"; Case 1771 of switch BFDZ3EE1

ASCII "Win_16@_IP™
ASCIT "Win_18_TH1™

ASCII "™unknown™
Argl = FF7283C33
[kernelSE.??283C45

test_Ers. BFF4166ER
RASCII " _3Zbit™

and then — include this data in information sent to the C&C:
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il 21 il 21
“Win #.17| [10003CEE now edx, 0FFset abtin_server_2000 ; “Uin Secuver 20007) [10009C12 now edx, oFFset awin_vista_sp2 ; “win_Uista spa™
10003CRY jnp short loc_1Be@ILse 10083C17 jnp short loc_0OEacse

1OABACSE Loc_1AAAZCSA:
10003050 1ea pax, [ebpevar_20]
10003C5E push  eax
1000ICSF push 20k

10003061 pop e

10003062 call  sub_18001000

10003067 push  offset a 32mit ;¢ asbit”
10003C6C push 200

1HERACAE Lra edi, [ehpevar_20]
1BB0ACT1 call sub_18802D20

Y9

Inc_1BRAZCTA:

10003076 chp [ebpsarg 10], @
10003CTA pop edi
1A0BSETE pop esi
18003C7C 1ea eax, [ebpruar_2@]
10003CTF jz short loc_108BEICAG
|
L ] L]

10083C81 push [ebpearg_10]
10003CAL push [rhpearg ]
10003CAT7 push BEIN
10003CHC push BaK
10003C80 push [ebp+aryg_§]
10003C90 push [ebpearg_&]
10063CRE push offset aSSOSDSS ; /LSS Us 0SS ks ks
10003C98 push [ebpsarg_0]
10003090 call dsiwsprintfa
10003EA1 add esp, #@h call dswsprintfa
18003cAL jnp short Loc_100BICCE add esp, 1Ch
T T

loc_10883Ca8:

push [ebpearg C]

push LLED]

push rax

push [ebpearg B]

push [ebp+arg 4]

push oFfFSet aSS5O0SDS . CURASTAS0RE /TSR
push [ebprarg_0]

10003CCH loc_1BAEICEE:
1000ICCE xor eax, eax
A10003CER inc Bax
THBAACCY leave

10003CCA retn

AORBECEN nane_systen endp

Similar procedure is present in the 64 bit version of the DLL, only the hardcoded string “_32bit” is substituted by
“_64bit”:

 J
PIE
A0ABAREIBORESS56E lea i, a_64bit 7 U 6hbit”
BOBRBMBODRSSGF lea rex, [FP+rde+7FFFFFDFh]
H0ABABIBOBBSSTT sub ré, rax
BROBEAMBOROSETA nop word ptr [rFax+rax+ddnh]

Also, network settings are examined (to verify and inform the C&C whether the client can establish back
connection — command : AUTOBACKCONN)

[ TP T

1000CCAD network_settings proc near

188BCCAD cmp eax, 1
180BCCEA jnz short loc_1008CCEE
1
L ] L
il i 3 P
1008CCHZ mov eax, offset aNoNat ; “Ho HAT" 1000CCHE
1008CCH7 retn 1006CCH8 loc_1000CCES :
180BCCEE cmp eax, 3
1008CCEE jnz short loc_10@8CCC3
1
L ¥
i W =
10008CCED mow eax, offset aFullConeHat ; “Full Cone HAT 1808CEC3
10BBCCC2 retn 1008CCC3 loc_1000CC
1008CEC3 cmp ea
1008CCCG jnz sh
|
L ]
IE]
100BCCCE mow eax, offset alldpFirewall ; “UDP Firewall"
1008CCCD retn
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It targets following browsers:

IFICE24F
IFCEZES
IFICEZEH
IFICHZEE
IFSCEZEZ
IFOCE2Ed
IFCE2EE
IFICE2EE
IF2CEzel
IFICEZEE
IFICHZTE
IFSCEZFE
IFOCE2V4
IFCEZFI
IFSCEETA
IFCEZTT
IFSCEZVE
IFICHZ3E
IFSCE2EE
IFOCE2EE

L] i [l e Lo T )

MOV ESI,DOWORD FTR DS: [<&SHLWAFI.StreSteIl
PH%H tEE-t Srs.BF3C2044
HDU [LEIEFIL 11,6841

TEST EHX ER

JHZ SHORT test_Srs.BFOCEZAC
FUSH test_Srs.B8F3C20SC

FUSH EDI

CALL ESI

TEST _EH:, ER

JME SHORT test_Ers.HBF3CEZEC
FUSH test_Ers.BF3C2074

FUSH EDI

CALL ESI

TEST ERX,ERA

JME SHORT test_Srs.BFICEZEC
FUSH test_Ers.BFIC2Z09E

FUSH EDI

CALL ESI

TCCoT Chv Cnv

Below — attempt to send stolen account credentials:

In addition to monitoring browsers, it also collects general information about the computer (it’s hardware, users,

[
[
[
[

shlwapi.SteSteIl
Fattern = "chrome.ede™
String = MULL

StrSteIl

Fattern = "firefod.exe”
String = MULL
StrsteIl

Fattern = "ienplore.ene™
String = THULL
StrSteIl

Fattern = "microsoftedge™
String = THULL
StrSteIl

100BEGED push offset afccounts ; “accounts
100BEGES push dword ptr [edi+3dnkh]
100BEGER call sub_1080387F
100BEGFA test eax, Pax
100BEGF2 jnz short loc 1B80BET b6
¥ J 1
|2 P
1BBBEGF Y push offFset aSendAiccountsFa ; “send accounts Failed"| [10@0E7 06

1BBBE6FY push
1BBBESFF call
10BBE7 04 mp

dword ptr [edie3fsh]
sub_18003712
short loc_ 108BE712

100BE7 06 loc_1000ET7 06 :
100BE7B6 call
100BE7BC mow

ds:GetTickGount
[edi+3FCh], eax

Yy vV
e
10BBET12
ABBBET12 loc_1BBBE712: : “ntlmhashs"

1BBBEF12 push offset aNtlmhashs
1DBBEF1F push [ebp+arg_#]
1BBBEF1A call ebx ; lstrcmph
108BETAIC test 2ax, eax
108BEVIE jnz short loc_1008E793
™E
108BE720 mow esi, [ebpearg_18]
108BE723 push esi
108BE724 call alloc_heapi
108BE729 mow [ebp+arg_4%], eax
10BBE72C xor Bax, eax
100BE72E pop BCK
100BE72ZF cmp [ebp+arg 4], eax
100BE7I2 jz short loc_100BEF93

programs and services) — in form of a report:
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1000BC HE moi esi, offFset aBeneral ; “==-Cepneral=-=ryn™
10080053 push esi

THABECSE call edi ; lstrlen®

1000BCSE push esi

1H0IRES Y add LET T

18000BCSD 1ea egl, [esp+SChévar_2C]

1000RCSD call sub_1RBATSZA
1RBBDCAE call sub 1ABASETFY

1000BCET mow ebx, eax

10000CAY now [esp+SHh+var_u40], ebx
TH00ECED Lest ebix, @b

1000DCEF jz short loc_108B0CED

—

10IRRCTY push ehx

AHBBEL T2 call pedi ; lstrilemi
10000CTE add Bax, ean
1RBURCT G push ehix

1ABRDCTF call sub_1AEAFS2A
10MODCTC push i

1H0IRE/D call heap_free

10000082 pop BEx

(il i

1000pca:

AABBOCAY loc 18AADCES: et
1000DCET Mo ebx, oFFset asc_180119EC

100BRCHEE push Ehix
1ARRDCEY push 5

10000C80 pop eak

1000DCHE Lea esi, [espesChevar 3E)

1800098 call  sulb_1DBEBISZA

10000CYS Pow esi, oFfFset alsers ; “==Users==%rin"

1HBBDCON push e5i

10000C908 call edi : lstirlenW
100URCED push esi

1A0BOCYE add rax, vax

1000DCAD lea esi, [esp+rSChevar_3C]
Tapupcah call Sub_1BBarS IR
TARDCAY call Sub_1BEATEPY

The malware not only steal information and sniff user’s browsing, but also tries to take a full control over the

system — executes various shell commands — system shutdown,etc. Some examples below:
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18868301 i:lush offset algazxsw2 ; “1ngazusul™
180688376 push [ebpearg_#]

100BBIAD lea eax, [ebpruvar_234]

1B88883IAF push offset allserSSadd ; “user %5 %5 Jfadd”
10008304 xor edi, edi

18088386 push Bax

100083BT mov [ebp+var C], edi

100883BA call esi ; wsprintFfy

100683BC add esp, 1ih

18088 3BF push edi
188883CA push edi

100883C1 lea eax, [ebpruvar_234)
188883CT push Bax

100883C8 push offset aMet il 11 a
100883CD mow ebx, offset alpen ; “open”™

180888302 push ebx

18088303 push edi

10088304 movw edi, ds:ShellExecutel
1000830A call edi ; ShellExecuteW
1000830C push Jn98h

100083E1 call ds:51leep

180BR3IET lea eax, [ebpsuvar 18]
1808883EA push eax
100B83EB lea eax, [ebpruvar_ 434)
1808883F1 push eax
100B83F2 mov [ebp+var_ 18], 168h
100883F9 call sub_ 10008386
100BB3IFE pop BCX
180883FF pop BCH
10088400 test eax, eax
10008402 jnz short loc_ 1008841A
I‘ |
I
10088484 lea eax, [ebpruvar_hils]
10008848A push Bax
10008408 mow edx, offset afddministrators ; “Administrators”
10088410 mow eax, 200h
10088415 call sub_108084F23

v

e

1008841R

100084%1A loc_ 10088410 :
10088451A push [ebp+arg @]

10088410 lea eax, [ebp+uvar H3h]

10088423 push eax

10088420 1lea eax, [ebp+uvar_234]

18008842A push offset alocalgroupisAd ; “localgroup %s %= fadd”
A ARAEETE e LRt

Trying to add a user with administrative privileges

100805856 call adjust_shutdown_priviledges
18085858 xor Bax, Bax

10805850 push Bax

1808585E push Eax

1080585F push offset aRFTS i I S
18085864 push offset aCWindowsSystem ; "C:\iywindows\\systemd2\\shutdown.exe"
100805869 push offset alpen y “open*

1808586E push Bax

1000586F call ds:5hellExecutel
10005875 wor eax, eax
10005877 retn

Shutdown system on command (AUTOKILLOS)

C&Cs

This botnet is prepared with great care. Not only communication is encrypted, but also many countermeasures

have been taken in order to prevent detection.
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First of all, the address of the C&C is randomly picked from a hard-coded pool.This pool is stored in one of the
resources of Dyreza DLL (AES encrypted). Below, we can see how it gets decrypted, during execution of the

payload:

FFLE 2B13F28F CALL DWORD PTR DS: [<&bcrypt.BCruptCreateHash»] borypt.BCryptCreateHash
BFFYES0A [| . 25CA TEST ERX.ERX
BFFPESOC || o~ 75 4B JHE SHORT pay load_.B8FFFE422
BFFYB30E [| . 56 PUSH ESI

F FFPS 14 PUSH [ARG. 4]
FEFS 18 PUSH [ARG.31
FF7S F2 PUSH [LOCAL.Z2]
CALL DWORD _PTR DS: [<&bcrypt.BCryptHashDatak] borupt.BCruptHashData

Stack S5 [B023F3B41=0122R2CC

RAddress [Hen dump ASCIT

BISSHECC|2A FF 25 ME| @2 @B S8 21/ 31 26 75 73|51 22 CE G2| # 4@, 0116us1278
B183AS0C| &6 37 2E 22|32 21 2E 21|55 26 ZE 31| 530 25 3R 34| 67.221.156.105:4
B1ESAZEC| 24 24 33 @0 BA 32 29 2E| 51 26 21 2E| 85 21 2E 21)|443..859.161.51.1
B1E3ASFC| 21 35 2A 2434 24 23 @0 BA 21 51 35/ 2E 21 31 33| 15:4443..115.11%
B1E3AAC| 2E 32 2 20| 2E 32 24 25/ 3A 24 34 33/ 0D @A 31 37| .26, 24E:443. .17
B183A21C| 33 2E 32 35|32 2E 35 30| 2E 31 32 34| 3A 34 34 34| 3.252.50. 1241444
B1B3A9ZC| 22 B0 BA 21|28 36 2E 24|36 2E 31 34|32 PE 36 36[3..186.46. 142,66
B183A93C| 2A 34 24 33| B0 BA 51 38|38 2E 32 35|35 2E 31 35| :443..188.255.15
B1E2A94C| 24 ZE 21 22)28 3R 24 24 24 23 B0 @A) 21 29 25 2E|4.190:4443,.195,
B18SASC|S1 29 21 2E| 53 24 2E 32|54 25 SA 2454 25 B0 BA) 191.34.245: 445,
B183AEC| 52 20 26 2E|S1 21 26 2E| 51 37 21 2E| 52 21 26 ZA|2@E.116.171.216:
B18SASFC| 54 24 25 @0|BA 32 2@ 236 2E 21 22 22| 2E 26 26 ZE|443..206. 123.64,
B1ESASC| 29 33 2A 24|34 24 23 @0 BA 232 51 32| 2E 21 30 39| 93:4443..212. 189
B1E3AIC|2E 21 37 29| 2E 21 29 27 5A 24 24 2260 BA 22 21)|.173.197:448..21
B1E3AAC| 26 2E 25 27| 2E 21 26 25| 2E 21 38 32| 3R 24 34 33| 6.57. 16E.132:443
B1SSHYBC| B0 BA 26 29| 2E 32 37 2E| 35 37 2E 31|36 24 3H 24| ..69.27.57. 164:4
B1S3ASCC| 24 34 32 @0|BA 38 33 2E| 22 24 31 2E| 21 37 26 2E| 443..83.241.176.
B183AS0C| 22 33 28 2A| 34 24 24 323/ B0 @A 31 3@ 39 2E 38 36| 230:4443..189.86
B1ESHIEC|2E 32 22 26| 2E 28 25 ZA| 54 24 3532 80| 0A 21 35 30| .226.55:443..15@

B123AASC| 2E 26 24 2E| 22 26 2A 24|24 24 22 60|0A 21 38 28(.e4.35:4443,.182
B1S3AR4C| ZE 31 32 36| 2E 21 29 54| 2E 21 29 21|2A 24 24 2d4f.126.1594, 161:444
B1S3AASC| 32 BO BA 32|20 26 2E 21|32 23 2E 25(28 2E 24 22[3..286. 123.58.42
B1S3AAEC|3A 34 24 34|32 B0 BA 22|20 28 2E 21|22 33 2E 21| :4443,.288.123,1
B1830A7C| 32 35 2E 21)20 26 2A 24|34 24 33 60|0A 28 32 2E[35.186:4443..82,

(A script for decrypting list of C&Cs from dumped resources is available here:

https://github.com/hasherezade/malware analysis/blob/master/dyreza/dyrezadll decoder.py)

Also, the certificate served by a particular C&C changes on each connection. The infrastructure is built on the

network of compromised WiFi routers (most often: AirOS, MicroTik).

The server receives encrypted connection on port 443 (standard HTTPS) or 4443 (in case if standard HTTPS port

of a particular router is occupied by a legitimate service).
Conclusion

Dyreza is an eclectic malware, developed by professionals. It is clear that they are constantly working on a quality

— each new version carries some new ideas and improvements, making analysis harder.
Appendix

e Very good Dyreza/Upatre tracker: https://techhelplist.com/maltlqr/ — by @Techhelplistcom (list of C&Cs

e Scripts used in this post: https://github.com/hasherezade/malware analysis/tree/master/dyreza

About the author

Unpacks malware with as much joy as a kid unpacking candies.
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