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Z.3 Ransomware

Z3enc Ransomware

(mmudpoBanbmuk-HE-BbIMoraresib) (mepBoOUCTOUHMK)

Translation into English

OTOT KPUITO-BBIMOTaTe/b IU(PYyeT (TOUHEe, MbITAeTCs 3allU(pPOBaTh) JaHHbIE [10/1b30BaTe/eH, uToObI 3aTeM
noTpeboBaTh BHIKYTI 3a pacudpoBky daiinoB. CofiepKUT OLIMOKH, 13-3a KOTOPBIX He Y/IaeTCst ero BpeJJOHOCHbIe
JelicTBYsL. BeposiTHO, OH ellje HaXoAUTCS B pa3paboTtke. OpuruHaabHOe HasBaHue: z3. Ha daiine HammcaHo: z3.exe
OGHapyxeHHs:

DrWeb -> Trojan.MulDrop13.50657

BitDefender -> Trojan.GenericKD.43779174

ESET-NOD32 -> A Variant Of MSIL/Filecoder.ABS

Malwarebytes -> Ransom.FileCryptor

Symantec -> ML.Attribute.HighConfidence

TrendMicro -> Ransom_FileCrypter.R002C0DI520
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M306pa>keHre — JIOTOTHIT CTaThH

K 3ammcpoBaHHbIM (aiinam 106aBsseTCs paciivpeHue: .z3enc
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Buumanmne! HoBble paciiivpenysi, email ¥ TeKCThbI 0 BBIKYTTe MOXKHO HalTH B KOHIIE CTaTbU, B 0OHOBIEHUSIX.

Tam MoryT ObITh pa3/IMuMsi C IePBOHAYAIbHBIM BapUAHTOM.

AKTMBHOCTB 3TOTO KpHWITTO-BBIMOTaTe ISl NMpUIIIach Ha KoHel| aBrycrta 2020 r. OpreHTHPOBaH Ha aHITIOSA3bIYHBIX

T10/Ib30BaTesiel, UTo He MellaeT paclpOCTPaHsATh ero o BCeMY MUPY.

3armnucka c TPEGOBaHI/IEM BBIKYTId HUKdAK HE HAa3bIBAETCA. Cm. CKPHWHIIIOT.

® kmen sncrypted?
it whil a blaw, i
o, all wour data will ke leat.

Cojiep>kaHue 3aMCKH 0 BBIKYIIE:
Oops! Your files have been encrypted!
To decrypt then, you must *bla bla bla*.

If you close this window, all your data will be lost.
ITepeBoj 3anMCKH HAa PYCCKUH A3BIK:
Oii! Bamm aitsniel 3ammm@poBaHbi!

Yrobbl paciidpoBaTth, BbI JO/KHbI *6/1a 6/1a 61a*.

Ecnu BbI 3dKpO€Te 3TO OKHO, BC€ Balllkd IdHHbIE TTPOIIaAyT.

TexHuueckue geTaau
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MoxkeT pacnipoCTpaHsSIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momolisto email-criama
Y BPe/IOHOCHBIX B/IOYKEHUM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCTUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,
(banbLUIMBBIX 0OHOBJIEHU, TEPETIAKOBAHHBIX U 3aPaXKEHHBIX UHCTALIATOPOB. CM. Takke "OCHOBHBIE CIIOCOObI

pacIpoCcTpaHeHust KPUITTOBLIMOTaTe el Ha BBOJIHOM CTpaHuIie biiora.

OHY)KHO BCeryla MCT0/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecu Bl ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIuTol Knacca Internet Security nimm Total Security, To

x0Ts1 OBI fleiaiiTe pe3epBHOE KOMMMPOBAaHUE BaXKHBIX (haityio 1o Metoxy 3-2-1.

» 3aBepiiaet paboty ITK ¢ moMoIp0 KOMaH bl
shutdown /f /r /t O

Crucok (aii/IoBbIX PacCIIMPEeHHI, MOABEPralIUXCcs IH(POBaHHIO:
910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBble datifbl, 6a3bl JaHHBIX, hoTorpaduu, Mys3bika, BU/IEO,

(haiinb1 06pa30B, apXUBHI U TIP.

daiiibl, cCBA3aHHBIE ¢ 3TUM Ransomware:

z3.exe

z3.pdb

<ransom_note>.txt - Ha3BaHHe (aiiia c TpebOBaHMEM BBIKYTIa
<random>.exe - c/lyyaiiHOe Ha3BaHUe BPEJJOHOCHOTO (aiina
<random>.bat

data.bin

wsgjqtyy.1kv.exe

mb5uOuccp.na0.bat
bdb77b2£35c0f3e79853ea7{f8bdf5b29.in.exe

Pacnionoxxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

C:\Users\User\Desktop\z3\z3\obj\Release\net472\z3.pdb
C:\Users\User\AppData\Local\Temp\m5uQuccp.na0.bat
C:\Users\User\AppData\Local\Temp\bdb77b2f35c0f3e79853ea7{f8bdf5b29.in.exe

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUXKe pe3y/bTaThl aHau30B.

MbIoTeKChbI:
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CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

CeTeBble MOAK/IIOUEHHA U CBA3MU:

Email:

BTC:

CM. HIDKe B 0OHOBJIEHUSIX [IpyTHe aipeca U KOHTaKThI.

CM. HuKe pesy/bTaThl aHA/IHM30B.

Pe3ynbrarel aHa/1M30B:
v Triage analysis >>
@ Hybrid analysis >>

Z VirusTotal analysis >>

#® Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

«# AlienVault analysis >>

%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacIpoCTPaHEHHOCTH: HU3Kasl.

[ToppobHele cBefenus: cobuparoTcs pery/sipHo. [Ipuckinaiite 00pasLibl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

Emé He 61710 0OHOB/IEHMH 3TOTO BapHaHTa.

=== BJIOK CCBUIOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===
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http:

‘ Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as Z3)
Write-up, Topic of Support

*

Thanks:
SIRi, Michael Gillespie

Andrew Ivanov (author)
*k*x

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/08/z3-ransomware.html
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