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&2 Tool: ChromeCookiesView

Names

Category

Type

Description

Information

ChromeCookiesView
Tools
Reconnaissance, Info stealer

ChromeCookiesView is an alternative to the standard internal cookies viewer of Google
Chrome Web browser. it displays the list of all cookies stored by Google Chrome Web
browser, and allows you to easily delete unwanted cookies. It also allows you export the
cookies into text/csv/html/xml file.

For every cookie, the following information is displayed: Host Name, Path, Name, Value,
Secure (Yes/No), HTTP Only Cookie (Yes/No), Last Accessed Time, Creation Time,

Expiration Time.

<https://blog.trendmicro.com/trendlabs-security-intelligence/muddywater-resurfaces-uses-

multi-stage-backdoor-powerstats-v3-and-new-post-exploitation-tools/>

<https://www.nirsoft.net/utils/chrome cookies view.html>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool ChromeCookiesView

Changed = Name Country Observed
APT groups
Evilnum [Unknown] 2018-2022
—
MuddyWater, Seedworm, TEMP.Zagros, Static Kitten —— 2017-Jul 2025

2 groups listed (2 APT, 0 other, 0 unknown)
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