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The new CrystalX remote access Trojan looks like the prank viruses of the 90s on the surface, but it causes a lot
more damage. It spies on all that’s happening on your computer, steals cryptocurrency and accounts, and gives the

attacker full control over your device. We break down how it works, and how to avoid becoming a victim.
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Why AI agents need an iron curtain

Researcher Niels Provos’ prototype IronCurtain architecture: a system designed to restrict the actions of Al agents

through isolation and security policies.

Page 2 of 17


https://www.kaspersky.com/blog/ironcurtain-ai-agent-security/55526/
https://www.kaspersky.com/blog/ironcurtain-ai-agent-security/55526/
https://www.kaspersky.com/blog/ironcurtain-ai-agent-security/55526/

Next Optimum

The smart path to
stronger cybersecurity



https://www.kaspersky.com/next-optimum?icid=gl_kdailyplacehold_acq_ona_smm__onl_b2b_kdaily_wpplaceholder_sm-team___knext____d0b2d5e7bcf532c5
https://www.kaspersky.com/next-optimum?icid=gl_kdailyplacehold_acq_ona_smm__onl_b2b_kdaily_wpplaceholder_sm-team___knext____d0b2d5e7bcf532c5

Next Optimum

The smart path to
stronger cybersecurity



https://www.kaspersky.com/next-optimum?icid=gl_kdailyplacehold_acq_ona_smm__onl_b2b_kdaily_wpplaceholder_sm-team___knext____d0b2d5e7bcf532c5
https://www.kaspersky.com/next-optimum?icid=gl_kdailyplacehold_acq_ona_smm__onl_b2b_kdaily_wpplaceholder_sm-team___knext____d0b2d5e7bcf532c5

https://usa.kaspersky.com/blog/sas-2023-research/29254 /

Survey-based scams

Spammers have figured out how to hide links to fraudulent sites within surveys created on legitimate platforms.

We’re breaking down the ruse and sharing tips on how to avoid falling for it.
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Vulnerability in Unity game engine

Any game based on the popular Unity engine made in the last eight years can allow attackers to get into your

computer or smartphone. Here’s what to do about it.
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Gamers beware: Trojans have invaded Steam

If you still think that Steam, Google Play, and the App Store are malware-free, then read this fascinating story
about PirateFi and other hacker creations disguised as games.

How scammers attack young gamers

Autumn is here, kids are going back to school and also meeting up with friends in their favorite online games.
With that in mind, we have just carried out one of our biggest ever studies of the threats young gamers are most

likely to encounter.

Page 10 of 17


https://www.kaspersky.com/blog/games-with-trojans-in-steam/53038/
https://www.kaspersky.com/blog/how-scammers-attack-young-gamers-2024/52099/
https://www.kaspersky.com/blog/how-scammers-attack-young-gamers-2024/52099/
https://www.kaspersky.com/blog/how-scammers-attack-young-gamers-2024/52099/

https://usa.kaspersky.com/blog/sas-2023-research/29254/

Live hack: Apex Legends esports tournament scandal

Hackers have long been engaging with the gaming world: from cracking games and creating cheats, to, more
recently, attacking esports players live during an Apex Legends tournament. Regarding the latter, we break down

what happened and how it could have been avoided.
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Threat actors are promoting pages containing malicious instructions for installing Al agents intended for workflow

automation.

Cloudless malware attribution

What is the purpose of a local version of the Kaspersky Threat Attribution Engine, and how to hook it up to IDA

Pro?
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