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 Tool: Goodor

Names
Goodor
Fuerboos

Category Malware

Type Backdoor

Description
(Symantec) Backdoor.Goodor provides the attackers with remote access to the victim’s

machine.

Information

<https://symantec-blogs.broadcom.com/blogs/threat-intelligence/dragonfly-energy-sector-

cyber-attacks>
<https://www.ncsc.gov.uk/alerts/hostile-state-actors-compromising-uk-organisations-focus-
engineering-and-industrial-control>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.goodor>

Last change to this tool card: 13 May 2020

Download this tool card in JSON format

All groups using tool Goodor

Changed Name Country Observed

APT groups

  Berserk Bear, Dragonfly 2.0 2015-May 2017  

  Energetic Bear, Dragonfly 2010-Mar 2022

2 groups listed (2 APT, 0 other, 0 unknown)

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=5b1be47c-99a5-4a80-a77b-06998da840af
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