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Security professionals in federal, state and local agencies face many unique challenges in protecting critical

systems and information. The CDM program has tremendous potential for both increasing the security levels at
those agencies and reducing the cost of demonstrating compliance. However, to be successful, the program must

address the following: lack of awareness, low inspector general awareness and lack of information on how to use
the program.

Additional resources

Related courses
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ICS515: ICS Visibility, Detection, and Response

ICS515Industrial Control Systems Security

 GIAC Response and Industrial Defense (GRID)

https://www.sans.org/reading-room/whitepapers/ICS/protect-critical-infrastructure-systems-whitelisting-35312
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https://sansorg.egnyte.com/dl/dXPQQJQVP8Vy


 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 22 Hands-On Labs

View course detailsRegister
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ICS418: ICS Security Essentials for Leaders

ICS418Industrial Control Systems Security

 12 CPEs / 12 Hours (Self-Paced)

 Labs: 12 Hands-On Labs

View course detailsRegister
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ICS613: ICS/OT Penetration Testing & Assessments

ICS613Industrial Control Systems Security

https://www.sans.org/reading-room/whitepapers/ICS/protect-critical-infrastructure-systems-whitelisting-35312
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https://www.sans.org/cyber-security-courses/ics-visibility-detection-response
https://www.sans.org/cyber-security-courses/ics-visibility-detection-response#schedule-pricing
https://www.sans.org/cyber-security-courses/ics-security-essentials-leaders
https://www.sans.org/cyber-security-courses/ics-security-essentials-leaders#schedule-pricing


 5 Days (Instructor-Led)

 30 CPEs / 30 Hours

 Labs: 27 Hands-On Labs

View course detailsRegister
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ICS456: Essentials for NERC Critical Infrastructure Protection

ICS456Industrial Control Systems Security

https://www.sans.org/reading-room/whitepapers/ICS/protect-critical-infrastructure-systems-whitelisting-35312
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https://www.sans.org/cyber-security-courses/ics-ot-penetration-testing-assessments
https://www.sans.org/cyber-security-courses/ics-ot-penetration-testing-assessments#schedule-pricing


 GIAC Critical Infrastructure Protection (GCIP)

 5 Days (Instructor-Led)

 31 CPEs / 31 Hours (Self-Paced)

 Labs: 23 Hands-On Labs

View course detailsRegister
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ICS310: ICS Cybersecurity Foundations

ICS310Industrial Control Systems Security

 12 CPEs / 12 Hours (Self-Paced)

 Labs: 3 Hands-On Labs

View course detailsRegister
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ICS410: ICS/SCADA Security Essentials

ICS410Industrial Control Systems Security

https://www.sans.org/reading-room/whitepapers/ICS/protect-critical-infrastructure-systems-whitelisting-35312
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https://www.sans.org/cyber-security-courses/essentials-for-nerc-critical-infrastructure-protection
https://www.sans.org/cyber-security-courses/essentials-for-nerc-critical-infrastructure-protection#schedule-pricing
https://www.sans.org/cyber-security-courses/ics-cybersecurity-foundations
https://www.sans.org/cyber-security-courses/ics-cybersecurity-foundations#schedule-pricing


 GIAC Global Industrial Cyber Security Professional (GICSP)

 6 Days (Instructor-Led)

 36 CPEs / 36 Hours (Self-Paced)

 Labs: 15 Hands-On Labs

View course detailsRegister
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ICS612: ICS Cybersecurity In-Depth

ICS612Industrial Control Systems Security

https://www.sans.org/reading-room/whitepapers/ICS/protect-critical-infrastructure-systems-whitelisting-35312
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https://www.sans.org/cyber-security-courses/ics-scada-cyber-security-essentials
https://www.sans.org/cyber-security-courses/ics-scada-cyber-security-essentials#schedule-pricing


 5 Days (Instructor-Led)

 30 CPEs / 30 Hours

 Labs: 31 Hands-On Labs

View course detailsRegister
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https://www.sans.org/cyber-security-courses/ics-cyber-security-in-depth
https://www.sans.org/cyber-security-courses/ics-cyber-security-in-depth#schedule-pricing

