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 Tool: Kronos

Names Kronos

Category Malware

Type Banking trojan, Info stealer

Description
A banking trojan. This malware has been first advertised on the black market since around
June 2014, by an individual nicknamed VinnyK, writing in Russian.

Information

<https://blog.malwarebytes.com/cybercrime/2017/08/inside-kronos-malware/>
<https://blog.malwarebytes.com/cybercrime/2017/08/inside-kronos-malware-p2/>

<https://www.securonix.com/securonix-threat-research-kronos-osiris-banking-trojan-attack>
<https://www.proofpoint.com/us/threat-insight/post/kronos-reborn>
<https://blog.malwarebytes.com/threat-analysis/2016/10/new-looking-sundown-ek-drops-

smoke-loader-kronos-banker/>
<https://www.lexsi.com/securityhub/overview-kronos-banking-malware-rootkit/>

<https://www.lexsi.com/securityhub/kronos-decrypting-the-configuration-file-and-injects/>
<https://research.checkpoint.com/deep-dive-upas-kit-vs-kronos/>
<https://www.morphick.com/resources/news/scanpos-new-pos-malware-being-distributed-

kronos>
<https://securityintelligence.com/the-father-of-zeus-kronos-malware-discovered/>

<https://www.proofpoint.com/us/threat-insight/post/kronos-banking-trojan-used-to-deliver-
new-point-of-sale-malware>
<https://securityintelligence.com/kronos-malware-reemerges-increased-functionality/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.kronos>

Last change to this tool card: 15 February 2023

Download this tool card in JSON format
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APT groups

  MoneyTaker 2016  

1 group listed (1 APT, 0 other, 0 unknown)
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