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ALPHYV BlackCat - This year's most sophisticated ransomware

By Lawrence Abrams

Published: 2021-12-09 - Archived: 2026-04-06 02:08:45 UTC

The new ALPHV ransomware operation, aka BlackCat, launched last month and could be the most sophisticated
ransomware of the year, with a highly-customizable feature set allowing for attacks on a wide range of corporate

environments.

The ransomware executable is written in Rust, which is not typical for malware developers but is slowly increasing in

popularity due to its high performance and memory safety.

MalwareHunterTeam found the new ransomware and told BleepingComputer that the first ID Ransomware submission for

the new operation was on November 21st.
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The ransomware is named by the developers as ALPHV and is being promoted on Russian-speaking hacking forums.

ALPHV-ng RaaS HOBOro nokoneHuA.
& m © Today at 1:58 PM

Forums » Market\1ii§ » Partners Program \ RaaS\ &{E{kfEitR1

Today at 1:58 PM
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Papbl npuBeTcTBOBATL Bac B HalweR NapTHePCKON NporpamMMe.

Mb! y4nKM BCE NPeMMYLLIECTBA M HEACCTATKA Npe/blAyLUMX NAPTHEPCKMX NPOrpaMM U C rOPACCTLIO XOTHUM NPeAOCTaBUTL BaM
ALPHV - HOBbIM NOKONEHWEM ransomware.

Becbk cOIT HANWCAaH ¢ HYNA, BPXMTEKTYPHO 3aN0XEHA [eLeHTpanuauA ecex Be6-pecypcob. [nA KaaoA HOBOA KOMNaHWK
reHepupyeTCA CBOI YHUKANGHLIA onion AomeH. [INA kaxaore ansepra obecrieyeH BX0J, Y4epes CBOA YHUKANbHLIA onion JoMeH
(npuBeT NOKGKT).

Co6cTBeHHLIA naTaueHTp ANA pasmelleHun dainos yreuek obbemom Gonee 100 TE.

C Hamu yxxe COTPYAHUYAIOT TONOBLIE PEKABepH KOMNaHUK, KOTOpLIe patoTany ¢ AapKamu, pesun u .4

EcTb canopT Ha YaTax, KOTOpLIiA CHAMT 24 Ha 7, HO NPH XenaHkW Neperceops! MoXEeTe BECTH CaMH.

ALPHYV RaaS promoted on Russian-speaking hacking forum

Source: Twitter

MalwareHunterTeam named the ransomware BlackCat due to the same favicon of a black cat being used on every victim's

Tor payment site, while the data leak site uses a bloody dagger, shown below.

Favicons used on Tor payment and data leak sites

Like all ransomware-as-a-service (RaaS) operations, the ALPHV BlackCat operators recruit affiliates to perform corporate

breaches and encrypt devices.

In return, affiliates will earn varying revenue shares based on the size of a ransom payment. For example, for ransom

payments up to $1.5 million, the affiliate earns 80%, 85% for up to $3 million, and 90% of payments over $3 million.

To illustrate the type of money an affiliate can earn from these RaaS programs, CNA reportedly paid a $40 million ransom

to the Russian hacking group Evil Corp. Under ALPHV's revenue share, this would equate to $36 million paid to the
affiliate.

Exploring the features of the ALPHV BlackCat ransomware

The ALPHV BlackCat ransomware includes numerous advanced features that let it stand out from other ransomware
operations. In this section, we will take a look at the ransomware and how it operates, and demonstrate a test encryption

from a sample shared with BleepingComputer.

The ransomware is entirely command-line driven, human-operated, and highly configurable, with the ability to use different
encryption routines, spread between computers, kill virtual machines and ESXi VMs, and automatically wipe ESXi

snapshots to prevent recovery.
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These configurable options can be found using the --help command-line argument, shown below.

B Administrator: C:\Windows\System32\cmd.exe o |5 ]

C:\Users\User>encrypt --help

C:\Users\User>

[OPTIONS] [SUBCOMMAND]

Access Token

Run as child process

Invoked with drag and drop

Drop drag and drop target batch file
Print help information

Enable logging to specified file

Do not discover network shares on Windows
Do not self propagate(worm) on Windows

Do not propagate to defined servers

Do not stop VMs on ESXi

Do not wipe VMs snapshots on ESXi

Do not update desktop wallpaper on Windows
Only process files inside defined paths
Run as propagated process

Show user interface

Log to console

ALPHYV BlackCat ransomware command-line arguments

Source: BleepingComputer

Each ALPHYV ransomware executable includes a JSON configuration that allows customization of extensions, ransom notes,

how data will be encrypted, excluded folders/files/extensions, and the services and processes to be automatically terminated.

According to the threat actor, the ransomware can be configured to use four different encryption modes, as described in their

"recruitment” post on a dark web hacking forum.

The software is written from scratch without using any templates or previously leaked source codes of other ransomware.
The choice is offered:

4 encryption modes:

-Full - full file encryption. The safest and slowest.

-Fast - encryption of the first N megabytes. Not recommended for use, the most unsafe possible solution, but the fastest.
-DotPattern - encryption of N megabytes through M step. If configured incorrectly, Fast can work worse both in speed and
in cryptographic strength.

-Auto. Depending on the type and size of the file, the locker (both on windows and * nix / esxi) chooses the most optimal (in

terms of speed / security) strategy for processing files.

-SmartPattern - encryption of N megabytes in percentage steps. By default, it encrypts 10 megabytes every 10% of the file
starting from the header. The most optimal mode in the ratio of speed / cryptographic strength.

2 encryption algorithms:

-ChaCha20

-AES

In auto mode, the software detects the presence of AES hardware support (exists in all modern processors) and uses it. If

there is no AES support, the software encrypts files ChaCha20.

ALPHYV BlackCat can also be configured with domain credentials that can be used to spread the ransomware and encrypt
other devices on the network. The executable will then extract PSExec to the %Temp% folder and use it to copy the

ransomware to other devices on the network and execute it to encrypt the remote Windows machine.

When launching the ransomware, the affiliate can use a console-based user interface that allows them to monitor the
progression of the attack. In the image below, you can see this interface displayed while BleepingComputer encrypted a test

device using a modified executable to append the .bleepin extension.
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Encrypting a test computer

Source: BleepingComputer

In the sample tested by BleepingComputer, the ransomware will terminate processes and Windows services that could
prevent files from being encrypted. These terminated processes include Veeam, backup software, database servers, Microsoft

Exchange, Office applications, mail clients, and the Steam process not to leave gamers out.

Other actions taken during this "setup" process include the clearing of Recycle Bin, deleting Shadow Volume Copies,

scanning for other network devices, and connecting to a Microsoft cluster if one exists.

ALPHYV BlackCat also uses the Windows Restart Manager API to close processes or shut down Windows services keeping a

file open during encryption.

Usually, when encrypting a device, the ransomware will use a random name extension, which is appended to all files and
included in the ransom note. Ransom notes are named in the format 'RECOVER-[extension]-FILES.txt', which in our

example above is RECOVER-bleepin-FILES.txt.
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[8 RECOVER- >/~ -FILES.txt - Notepad2 - O x
File Edit View Settings 2
D@ | [tan ss|Eeqaw i
1>> Introduction
2
3Important files on your system was ENCRYPTED and now they have have ™up~\x. " extension.
4In order to recover your files you need to follow instructions below.
5
6>> Sensitive Data
7
gSensitive data on your system was DOWNLOADED and it will be PUBLISHED if you refuse to cooperate.
9
10Data includes:
1 - afSNgmon xvocd A7 N X WA
12 - paprsox wowOK aEy X NEZ % sodecd N N NEwe e e New v o
13- e % AR X xS ey ON AZ YN NSNS N N N 0o N
14 = g% Ae/agrneR N NOMER AONHE PR NKE ORENANY N0 e 0 N e RN N e
15 - And more...
16
17 >> CAUTION
18
19D0 NOT MODIFY FILES YOURSELF.
20D0 NOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA.
21YOU MAY DAMAGE YOUR FILES, IT WILL RESULT IN PERMANENT DATA LOSS.
22 YOUR DATA IS STRONGLY ENCRYPTED, YOU CAN NOT DECRYPT IT WITHOUT CIPHER KEY.
23
24 >> Recovery procedure
25
26 Follow these simple steps to get in touch and recover your data:
271) Download and install Tor Browser from: https://torproject.org/
28 2) Navigate to:
http: //fossxagsstse ARG AR IN ARg I ANEY Ry A N 0% oA/ onTon/Taccess —Key s up Mg s AR 48/ SN RN AR
»?}M’X%/A’ TN R NN NSNS A RGN I N s RIS % N RN IR BRSO g IR £ ot e KK i
B R s 'XMW(NWV‘W\%}@(\%”MM RN PNIRRK ARK 6 A5G IRAKRGSA SiA 7 Se NastSNS S v NN
FORGAH K7 75+ RGP AN » SRR LHHK ~ 38058 B3 X BN NN Ko 90 9PN xS e s 93K N Ot

Ln28:28 Col 459 Sel 0 143 KB ANSI LF INS  Default Text

ALPHYV BlackCat ranson note

Source: BleepingComputer

Ransom notes are preconfigured by the affiliate performing the attack and are different for each victim. Some ransom notes

include the types of data stolen and a link to a Tor data leak site where the victims can preview stolen data.

Each victim also has a unique Tor site and sometimes a unique data leak site, allowing the affiliate to conduct their own

negotiations.
Finally, BlackCat claims to be cross-platform with support for multiple operating systems.

Cross-platform software, i.e. if you mount Windows disks in Linux or vice versa, the decryptor will be able to
decrypt the files. - ALPHV operator.

Operating systems that the threat actors allegedly tested their ransomware on are included below:

e All line of Windows from 7 and higher (tested on 7, 8.1, 10, 11; 2008r2, 2012, 2016, 2019, 2022); XP and 2003 can
be encrypted over SMB.

e ESXI (tested on 5.5, 6.5, 7.0.2u)

e Debian (tested on 7, 8, 9);

¢ Ubuntu (tested on 18.04, 20.04)

¢ ReadyNAS, Synology

Ransomware expert and ID Ransomware creator Michael Gillespie has analyzed the encryption routine used by the

ransomware and, unfortunately, was not able to find any weaknesses that could allow free decryption.
Access-token feature makes negotiations secret

A long-standing problem affecting both victims and ransomware operations is that samples commonly get leaked through

malware analysis sites, allowing full access to the negotiation chat between a ransomware gang and their victim.
In some cases, this has led to unrelated parties commenting in the chat and disrupting negotiations.

To prevent this from happening, the ALPHV BlackCat ransomware developers introduced an --access-token=

[access_token] command-line argument that must be used when launching the encryptor.

This access token is used to create the access key needed to enter a negotiation chat on the ransomware gang's Tor payment
site. As this token is not included in the malware sample, even if it is uploaded to a malware analysis site, researchers will

not use it to access a negotiation site without the ransom note from the actual attack.
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Ransoms range from $400k to millions of dollars

BleepingComputer is aware of multiple victims targeted by this ransomware since November from numerous countries,

including the USA, Australia, and India.

Ransom demands range between $400,000 to $3 million payable in Bitcoin or Monero. However, if victims pay in bitcoin

there is an additional 15% fee added to the ransom.

A x x | + = a X

€ C @ arniaiin v AINDGE A o Sors Aeei 7 xluser/dashboard w O %

Your network was compromised.

Important Files on your network was downloaded and encrypted.

We used an asymmetric cipher to encrypt your files. Meaning the only way to decrypt them is to have a Private
Key.

Qur custom Decrypt App is bundled with your Private Key.

In order to buy it you have to follow Instructions below. If you have questions please feel free to use Live Chat.
Act quicly to get a discount!

Decrypt App Price

You have 4 days, 09:22:09 until: Discount Price:  $3000000
« Decrypt App special discount period will be discontinued. .
+ Discount price is available until 12/14/21, 3:41 AM Full Price: $3500000
Status
Awaiting payment of $3000000 to one of the following wallets: c
Bitcoin R A NP I NN $3450000 (?) = 71.533725 BTC
Monero ety ka8 OO $3000000 = 15495.867769 XMR
A
Instructions Live Chat Trial Decrypt Intermediary

I wish to pay with
Bitcoin

ALPHYV Tor Payment Site

Source: BleepingComputer

However, as Monero is considered a privacy coin and frowned upon by the US government, it is not as easily accessible to

victims.

Unlike other ransomware operations who have been threatening to wipe or publish data if negotiation firms are hired,

ALPHYV is catering to ransomware negotiators with a "Intermediary" login page to conduct private negotiations.
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Instructions Live Chat Trial Decrypt Intermediary

If you're an intermediary please use form below to sign-in.

Username (2]

Password *s

Ransomware negotiation login page

Source: BleepingComputer

Like other newer ransomware gangs, ALPHV uses a triple-extortion tactic where they steal data before encrypting devices
and threat to publish the data if a ransom is not paid. BleepingComputer has seen multiple data leaks sites for this operation

where screenshots of data have been published.
As an additional extortion method, the threat actors threaten to DDoS victims until they pay a ransom.
Overall, this is a highly sophisticated ransomware with the threat actors clearly considering all aspects of attacks.

With the BlackMatter and REvil ransomware operations shutting down under pressure from law enforcement, it has left a

large void waiting for another threat actor to fill.

It is very likely that ALPHV BlackCat is the one that has a good chance of filling it.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.
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Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic
questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/alphv-blackcat-this-years-most-sophisticated-ransomware/
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