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Godfather

-

According to PCrisk, Godfather is the name of an Android malware targeting online banking pages and
cryptocurrency exchanges in 16 countries. It opens fake login windows over legitimate applications. Threat actors
use Godfather to steal account credentials. Additionally, Godfather can steal SMSs, device information, and other

data.

References

2025-08-29 - Shindan - Paul Viard
GodFather - Part 1 - A multistage dropper
Godfather

2023-09-22 - Github (LaurieWired) - Laurie Kirk

Unmasking the Godfather
Godfather

2023-08-17 - Brandefense - Brandefense
Godfather Android Banking Trojan Technical Analysis
Godfather

2023-02-09 - Github (muha2xmad) - Muhammad Hasan Ali

Technical analysis of Godfather android malware
Godfather

2022-12-21 - Group-IB - Artem Grischenko
Godfather: A banking Trojan that is impossible to refuse
Godfather

There is no Yara-Signature yet.

Page 1 of 2


https://malpedia.caad.fkie.fraunhofer.de/families
https://malpedia.caad.fkie.fraunhofer.de/user/CarlosCabal
https://malpedia.caad.fkie.fraunhofer.de/user/CarlosCabal
https://malpedia.caad.fkie.fraunhofer.de/library?search=Shindan
https://malpedia.caad.fkie.fraunhofer.de/library?search=Paul%20Viard
https://malpedia.caad.fkie.fraunhofer.de/details/apk.godfather
https://malpedia.caad.fkie.fraunhofer.de/library?search=Github%20%28LaurieWired%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=Laurie%20Kirk
https://malpedia.caad.fkie.fraunhofer.de/details/apk.godfather
https://malpedia.caad.fkie.fraunhofer.de/library?search=Brandefense
https://malpedia.caad.fkie.fraunhofer.de/library?search=Brandefense
https://malpedia.caad.fkie.fraunhofer.de/details/apk.godfather
https://malpedia.caad.fkie.fraunhofer.de/library?search=Github%20%28muha2xmad%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=Muhammad%20Hasan%20Ali
https://malpedia.caad.fkie.fraunhofer.de/details/apk.godfather
https://malpedia.caad.fkie.fraunhofer.de/library?search=Group-IB
https://malpedia.caad.fkie.fraunhofer.de/library?search=Artem%20Grischenko
https://malpedia.caad.fkie.fraunhofer.de/details/apk.godfather

https://malpedia.caad.fkie.fraunhofer.de/details/apk.godfather

Source: https://malpedia.caad.fkie.fraunhofer.de/details/apk.godfather

Page 2 of 2



