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Targeted attack against the Ukrainian military
Archived: 2026-04-06 00:30:19 UTC

One more targeted attack against Ukraine that used spear phishing to deliver the DarkTrack backdoor through a
fake prescription of the Minister of Defense of Ukraine. The target is CERT in the military domain.
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The letter forces a receiver to download the prescription by the link until April 13, 2017.

The domain 'fex.net' in the link has been actively used to distribute malware:

3154 2017-05-02 092710

2017-05-02 022703

[ ¥
&

Do%BF%00%BEYD1%EC
364 2017-05-02 09:26:48 20% D0%BT % D0MB0%D 9%:80%D0%

2017-05-02 09:26:37

2017-05-02 0%:28:08

L
4]
oh

145631437712TE35168/KM S Auto Li

[}
L4

"""" et 720081828/ inexperience _patch

264 2017-05-02 09:25:44

1765 2017-05-02 09:25:06 9206862/ razertalk_3.0lugin exe

2/54 2017-08-02 09:24:26

fiB157923/50fs2 fex netiget/ 145831437 71 2/TB35168/KMSAuto. Li

G665 2017-05-02 09:23:07

IM00BE54AT A1 210412 _dod doc.exe

1165 2017-05-02 09:21:43 client_2.310.1.86
1754 2017-05-01 10:23:00 19354 1H%E0ND0% %D0%BE%D1%EC

565 2017-05-01 10:20:39 0/7949384%D1%B0%D0%BEWDOMBT

J0%BFNDO%BEWEF S B

TIR157923/50fs2 fex netiget/ 1456314 377127635168/ KM S Auto. Li

164 2017-04-30 08:49:10

285 2017-04-30 04743

ardAcces BOBS/g) 1)k axe

The downloaded file 'po3nopsimxenns [TonTopak.docx.exe' is an obfuscated .NET application (MD5:
01fb11b245a6a2525da77aebd2879dcf). It copies itself as:
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e c:\Documents and Settings\<USER>\Templates\winlogon.exe
And drops the clean Word document:

e c:\Documents and Settings\<USER>\Local Settings\Temp\Docum.doc (MD5:
b77f006667dd0a68de9c8ea30f2c80fe)

First, it executes 'C:\WINDOWS\system32\svchost.exe' and injects the Darktrack in the 'svchost.exe' process.

Then, it opens clean 'Docum.doc’ to take a user's attention away.

The following message is shown on execution:

Microsoft Word 97 Conversion ]

! "_\ Inahi= foload graphics conversion Filer, Continus with document convarsion?

Then, it opens the embedded document:
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The malicious process injects the backdoor's code into the system 'svchost.exe':
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The backdoor is the Darktrack remote administration tool.

Page 4 of 6


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhjRIYMRy7Hj8I3dMnoq1yvaWU5H_4QsjFgECjO-Al2ZYavD01z0RYH1zxAFVlb7sLFEMltNNrkYdLRzONSDdKsgMI5nYa65l7fECOVpA13pOA11lMaWH1gHlrY_Xa-4o4KxWnktGIfj6AB/s1600/image_dump.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhjRIYMRy7Hj8I3dMnoq1yvaWU5H_4QsjFgECjO-Al2ZYavD01z0RYH1zxAFVlb7sLFEMltNNrkYdLRzONSDdKsgMI5nYa65l7fECOVpA13pOA11lMaWH1gHlrY_Xa-4o4KxWnktGIfj6AB/s1600/image_dump.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiKsZ0zFPV_PEelweSuDpSL1u7kdh7vxsmwbof9ZiaWeYuXnKes9B752mvcVOH6Pja5KvFzTa9QZhJybiTrSQpV46msRtoZEQMKHrNydZK0_CRhqLe3qQVt1SzFitII7rpFUC-BuZ0SwC61/s1600/inject.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiKsZ0zFPV_PEelweSuDpSL1u7kdh7vxsmwbof9ZiaWeYuXnKes9B752mvcVOH6Pja5KvFzTa9QZhJybiTrSQpV46msRtoZEQMKHrNydZK0_CRhqLe3qQVt1SzFitII7rpFUC-BuZ0SwC61/s1600/inject.png

https://nioguard.blogspot.de/2017 /05 /targeted-attack-against-ukrainian.html|

Darktrack

te Administrator Tool

*:l' Darktrack Client w5 Colorful - [Connections: 0]

&- ".ul'P'-'.

Connechions R Offine Lsers E Thiumbnal Desktops

Cherit D IP Adress User Bl Comg, .,

Connexction Actions |y Sodost Actions

Username IP Address

ABOUT COLORFUL

~ Awito Tasks

System Camera Version

FEATURES

s Chent Settings W} Maps Viewer

Current Win...

Last Actrerty

The client connects to the C&C's 1515 port.
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The Darktrack client uses the proxy service 'hopto.org' to connect to the attacker's C&C.
gordon6.hopto.org has been resolved to the following IPs:

95.46.151.68

62.76.106.236

92.38.37.15

All of the IPs are located at one place in Russia.
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