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Malicious document targets Vietnamese officials

By Sebdraven

Published: 2018-08-13 - Archived: 2026-04-05 12:43:20 UTC
After our investigation of APT SideWinder, we’ve done a yara rule for hunting RTF document exploiting the
CVE-2017-11882.

We found a document written in Vietnamese dealing with a summary about differents projects in the district Hai
Chéu of Pa Nang.
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RTF document

In this article, we’ll detail the infection chains and the infrastructures of the attackers and the TTPs of this

campaign.

The infrastructures and TTPs during this campaign seem to the Chinese hacking group 1937CN.

Infection chains

Joe sandbox has a good representation of the behaviour of the infection.
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This rtf document is really malicious and it exploits the equation vulnerability to write two files in the system:

1. A dll named RasTls.dll

2. A executable file named dascgosrky.exe

This document is interesting to analyze so let’go !

RTF analysis

With rtfobj, we found three ole objects in the document:
two non well formed ole object and a third named package ole object.

Press enter or click to view image in full size

980385E8h
|
|

|OLE Pac

Source path: u

|
|
| |Filenam
|
| | Temp path

Page 2 of 23



https://medium.com /@Sebdraven/malicious-document-targets-vietnamese-officials-acb3b9d8b80a?

The package ole object is used to write a file in the disk when the document is opened at the destination described

by the ole object.

That’s why, there is a path and a name in the ole object.
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=<-Format data

<=Format data - Custom data
<=Custon data

This technique is used to execute code like sct file to download an executable on the operating system. McAfee

labs has detailed all this stuff with sct file: https://securingtomorrow.mcafee.com/mcafee-labs/dropping-files-

temp-folder-raises-security-concerns/

Many attackers use it in the wild because it’ very easy to use and it’ supported by the office software with RTF

files.

So, in our case, a file named 8.t is dropped on %TMP% folder.

If we check it, it’s clearly encrypted.
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8.t encrypted
The others object ole seem to the exploit of CVE-2017-11882.
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Equation Ole Object
At the end of the object ole, we have differents API functions to make a runPE.
Another interesting thing is this string at the begin of the object: 7e079a2524fa63a55fbcfe
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00000ed4d B3 cl 40 ff el 37 65 30 37 39 61 32 35 32 34 66 |..@..7e@7%a2524f|

00000e50 61 36 33 61 35 35 66 62 63 66 65 9b 15 45 00 00 |a63as5fbcfe..E..|

String found in many exploits of CVE-2017-11882

We have the same string used by APT SideWinder in the equation object ole.
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It’s the same toolset to create the malicious document.

So now, we have to debug the malicious document to find how the file 8.t is used and find this runPE.

Debugging of the shellcode

At the start of the analysis, we think the process EQNEDT32.exe is created by Winword.exe using the function

CreateProcess. So we decided to set a breakpoint at the call of his function.

But EQNEDT32.exe is invoked by Winword.exe using COM Object. It’s not CreateProcess that used and
Winword.exe is not the parent process of EQNEDT32.exe. So we have to attach the debugger when
EQNEDT32.exe is launched.

For that, we used a technique named Image File Execution Options that was documented by Microsoft.

https://blogs.msdn.microsoft.com/mithuns/2010/03/24/image-file-execution-options-ifeo/

We create a key EQNEDT32.exe.

4 - | Image File Execution Options
, DMK Options
| EQMEDT32.exe

. ExtExport.exe

J IEInstal.exe
) ielowutil.exe
, ielUnatt.exe
) iexplore.exe

, msfeedssync.exe

; mshta.exe

Registry HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\Current Version\Image

File Execution Options

And we set a value string for launching the debugger when EQNEDT32.exe is executed and attaching the
debugger to the process .
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Mame Data
] (Default)

ab) Debugger

Type
REG_SZ
REG_SZ

(walue not set)
Chlsers\IEUser\Desktophsnapshot_2018-01-28_12-18\relessetad2uddbg exe

Value to set the debuuger when EQNEDT32.exe is executed
When we open the rtf document, Winword is launched and EQNEDT32.exe also.

Press enter or click to view image in full size

3 eplorerexs 0.1 50.276 K 56.656 K 1436 Windows Explorer Microsaft Coporation
3" VBoxTray.exe 0.07 18121 4444 K 1868 VinuslBox Guest Additions Tr... Orecle Corporation
] regedi exe 1568 K BO2EK 2380
(3 procesp xe o 376K 18028 K 2744 Sysintemals Process Bxplorer  Sysmtemals - wiww sysinter. ..

o

Winword process
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[z [T svehost exe 0.14 2,964 K E436 K 560 Host Process for Windows 5. Microsoft Comporation
[ 43 x32dbg exe 14.07 3T192K 55,160 K 3016 xb4dbg
Jox EQNEDT32 EXE 0.01 B2BK 1,516 K 548 Microsoft Equation Editor Design Science, Inc.
.| NewProcessWatc... 504 K 1912K 3628

EQNEDT32.exe process attached by the debugger

And the debugger is attached at the entrypoint of EQNEDT32.exe.

| L |
eax=<kerneli2.BaseThreadInitThunk= (7SD2EEGSA)
dword ptr Ts:[FFFDFOO0]=0012FFC4

text: 0044C040 eqgnedt3z2. exe: $4CD40 #4CD40 <EntryPoint>

We check if it’s 8.t is correctly created in the %TMP% folder.

. TO9ET10CC-5B36-45CE-BOCE- CEEE558109...
| Low

. WPDMSE

|8+

8.t dropped on disk
Now we set a breakpoint at the createFile to check if the shellcode of the exploit reads the file 8.t.
CreateFile is called at call eqnedt32.41E5EE.
The param of the path of file is pushed on the stack push dword ptr ss:[ebp-4].
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push oword pr

FF 75 iC push dword pt

EE 7% 1§ push dedrd pr

[T push dword pr

FF 75 10 push dword p

FF 75 0C | push dword prr ss:

EEI5EG | dward prr st 3 [Tebo=al L C 0 sers Il Us erViAReO ata L oal iTe
EB 13 FE FF FF Eall <kernelil.createfilens
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Oword pir [bp-+]=LCOLTFOAS &L C:\yUSers | TEUSEr\\ADPOATAY L LOCAT ", TEmE LB, L J=001B6C30 L Ci\ \USErs ) TEUSEr | ADEDALE| \LOCAT , TERph B T

L TEXT: TEDIEREF Kerael3z.d11: $4EREF #4EBEF

The shellcode uses CreateFile to the 8.t in the %TMP% folder
So now, we can return of the user code at the calling function.

Press enter or click to view image in full size

£5 04 00 00 0O call eqnedtsz. S1E5EE
S0 pop_ebp
T2 3z 00 - [ T — D

After a step into, we enter in the shellcode, the address space has changed:

Press enter or click to view image in full size
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Shellcode of the exploit
After CreateFile, GetFileSize is called to have the size of the file
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1000 eedTlii. 4130y
2oy eax,dword prr ss:fess- o)
et

a1l AT ITd
fik o
e=g word pir d::iu-\:-! WFFER |rax-5:GetFilesize
byt H i !: 1] L GetFiles
L 5 [eax-5] . eax-5ogetFilesize
i tyTe prr o 1:t SIaETF1Tes
& pIr ds| [sax-5 1 AN IGeTF1TeS 12
e emhesin & -
sub e, %
Jemp eax
Sav edi,cai
gush
oy sbay aip

Get the size of the file
After is Virtualloc, and it create a memory page at 1FD0000 (eax value)
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i
;-p word o dsi [ean-1], FFEE -5 1wirTualalloc
£ BgnedTaE. 4

£8p ByTe pir dst[eaw-s],ts SaN-5IVIFTLElAT 1o
1 egtedtl. S10R0E

e

rtsahal loc

VirtualAlloc memory page to load 8.t

Press enter or click to view image in full size

After virtualAlloc, the memory page is pointed by EAX
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Address

01FDOO0D
01FDOO10
01FDO020
01FDOO30
01FDOO040
0O1FDOOS0D
01FDOOGED
O1FDOOT0D
D1FDOOS0
01FDOO0S0
01FDO0AD
01FDOOBD
D1FDOOCD
01FDOODOD
01FDOOED
01FDOOFD
01FDO100
01FDO110
01FDO120

The page allocated

ReadFile is called:

Press enter or click to view image in full size

Readfile 8.t

€ e

TR

KB 04 00 00 90

LI 4d 0x
5$ F!

kl‘l B FE& E3
4 QB

And 8.t is loaded at 1FD0000:

5‘& BB

ean Mﬂ.ﬂl F2.1E5EE

gﬂ'

5],F

FER

$],E9
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ean-5ReadEt e
eax-LrReadFile

Ehx=5iRERAFT g

Q1FDO000
01FDO010
OLFDO0O20
QLFDOD30
01FDO040
0iFDO0S0
01FDO0DED
Q1FDOO7O0
QLFDOOB0
01FDO0S0
OLFDO0OAD
Q1FDODED
01FDODCO
Q1FDO0DO
O1FDODED
Q1FDOOFD
QLFDOL00
01FD0110
QiFDO1Z20

F

&4 58 20 0F
0A BB A9 77
F& 4 78

3B
2D

cE
ts

SA
0o
Dz
F8
59
Ds

8.t in memory

0L ri) . AxT G, z%2
Gadh- D(U‘ 156
o%n . 0q. 5
Z#, ,a..‘f rnB q
ﬁqéblzail'..%vje
.8.LYA .D.C.f
k.0, B, .91, ﬂﬂe
. {G4I0s}a. .
El'l in. a&y
LY. ys;]anzovil
.m3vig..E. pu.2la

xsxﬂhm vid. AE . ua

I)ﬂp—J AI £..@A
i 5.

$x .i0, 'féul S)ﬁ

.. EnwEIoR. . »A. E.

m%

And the shellcode decrypts the 8.t file in memory at 0066C82A.

The loop of decryption is a xoring with different manipulations on the decryption key.

At the start of the decryption the key is set to 7BF48E63.

Press enter or click to view image in full size
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|| UUBELE2YE 35 L2 XOr eax,eax
> [ s 65 sz es e Moy eax, 76r 48E63
& | D0GECE2ZF 39 55 FC cmp dword per ss:febp-4], edx
e ————— ® (| 00BECE32 » TE 22 jie &8CB56
I ye | 006ECE34 64 07 push 7
1 ® (| 00BECE3E 5F pop edi
1l r--2e || O0EECERT 8B C8 MOV 8CK, 83X
1 || ooOBECE39 €1 E9 18 shr ecx,1B
[ ® | DOEECEEC 53 CB X0r ecx,eax
i || D0BECE3E €1 E9 03 shr ecx,3
HI e (| DOBECE41 33 C8 XOr ecx,eax
[ ® (| OOBECE4S3 03 Co add eax, eax
[ ® || DOGECA4E 83 E1 01 and ecx,1
(e ® (| O0BECE4E 0B C1 or eax,ecx
[ ®( O0DEECEIA 4F dec edi
| | \----#| DOBBCSSE| ~ 75 EA jne 6BCB37
[ || 0OBECE4D 30 04 1A xor byte ptr ds:[edx-ebx],al
1 ® (| 00BECE50 42 ine edx
iy e 006ECE51 3B 55 FC cmp edx,dword prr ss:[febp-4]
1lemmeee ®| 0068CE54| =~ T7C DE i1 esCE34
——————— >e | 00GECE56 BB 55 FC mov edx,dword ptr ss:[febp-4]

Decryption loop
And the xor is made after key manipulation.

Press enter or click to view image in full size

B85 63 8E F4 7B MmOy &ax, TEF45E63

39 55 FC cmp dword prr 55:[ebp-4f, eax
+ TE 22 jla €eC856

[ push 7

EF pop edi

8B CB mov 8Ccx,sax

€1 E9 1B shr ecx,1B

33 CB XKOr €cx,sax

<1 E9 03 shr ecx,3

2z £8 XOr &CX, B3N

a3 €o add eax,aax

83 E1 01 and ecx,1

0B €1 or eax,ecx

4F dec ed1
~ 75 EA jne 66CE37

30 04 14 ¥or byte ptr ds:ledxrebx],al

Set the decryption key in EAX
If we check the destination of the result of the xoring (here edx + ebx), we find 01FD0000 where 8.t is loaded.

After two step of the loop, we can see the magic number MZ set at the begin of memory section.

D1FDOOOD 401 5A 20 72 (3B 29 95 C3|D7 ED AF CF |06 SA AA 32 EZPF;].Ax1f§.Z‘2
O1FDO0O10|F5 AB F3 D2|2D DO 28 55|B3 83 ED BE|36 00 2A 05| ceob-B(U*.i%6.*.

MZ magic number

At the end of the decryption loop, we have a PE in memory at 01FD0000.

the file 8.t has been decrypted.

01FD0O000 &N 5A 20 00|03 00 00 00|04 OO0 OO0 OO|FF FF 00 OO0 |MZ......u.. ¥¥W. .

01FDOO10 | ES OO OO OO)|00 OO OO0 00|40 OO OO OD|OQO OO OO0 OO  ....... g oooaic
01FDOO20 | 00 OO OO OO |00 OO OO OO|00 OO0 OO OO|0D OO0 O0 OO0 ...ceeernnnnnnns
01FDOO30 | 00 OO OO OO0 00 OO OO0 OO0(00 OO OO OD(FO OD OD OO .....c.c00euas i
01FDOO40 | OE 1F BA OE|OQD B4 09 CD(21 BS 01 4C |CD 21 54 &8 e, . .1t _.LITh

01FDOOS0| 69 73 20 70|72 6F &7 72|61 6D 20 63|61 6E &E &F|is program canno
01FDO0OG0D| 74 20 &2 65|20 72 75 GE|20 69 GE 20|44 4F 53 20|t be rum in DOS
01FDOO70| 6D &F G4 65 (2E OD OD OA|24 OO0 OO0 00|00 OO0 00 OO|mode....%.......
01FDOO80O|DS 40 OC 9B(91 21 62 C8(91 21 62 C8|91 21 &2 C8|0@...!'bE. 'bE. 'bE
01FDO090 | FE 57 FC C8(83 21 62 CB|FE 57 C8 C8|(D4 21 &2 CB| pwiE. !'bDEpWEED 1 DE
01FDO0OAD | 98 59 E1 C8(97 21 62 CB|98 59 F7 C8|90 21 62 C8|.YAaE.!bE.Y=E.!bE
01FDOOBO| FE 57 €9 CB|8BC 21 62 CB|98 59 F1 CB|96 21 &2 CB|pwEE. !bE.YRAE. !bE
01FDOOCO| 91 21 &3 CB|(CB 21 62 CB|FE 57 CD C8(93 21 &2 C8|.!cEE!bEpwWIE. 'bE
01FDOODO| FE 57 F8 C8(20 21 62 CB|FE 57 FF C8|90 21 &2 CB8|pweE. !bDEpWVE. ' bE
01FDOOEDQ|52 69 62 68|91 21 62 C8|00 00 00 00|00 OO0 00 OO|Rich.!bE........
01FDOOFO |50 45 00 O0(4C 01 O5 00|51 2E C3 SA|00 OO0 00 OO|PE..L...Q.AZ....
01FD0100| 00 00 OO0 OC|(EC OO0 02 O1L|0B O1 OA 00|00 9C 00 00| ... eB@evrrrrrnnas
01FD0110| 00 8C 03 00|00 00 OO0 OO|AB 4D 00 00|00 10 00 00| ........ M. .....
o1Fpo1zol oo BO 00 o0loo 0O 40 OOlo0 10 00 O0loO 02 OO OOl .c....@.........

8.t fully decrypted

Then, the shellcode uses the Virtual Alloc and create a memory page at 02070000.
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And the new PE at 01FDO000O is copied at this address.

Press enter or click to view image in full size

Pypump 1 | @4 Dump 2 | Y Dump 3 | U4y Dump 4 | §44 Dump 5 | & watch 1 | lx=] Locals | ?Struct|

Address | Hex ASCIT

02070000 | 4D 5A 90 00|03 00 00 00|04 OO OO OO|FF FF OO0 OO|MZ.......... V¥, .
02070010|E8 00 00 OO(00 OO OO0 00|40 OO0 00 00|00 0D OO0 00| ,.c.e... EdGE o
02070020(00 00 OO OO|(0OO0 OO OO OO(00D OO0 OD OO|00 OO0 OO0 O0| v e ee e nnnennnns
02070030|00 00 00 OO(00 OO0 OO0 00|00 OO0 00 OO(FO 0D OO0 00| cceeeeeanns- B.

02070040|0E 1F BA OE(00 B4 09 CD|21 B8 01 4C|CD 21 54 &8(..°.. .1I! .LIiTh
0207005069 73 20 70|72 6F 67 72|61 60 20 63|61 6E 6E &F|is program canno
0207006074 20 62 65|20 72 75 GE|20 69 GE 20|44 4F 53 20|t be run in DDS
D2070070| 6D 6F 64 65(2E OD 0D OA|24 00 0D 00|0D 0O 00 0O|mode....$5.......
02070080|D5 40 OC 9B(91 21 62 CB|91 21 62 C8|91 21 62 C8|0@...!bE. IbE. IbE
02070090 |FE 57 FC CEB|B2 21 &2 CB|FE 57 CB CE|D4 21 &2 CB|pwiE. 'bEpWEED !'bE
020700A0 |98 59 E1 CB|97 21 &2 CB|98 59 FF C8|90 21 &2 C8|.vakE.'bE.v=E.'!bE
020700B0|FE 57 C9 CB|8C 21 &2 CB|98 59 F1 C8|96 21 62 CB|pwEE. !|bE.VRE. |bE
020700C0|91 21 63 CB|CB 21 &2 CB|FE 57 (D C8|93 21 62 CB|.!cEE!bEpwiE. 1bE
020700D0|FE 57 F8 CB|90 21 &2 CB|FE 57 FF C8|90 21 62 C8|pweE. |bEpwyE. |bE
D20700E0|52 69 63 68|91 21 62 CB8|00D 00 0D 00|00 0O 00 0O|Rich.!bE........
020700F0|50 45 00 00D(4C 01 05 00|51 2E C3 SA|00 00 00 OD|PE..L...Q.AZ.
02070100|00 00 00 OD|EO 00 02 01|0B 01 OA 00|00 9C 00 00| ....:
02070110|00 8C 03 00|00 0D 00 O0|AB 4D 00 00|00 10 00 00| .....u.. i i
02070120/ 00 BO 00 00/00 0D 40 00(0D 10 0D 00/0D 02 00 0O/ .". .. Bivevunrnn

the PE decrypted is copied in the new memory page
After GetModuleFileNameA is called to have the path of EQNEDT32.exe

And EQNEDT32.exe is forked in suspend status by a CreateProcess and the shellcode overwrite it by the PE at
the address 02070000

Press enter or click to view image in full size

[=1 [0 T svehost exe 0.22 28968 K 6524 K 560 Host Process for Windows 5... Microsoft Comoration
=] ﬂﬁ&hg.exe 649 50160 K 68428 K 1508 x64dbg
£ jg EQNEDT32EXE | <0.01 3.220K 7188 K 3556 Microsoft Equation Editor Design Science, Inc.
& Swp. 26K o0 GO e Deso S e
] MewProcessWate...| 0.13 E16 K 2184 K 3652

Fork of EQNEDT32.exe

Press enter or click to view image in full size

i e 8D 45 08 Tea eax,dword ptr ss:ffebp+s]

b . 50 push eax

b o 53 push ebx

' I s FF 75 10 push dword ptr ss5:[ebp+10]

Pl - FF 75 0OC push dword ptr ss:febp+C]

P ™ 57 push edi

———>e FF 15 BC 33 57 7& call dwo:d ptr ds:_[-:&Etwr-iterirtuamemry:-]

Overwritting of EQNEDT32.exe

oooo0170
J01ZEDS 4 || 00400000 eqnedt3 2. 00400000
O01ZEDSE || 02070000
0012EDSC || 00047000
001ZEDSD || 0O12EDED

Stack used by NTWriteVirtualMemory

And the shellcode does a ResumeThread to launch the new PE.
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So, We’ve found all API Calls in the object ole at the beginning and we have a runPE to launch the new
EQNEDT32.exe overwritten.

Analysing the fork of EQNEDT32.exe

We know that this process has to create on disk two files following the Joe SandBox Analysis:

e A dll named RasTls.dll

e A executable file named dascgosrky.exe

If we dump EQNEDT32.exe and we put in IDA, we found quickly the function that drops the files on disk
(sub_00401150) renamed dropFiles.

Press enter or click to view image in full size

i
=
pash oax i hTe=plateFile
pash Boh ¢ dwTlagsindAtteibutes
psh 2 ; dwCreationDispositics)
pash  eax ; lpdecurstyAtteibutes
pesh 3 ; dwihareode
40000085h ¢ duDesiredhccess
pash  ebx ¢ 1pFilekams
call  da:CroatelFilew
v esl, eax
= ani, h
jme shert los 401233
. J L .
T .
o= | =
push  eax |
loc_t01393;
= eak, |ebpinfusherOfiytesTedrite]
mow eon, [ebptlp@arier]
pual 8 Py £ 1a;
lea edn, [ebpéHusberCiBycesHritien]
push  sdx i Ip=baTOfRySesWTittan)
push  eax : miusberOPlytesTelEIte
push Lot i ApBucier
at  eal ; Hfile
call deiWriteFile
pusn st i Bibject
(T eax, @
3z shoxt log_401303
=
call  am;CioseRandle
" =X, |ebpivaz_4]
xor wax, ebp
=av max, 1
P sl
call ub,_408383
s wdp, €bp
pop b
)
DropFiles sndp

DropFiles Fucntion
And at the start of this functions, we have a loop with a xor.

Press enter or click to view image in full size
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[Re—_— e p I

j=z short loc_40123C

loc_401228:
cmp ecx, 36h
jnz short decode

mov dl, byte ptr [ebptecx*2+var_70]
Xor [esit+eax], 4l

ine eax

inc acx

cmp eax, edi

ik short loc_401228

|

Second loop of decryption
And just after we have a call of the decompression function.

Press enter or click to view image in full size

L ]
M
loc_40123C:
push SEE00Oh
mav [ebp+niumberOfBytesToWrite], 3EE0OOh
call sub_40433D
add esp, 4
push edi
push esi
lea ecx, [ebpinNumberOfBytesToWrite]
push ecx
push eax
mowv [ebp+lpBuffer], eax
call decompress
test eax, eax
jnz short loc_401288

T T

Decompression function used zlib

The function dropFiles is called twice by the sub_4012D0.
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A A

‘3

ull s =

loc 40158A:

mowv ebx, dword 443444

mov edi, 23332h

mowv ecx, offset unk_411BCO
call DropFiles

mow ebx, lpWideCharStr
Mo edi, O0DSC4h

mowv ecx, offset unk_434EF8
call DropFiles

push OFDEEh ; dwMilliseconds
call ds:Sleep

mov esi, lpWideCharStr
test esi, esi

j= short loc_401606

Drop the dll and the executable

If we check the call graph, DropFiles is called only by the function sub_4012DO0.

start

sub_401020

sub_40172D0

Functions using DropFiles function
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So we set a breakpoint on CreateFile because at each execution, EQNEDT32.exe starts by CreateFile

onstaticcache.dat.

Press enter or click to view image in full size

BO FF [ e edd [crearerites

55 |eash ez

[T B EDD,ESD

51 pash ec

51 fush Eox

FE 75 08 push deded pre ssifebes) [eBprE] L L EE W Aons ) \FONLSY\ STAL T CCRCRE . JAT
D 45 FE Tea ean,dword por ssifeng- o

50 push exs SR LC L W 0w\ FONTSY | STATT Coae e, gt

PP OIS 22 9% Of Tt |EEND Sword pTe 05! [SAATNINTTUN CAIRSTEAERS]

85 co TEST Ebw, EEx SBALLTE LY YR A, | FOTESY S STAT CORENE, 24T
- OF B 00 D& 01 40 11 kermeli2. Ti0epicE

F 75 B ush dword prr ssifeboec)
4t PE Tea eax, dword por S31feng-
50 pash eax SR L7y W P FONTSY | STATT Coache. gt
EB 34 00 05 0O CEN] kernelll. TOREAOT
85 o TEST ERW,EEX

= OF # 93 8% 01 60 jre kerrel kD FiD o1

. FF TLBA reesh fwned orr corBehnssAl

BN LE LYW P0wS L PO S STATT COAENE, SaT

Breakpoint to createfile
And we return at the user code to set a new breakpoint to check the static analysis.
So we set a breakpoint at 0040159A when DropFiles is called.

Press enter or click to view image in full size

Froou
BB D &2 Ta 4 80 b1 L1 s £, TEUS R\ ARDB TS\ ko ngh, Wi crosofs
BF

By S0 10 43 o
EB B FR PR E

Breakpoint to the first call of DropFiles
And now we can analyse the second loop of decryption.
The first step is the initialization of the decryption function.

Press enter or click to view image in full size

=
ﬁ inci

- ) T
1 [ Bov £0D,E50

£ e Sl £50,°C
AL TE 10 41 60 mov eax dword pir dsi [922078]

SSEE
A

1
544+ 111
ge28y
3388
24382
33838

aanaanop

i
i

alessrersssl

S".‘SRS‘:JQ.K
gszEagas:

RaT
L2228
EEZ2E3E 222882388

2 u-;w%
EEEEEEEEE8EEE

s
=t

S U L O
SbLbEb L EE L L L

EE

2
=
2

sabassssssasrrnne

b1
g
E:

pz
k

Set for the second loop encryption

And after we find the xor and store the result in esi+eax.

@) 00401224 85 FF test edi,edl
r 00401226 « 74 14 je eqnedt3z.40123C
i 00401228 83 F9 26 cmp ecx, 26
0 0040122B v 75 02 jne egnedt32.40122F
f 004012 2D 33 C9 XOr eCx,ecx
! 0040122F EA 54 4D 20 mov dl,byte ptr ss:[febptecx=2-70]
! 00401233 30 14 06 xor byte ptr ds:[esi+eax],dl
1 00401236 40 inc eax
i 00401237 41 inc ecx
g 401238 3B C7 cmp =ax,edi
i 00401234 = T2 EC jb eqnedt32.401228
Decryption loop

In the first step of the decryption loop, the result is written to 411BCO in the address space of EQNEDT32.exe.
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00411BCO| 7C 90 ES 7FA|08 55 57 D2|D2 FA 98 1F|0A 3D 3A AA| |.az.uwbdd...=:
43 51 1B 59

00411BD0O| BE &0 Al BF |4F &1 E7 Bl

Before the decryption

4D 07 B7 47|. i.03¢.CQ.YM, -G

After tree loops, we obtains the header of zlib compressed object.

00411BC0O| 78 9C EC TA|08 55 57 D2|D2 FA 98 1F |04 3D 34 AA|x.iz.umbOd...=
432 51 1B 59

00411BDO| BE &0 Al BF |4F &1 EF B1

After the decryption

B

4D 07 B7 47|. i.03C.CQ.YM,

And at the memory page 021E0000, a PE is decompressed.

YDump1 | Wyoump2 | Wyoump3 | Y4pump4 | Youmps | @ watch 1

l=llocals | ' Struct |

Address | Hex

ASCTIT

021E0000
021E0010
021E0020
021E0030
021E0040
021E0Q050
021E0060
0Z1EDO7OD
021EQ00B0D
021E0030
0Z1E00AD
021EQ00BD
021E00CO
021E00DOD
021EQOED
021E00FOD
0Z1E0100
021E0110
0Z1F0 20

Page memory allocated to store the dll

Press enter or click to view image in full size

P —— ~
cﬂao::qn! B3
00401250 &7
0040125 g€
00401325

[]+]

|

A N R R T

00401264
Q0401263
00401268
00401260
Q0401 26E |
Q0401273 |
Q0401274
DO40127A |
0040127C |
DO40127F) ~

Q0 00

00 00
13 0C B0 30 00
Fo

FE FF

18

1
Tea ecx,dword
push ecx
push ean
Moy dword pTr
£all eqnedtsz.
TesT emy
ne
00401263 50 pusl

B T

s
ptr s5:Hebp-740

55
401
§ BEX
£Qnedt3z. 401268
£ax
ED

Betp-75l, eax
E30

2

EaX

2

40000000

ebx

dword ptr ds: [<@Createrilen>]

mov e51,eax

cmp €51 ,FFFFFFFF
jné egnedt3z. 401239
e e

o

eax=0

-TEXTI0040125F eqnedr2. exae: S125F #125F

| S5 Dump 1 | G4 Dump 2 [ L5 Dump 3 ] Woump4 | wpumss | B0 watchi | ==l Locals ] # st |
Address | Hex
021E0000 |AQ 00 _BC 00 00 00 00 00|00
021E0010 |00 FO 3E 00|00 FO 3E OO|6F 15 F1 OF |00
021E0020 | 4 0% 00 00 00|04 OD 00 OO|FF
021EQ0030| B8 00 OO0 00|00 OO OO0 00|40 00 OO0 OO0)O00
D21E0040 |00 00 OO0 00|00 OO0 00 00|00 00 00 00|00
021E0050 |00 OO0 OO0 00|00 00 00 00|00 00 00 OO0|DE
021EQ060 | 0OE 1F BA OE |00 B4 09 CD |21 BB 01 4C|CD . +LI'Th
021E0070| 69 73 20 70|72 6F 67 72|61 60 20 63|61 6E 6E 6F|is program canno
021E0080 |74 20 62 65|20 72 75 €E|20 69 6E 20|44 4F 53 20|T be run in DOS
021EQ0030 |60 &F 64 65 |2E OD 0D Q424 OO0 00 00|00 00 OO0 OO0 mode....%
21E00AQ | 70 CA B2 5F (34 AB DC OC |34 AB DC OC| 24 AB DC OC|pE*_dwl. dal. 4x
021EQ0BO |58 DD 77 OC |21 AB DL OC |52 DD 42 OC |34 AB DC OC E?\\ tall. [¥B. 2all.
EQOCO| 5B DD 76 OC |76 AB DC OC|3D D3 4F OC|31 AZ DC OC| [¥v.vel.=00. l«l.
EQODO| 34 AB DD OC |67 AB D OC|(55 DD 73 OC|36 AZ DC OC|de¥.gel. [Vs. 6ull.
021EODEQ |58 DD 41 OC |35 AB D¢ OC|52 65 €3 65|34 AB DC OC| [VA.S«U.Richduil.
021E00FQ| 00 00 00 0000 00 00 00(50 45 00 00|4C 01 Q5 OOf........PE..L...
021E0100|AC 21 C2 5A|00 00 00 00/00 00 00 Q0|EQ 00 02 21 ..t
021E0110| 0B 01 OA 00|00 50 00 00|00 46 02 00|00 00 00 0Of ..
NO21E0120(FA 13 00 00100 10 00 00100 &0 00 00100 00 00 1014

After decompression

And after the file is created with the following path:

L”C:\\Users\\I[EUser\\AppData\\Roaming\\Microsoft\Windows\\Network Shortcuts\\RasTls.dll”
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Stored by ebx.
DropFiles is called a twice to decrypt and decompress the executable file.
The offset where store the file is 00434EF8 and the pe decompressed is stored at 025D0020

Press enter or click to view image in full size

.|| UUSUL LA W 4D RS Wh Y U U Y UNUI_'I.I LT 53 guEup =S, « UJus
|| 00401224 85 FF test edi,edi
e e[ 00401226 ~ T4 14 je egqnedt32. 40123C
i 00401228 83 F9 36 Cmp ecx,26
i) r-=--e[ 00402228 +~ 75 02 jne eqnedt3z.40122F
e 00401220 33 C9 XOr ecx,ecx
1l 0040122F SA 54 4D 20 mov d1,byvte ptr ss:febp+ecx=2-70[
P 00401233 20 14 08 xor byte ptr ds:[esi+eax],dl
1 00401236 40 inc eax
i 00401237 41 ing ecx
1 -H 00401238 2B C7 cmp eax,edi
il 0040123A| =~ 72 EC jb egqnedt32. 401228
5, . &8 00 EO 3E 00 push 3EECQ0OQ
e[ 00401241 C7 45 8C 00 EO 3E 00|mov dword ptr 5s5:lfebp-74ll,3EE000
e[ 00401248 E& 50 37 00 00 €all egnedr32. 404930
e oo40124D 83 C4 04 add esp,4
e 00401250 7 push edi
e 00401251 & push esi
®| 00401252 8D 4D 8C Tea ecx,dword ptr ss:[[ebp-74)
o[ 00401255 E3 push ecx
| 004012356 Ed push eax
| 00401257 3 45 BB mov dword ptr ss:|[febp-7&],eax
. EE D1 08 00 00 €311 eqnedtiz.401EZ0
L] 85 CO test eax,eax
jmmm—m e (00401261 ~ 75 2C jne eqnedt32. 401288
| e[ oo401263 Eo push eax
[ e8| 00401264 68 80 00 00 00 push 80
! e[ 00401289 GA 02 push 2
i e[ oos01268 £0 push eax
! & | 00401286C GA 02 push 2
I e[ 0040126E &8 00 00 00 40 push 40000000
| ® 00401273 £3 push ebx
! o[ 00401274 FF 15 OC BO 40 00 €81l dword ptr ds: [<&Createrilews]
; » 00401274 8B FO mov esi,eax
! e[ 0040127C 83 FE FF cmp esi,FFFFFFFF
' e[ 0040127F| ~ 75 18 jne eqnedt32. 401299
i @) 00401281 ca push eax
: ™ EaTa T N e X e ¥ Lt I T N e T ST o S T} mEmTY i ] e e s T aae T e mt bmm slT m. T
i < | 1
i
esi=eqnedt32.00434EFE
eax=0

LTeXTi0040127A eqnaedi3z. exe: $127A F127A

@Woump 1 | @yoump2 | @hoump3 | @uoumpd | eeoumps | B wathi | iellocals | P st |

Address | Hex

025D0000 [AD 00 85 00[00 00 JE 02[00 00 OO OO
02500010 (00 FO 3E 00|00 FO 3E OC|&F 15 Fi OF
02500020 (40 Sa 90 00|03 00 00 Q0|04 00 00 00
025D0030(E8 00 00 00|00 00 00 00|40 00 OO OO0
02500040 (00 00 00 00|00 00 OO0 OC|00 OO OO 0O
02500050 (00 00 00 00|00 00 00 Q0|00 00 00 00|FQ 00 00 00| ..uursusress D i
025D0060 | 0F 1F BA OE |00 B4 09 €D |21 BS 01 4C|CD 21 54 &8|..%.. .%1! .LfiTh
02500070 (62 73 20 70|72 6F &7 72|61 60 20 63|61 6E GE &F |15 program canno
02500080 (74 20 €2 65|20 72 76 6E|20 6% 6E 20|44 4F 52 20|t be run in DOS
025D0090 | 60 &6F 64 65|2E 0D OD OA|24 00 00 00|00 OO 00 OO0 |mode....%5.......
025DO0A0 | 2E EA F5 39|64 8B 9B GA|GA 8B 9B GA|GA 8B 9B 6A|.809j..33..33..7
02500080 | 40 40 E6 GA|7A 88 9E GA |40 40 F5 64|4F 8B 9B 6A|MMEiZ..jMMBI0..3
025D00CO | 4D 4D F6 6A|OF 8B 9B 6A|4D 4D EO 6A|63 8B 9B A Mmoi iMMch..]

]

]

02500000 | 64 BB 9A GA|FO 8B SB 6A|4D 4D EA GA|GE 8B 9B 6A| j..JB..JMME]Jn..J
025D0O0EQ| 4D 4D E7 GA|GE BB 9B 6A|4D 4D E3 GA|GE BE 9B 6A|MMEIK..JMMAJK..]
025D00F0 |52 &9 63 68|6A 88 5B €A |00 00 00 00|00 00 00 OO0 Rﬁchj..ﬂ
0250010000 OO 00 Q0|00 OO0 OO OO (00 OO OO OO|00 0D 00 00| ...0..uw
02500110 (50 45 00 00(4C 01 O4 00 |DD 86 86 49|00 00 OO O0O0|PE..L...
Q25D0120100 00 00 OOIED 0D O3 QIO O1 OB QOI00 CO OO0 OO a

Decryption of the executable dascgosrky.exe

And the path of the new file is : ebx=005DA228
L”C:\\Users\[EUser\\AppData\\Roaming\\Microsoft\Windows\\Network Shortcuts\\dascgosrky.exe”

So we have two files in networks shortcuts of Windows.

Press enter or click to view image in full size
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# Metwork Location (2)

. dasegosthy.exe .
| Symantee 8021x Supplicant 5 | RasTis.dn
-

Symantec Corperation

Files drops on disk
dll hijacking

Dascgosrky.exe is a legit and trusted software develop by Symantec.

¥ dascgosrky.exe Properties @
Securty | Details | Previous \ersions |
General | Compatibility | Diigital Signatures
Signature list
Mame of signer: Digest algorthm Timestamp
Symantec Corporation shal Sunday, February
F| ] | 3
Details
[ ok ][ Cancel ][ Aoply

To load the library RasTls.dll, the executable calls LoadLibrary and GetProcaddress in sub_401940 to execute the

malicious functions

Page 18 of 23



https://medium.com /@Sebdraven/malicious-document-targets-vietnamese-officials-acb3b9d8b80a?

Buffer= word ptr -414h
LibFileName= word ptr -20Ch
war_ 4= dwerd ptr -4

sub esp, 414h

mov eax, _  sscurity_ coockie
mOE eax, esp

me [esp+dldhdvar_4], eax

push ebx

push edi

pash 104h ; ufize
laa eax, [esp+d20h+Buffer]
pash aaK ; lpBuffer
EOE ebx, ebx

call ds: GetWindowsDirectoryW
mev wdi, de:loadLibraryW

push offset LibFileName RasTls.dll"
e=all edl ;| LoadLibraryW

cmp eax, ebx

mov [esi+d], eax

jnz shert loc_401%B1

Y

ol [

push offset LibFileaMams : “RasTls.dll"
laa acx, [eap+d20h+Buffer]

push BCX

push offset aSBystem32B : "is)\system32)\\is"
lea edx, [esp+i4ZBh+LibFileName]

push 104h

push edx

call sub_403361

add esp, l4h

lea cax, [esp+4lCh+LibFileName]

push sax ; lpLibFileName
call wdi ;| LoadLibraryW

cmp eax, abx

mow [esi+d], eax

jz shert loc_401AlB

|
LK ]

e

los_4019B1:

mow ecx, [esit+d]

Mo edl, ds:GetProchAddress

push offset ProcHame ; "RasEapGetInfo"
push ecx ; hModule

eall adi ;| GetProchddrass

emp eax, ebx

mow [esi+0Ch], =ax

j=z short loc_401Al1B

|‘|
1 =
mev edx, [esi+d]

push offset aRaseapfreememc "RasEapf resMdamory”
push edx i hModule

call edi ;| GetFrocAddress

emp eax, abx

mow [esi+14n], eax

jz short loc_401A1B

Dascgosrky.exe loading the malicious
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e
Attributes: bp-based frame
sub_S3EE1%F0 proc near
Dat= byte ptr -20Ch
var_4= dword ptr —4
push ebp
mov ebp, esp
sub esp, 20Ch
mov eax, __ security_cookie
xor eax, ebp
mov [ebptvar_4], e=ax
push esi
push edi
push 208h i Size
lea eax, [ebp+Dst]
push a ; Val
push eax ; Det
mov esl, eox
call memset
add esp, 0OCh
lea eax, [ebp+Dst]
push 104h ; ulize
push eax ; lpBuffar
call ds:GetSystemDirectoryW
push 0Ch ; MaxCount
push offset aRastlsDll ; "‘\‘\rastls.dll
lea eax, [ebp+Dst])
push 104n ; SizelnWords
push EAX ; Dst
call ds wcsncat_s
add esp, 10h
laa eax, [ebp+Dst])
push eax ; lpLibFilaNams
call ds:LoadLibraryW
mov [esi+d], eax
test eax, eax
jz shert loc_63EELABC
7
e
mov edi, ds:GetProchddress
push offeet aRaseapgetinfo "RasEapGetInfo”
push =ax ; hModule
call edi ;| GetProchddress
mow [e=si40Ch]), eax
tast eax, eax
jz short loc_€3EE1ARC
I‘ 1
=
push offset aRasesapfresmemc ;| "HasEapFresMemory”
pash dword ptr [esitd] ; hModule
call adl ; GetProcAddress
mov [esi+ldh], eax
The original file

If we check the exports in IDA, we just have a dllentrypoint. The dll is executed like this.

We’ll analyse the RAT in the second Part.

Infrastructure of Attackers

The domain contacted is wouderfulu.impresstravel.ga and this domain resolved on 192.99.181.14.

Press enter or click to view image in full size
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D

192.98.181.14

20L8-03-27

3 ¢ . I i
P Y

2N \
o ( ®
coco.sodexoa. com. wcuderfulu.mpresszrével,ga

\_.__, -
Domain wouderfulu.impresstravel.ga

This IP has differents domains found with PassiveTotal and theses domains is recorded in the IP 176.223.165.122.

Many domain names is used for Viethameses people.
Press enter or click to view image in full size
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Expansion of domains

There are two domains really interesting:

Halong.dulichculao.com is already used in the campaign targeting Vietnameses organizations.

https://www.fortinet.com/blog/threat-research/rehashed-rat-used-in-apt-campaign-against-vietnamese-

organizations.html
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https://medium.com /@Sebdraven/malicious-document-targets-vietnamese-officials-acb3b9d8b80a?

For Fortinet is the Chinese hacking group 1937CN.

If we compare the TTPs, it’s really similar. They used RTFs to make the intrusion and dll hijacking to load the real
payload.

And the name of domains are really similar between the campaings.
The second one is:

Cat.toonganuh.com is a subdomain of tooganuh.com recorded by florence1972@scryptmail.com
Conclusion

The Chinese hacking group 1937CN continues to target Vietnam officials with the same TTPs with a refreshing on
the tools used. The toolset used by this group to create RTF malicious document has the same properpy of the
SideWinder.

I want to thank my buddies on “Zone de Confort”. It’s with this dreamteam, I can finalize correctly this analyses.

In the second part, we analyze the RAT using in this campaign. Or if another reverse can make that, I’ll paid a
beer ;)

IOCs for the paper:

domains:
dn.dulichbiendao.org

gateway.vietbaotinmoi.com

web.thoitietvietnam.org
hn.dulichbiendao.org
halong.dulichculao.com
cat.toonganuh.com
new.sggpnews.com
dulichculao.com
coco.sodexoa.com.
thoitiet.malware-sinkhole.net
wouderfulu.impresstravel.ga
toonganuh.com

coco.sodexoa.com

IPs:
192.99.181.14
176.223.165.122

RTFs:

42162c495e835cdf28670661a53d47d12255d9¢c791c1c5653673b25fb587ffed
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8.t:
2c60d4312e4416745e56048ee35e694a79e1bc77e7e4d0b5811e64c84a72d2d7
PE:

f9ebf6aeb3f0fb0c29bd8f3d652476cd1fe8bd9a0c11cb15c43de33bbce0bf68 (exe)

9f5da7524817736cd85d87dae93fdbe478385baaclc0aa3102b6ad50d7e5e368 (dll)

Update:

The payload is PlugX. Thanks to Gabor Szappanos
https://twitter.com/GaborSzappanos/status/1024622354582908928

Update 10Cs:

597c0c6£397eefb06155abdf5aa%a7476c977c44ef8bd9575b01359€96273486 59.rtf
11£38b6a69978dad95c9b1479db9a8729ca57329855998bd41befc364657d654 RasTls.dll
f9ebf6aeb3f0fb0c29bd8f3d652476cd1fe8bd9a0c11cb15c43de33bbceObf68 RasTls.exe

b70069e1c8e829bfd7090ba3dfbf0e256fc7dfcefc6acatb3b53abcf2caa2253 b7.rtf
77361b1ca09d6857d68cea052a0bb857e03d776d3e1943897315a80a19f20fc2 spoolsver.exe
9fba998ab2c1b7fec39da9817b27768ba7892c0613c4be7c525989161981d2e2 vsodscpl.dil

9d239ddd4c925d14e00b5a95827e9191bfda7d59858f141f6f5dcc52329838f0 9d.rtf
087d8beeldb61273a7cd533d52b63265d3a8a8b897526d7849c48bcdbadb22ec RasTls.dll
f9ebf6aeb3f0fb0c29bd8f3d652476cd1fe8bd9a0c11cb15c43de33bbceObf68 RasTls.exe

332aa26d719a20f3a26b2b00a9ca5d2e090b33£5070b057f4950d4£f088201ab9 rtf
93aa353320a8e27923880401a4a0f3760374b4d17dcd709d351e612d589b969d vsodscpl.dll

77361b1ca09d6857d68cea052a0bb857e03d776d3e1943897315a80a19f20fc2 ScnCfg.exe

Source: https://medium.com/@Sebdraven/malicious-document-targets-vietnamese-officials-acb3b9d8b80a?
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