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Wireshark Tutorial: Examining Ursnif Infections

By Brad Duncan

Published: 2019-12-23 - Archived: 2026-04-05 17:37:07 UTC

Ursnif is banking malware sometimes referred to as Gozi or IFSB. The Ursnif family of malware has been active

for years, and current samples generate distinct traffic patterns.

This tutorial reviews packet captures (pcaps) of infection Ursnif traffic using Wireshark. Understanding these

traffic patterns can be critical for security professionals when detecting and investigating Ursnif infections.
This tutorial covers the following:

o Ursnif distribution methods
o Categories of Ursnif traffic

e Five examples of pcaps from Ursnif infections

Note: This tutorial assumes you have a basic knowledge of Wireshark, and it uses a customized column display
shown in this tutorial. You should also have experience with Wireshark display filters as described in this

additional tutorial.

Ursnif Distribution Methods

Ursnif can be distributed through web-based infection chains and malicious spam (malspam). In some cases,
Ursnif is a follow-up infection caused by different malware families like Hancitor, as reported in this recent

example.

We frequently find examples of Ursnif from malspam-based distribution campaigns, such as the example in Figure
1.
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Figure 1. Flowchart from one of the more common Ursnif distribution campaigns.

Categories of Ursnif Traffic

This tutorial covers two categories of Ursnif infection traffic:

» Ursnif without HTTPS post-infection traffic
o Ursnif with HTTPS post-infection traffic

Malware samples from either of these categories create the same type of artifacts on an infected Windows host.
For example, both types of Ursnif remain persistent on a Windows host by updating the Windows registry, such as

the example shown in Figure 2.
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@ Registry Editor ‘ = O D
File Edit View Favorites Help
| Printers || Name Type Data
. Software N "‘"](Default) REG SZ  (value not set)
b} Adobe \E\ P4){6FEDF42E-023C... REG BL.. ff 3acfb9 71 acd5 01
4. AppDatalow $%){ACAEDSF6-1B5... REG_BL. 53 14 e3 fc 85 ac d5 01
| 4" Software $#|aecadPnp REG_BIL.. 24 6b 65 6c 717577 74 3d 22 63 67 6a 6d 6a 67 70 22 3b ...
~ 4) Microsoft If ab] AppIPQEC REG.SZ Fgmélv=new ActiveXObject('WScript.Shell):Fgmé1v.Run('po..
bk 4AFBG {_Japssthq REG_SZ mshta "about:<hta:application> <script>moveTo(-898,-989);r...
bk Interne | /o ot REG_BL. 10270000 28 81 00 00 7f 2d f5 5f 37 fd 74 45 fb 1e e5 00 ...
~ 1. RepSer %] Client32 REG BL.. 24 3a 31 af fe 19 d2 5d d9 f9 72 Oc af d9 14 bb 3e ba b5 69...
g Classes 24 Cliente4 REG_BL. 24 3a 31 af fe 19 d2 5d d9 f9 72 Oc af d9 14 bb 3e ba b5 69..
:; __ : E‘\’l:gfﬂ 2] LastTask REG.Q.. Oxc03daa7f (3225266815)
> B Macomedia  |e #¥%|System REG_BIL.. 3356 3f09 33 3a 38 c4 9f 72 29 74 2c bd 81 d0
r; II‘ 5 ﬂr‘]TorCllent REG_BL.. 24 3a 31 af fe 19 d2 5d d9 9 72 Oc af d9 14 bb 3e ba b5 69...
Computer\HKEY_CURRENT_USER\Software\AppDatalow\Software\Microsoft\4AFBC80F-2132-0CA5-FB1E-E5005F32E934

Figure 2. Example of Windows registry updates caused by samples of Ursnif, either with or without HTTPS post-

infection traffic.
Example 1: Ursnif without HTTPS

The first pcap for this tutorial, Ursnif-traffic-example-1.pcap, is available here. The chain of events behind this

traffic was tweeted here. Example 1 has been stripped of all traffic not directly related to the Ursnif infection.

Open the pcap in Wireshark and filter on http.request as shown in Figure 3.

‘ Ursnif-traffic-example-1.pcap (SRRSO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am3Z® R aedel|EaqaaiE

[I|http.request [X] '] Expression... + basic | basic+ | basic+dns

Time Dst port Host Info =
2019-12-06 20:13:09 8.208.24.139 80 w8.wensa.at GET /apil/Gk5n2Z1f3uQNZRENzXY/BeR1PM_2
2019-12-06 20:13:10 8.208.24.139 80 8.208.24.139 GET /favicon.ico HTTP/1.1
2019-12-06 20:13:52 8.208.24.139 80 w8.wensa.at GET /apil/zbEzPMStRCazZ9_2/F3evXmoHdrCu
2019-12-06 20:13:53 8.208.24.139 80 8.208.24.139 GET /favicon.ico HTTP/1.1
2019-12-06 20:13:55 8.208.24.139 80 w8.wensa.at GET /apil/kKvyiA_2B_2BJs/yh70i1GH8Ye5A1
2019-12-06 20:14:03 8.208.24.139 80 api2.casus.at GET /jvassets/xI/t64.dat HTTP/1.1
2019-12-06 20:14:13 8.208.24.139 80 hl.wensa.at GET /apil/UuKEg2I0P1qjuUnyuTAck/95ed4kt
2019-12-06 20:14:14 8.208.24.139 80 hl.wensa.at POST /apil/ug78MmLblnoy2FXHqdHb/UVh2bk
2019-12-06 20:14:14 8.208.24.139 80 hl.wensa.at GET /apil/5iM7TwwYCPMkV9csODd/NPgCokz.
2019-12-06 20:14:17 8.208.24.139 80 hl.wensa.at GET /apil/hT94MTx39L1i/Nq7KAGIQNAY]jBV/¢&
2019-12-06 20:14:18 8.208.24.139 80 hl.wensa.at POST /apil/QIrpKXgnGrwnzmnWp5HKh/tBCNN
2019-12-06 20:19:14 8.208.24.139 80 hl.wensa.at POST /apil/17tWIZ_2B/4Lq_2Bnl_2Fs8gjn_
2019-12-06 20:19:14 8.208.24.139 80 hl.wensa.at POST /apil/XeqtPyhYWk/o0Jdp_2F2IzcfLzGt]
2019-12-06 20:24:13 8.208.24.139 80 hl.wensa.at GET /apil/tmUkcISEDuJ1n/HQ5izsPA/MgnAF
2019-12-06 20:24:14 8.208.24.139 80 hl.wensa.at POST /apil/8jtoAFvCdAmMZ/QKr3sSP7QMk/71
2019-12-06 20:24:14 8.208.24.139 80 hl.wensa.at POST /apil/z6rklzYLrAdXjwK/5Kp8_2BtgPk
2019-12-06 20:29:14 8.208.24.139 80 hl.wensa.at POST /apil/jCiqal9rHxGg1H2LNJI/eqlVyCeE
2019-12-06 20:29:15 8.208.24.139 80 hl.wensa.at POST /apil/86JKBEKHjI/m1lQVA4_2BBPewztc
2019-12-06 20:29:39 8.208.24.139 80 hl.wensa.at POST /apil/gxBOyS5dbM7T/sPCAITI8CZne3N/

, 2A19-12-AR 2A*R4:12 R 208 24 129 20 h1 wensa at GET /ani1 /wVA'rumnnnn/9f7rnnn7qk1‘1nm"1 b

O 7 Request: Boolean Packets: 1671 - Displayed: 25 (1.5%) Profile: Default

Figure 3. The pcap for example 1 filtered in Wireshark.
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In this example, the Ursnif-infected host generates post-infection traffic to 8.208.24[.]139 using various domain

names ending with .at. This category of Ursnif causes the following traffic:

e HTTP GET requests caused by the initial Ursnif binary
e HTTP GET request for follow-up data, with the URL ending in .dat
e HTTP GET and POST requests after Ursnif is persistent in the Windows registry

The following HTTP data is used during the traffic in our first example:

e Domain for initial GET requests: w8.wensa[.]at
e Request for follow-up data: hxxp://api2.casys|.]at/jvassets/xI/t64.dat

e Domain for GET and POST requests after Ursnif is persistent: h1.wensal.]at

Follow the TCP stream for the very first HTTP GET request at 20:13:09 UTC. The TCP stream window shows the
full URL. Note how the GET request starts with /apil/ and is followed by a long string of alpha-numeric
characters with backslashes and underscores. Figure 4 highlights the GET request.

‘ Wireshark - Follow TCP Stream (tcp.stream eq 1) - Ursnif-traffic-example-1.pcap e Bl es

GET /apil/Gk5n2Z1f3uQNZRENzxY/BeR1PM_2Fby0Tq4aK_2FIp/Dcf3zrouz613w/_2Fhqlzs/
yoxosmdDTxp9DTf8gT15FbeP/0sS35tjtdS/pG4Ea®Dugz9Ebe3MH/y5mCObRgxZqo/TWI3ZuQuvgj/
JTT_2BCNRV147G/Sn40iLXUssnrQlchlAIfy/fVs5UZordH_2F4JX/VHN3vIOrJEXrQciq/FioGSOAVDEVWSPDBSW/
hdabx0oBP/aFTak3JuzQkyahGQ2Dmé6/G6TFPHEKe56BRc_OA_0/D1H57FB2I6Y_2FZRwilG8N/C4nUcv3 HTTP/1.1
AcCcept: text/ntml, application/xhtml+xml, *77

Host: w8.wensa.at

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident§7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Connection: Keep-Alive GET request after /api1/ has
HTTP/1.1 200 OK a long string of alpha-numeric

Server: nginx

Date: Fri, 06 Dec 2019 20:13:10 GMT Characters Wlth baCkSIaSheS

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked (j (j

Connection: close an un erscores
Vary: Accept-Encoding

Strict-Transport-Security: max-age=63072000; includeSubdomains

X-Content-Type-Options: nosniff

Content-Encoding: gzip

200a
............ E..P.....k1..;;..9........h..8Z7W.mo..E\'BI........NF+.g.
R Y. pM...f...ce..... m?.x..%d.d.gLk..H?...].)"....s.jx.w...J..
XV ... n.\ ¥4
1 client pkt, 142 server pkts, 1 turn.
Entire conversation (200 kB) v Show and save data as ASCII ~ Stream |1 1:
Find: Find Next
$ZHelp Filter Out This Stream Print Save as... Back XClose

Figure 4. Example of an HTTP GET request caused by our first Ursnif example.

We can find the same pattern from Ursnif activity caused by a Hancitor infection on December 10,2019. The pcap
is available here. Mixed with the other malware activity, this December 10th example contains the following

indicators for Ursnif:
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e Domain for initial GET requests: foo.fulldin[.]at
o Request for follow-up data: hxxp://one.ahah100[.]at/jvassets/o1/s64.dat
e Domain for GET and POST requests after Ursnif is persistent: api.ahah100[.]at

Note how patterns from Ursnif traffic in the December 10th example are similar to the patterns we find in example

1. These patterns are commonly seen from Ursnif samples that do not use HTTPS traffic.

Example 2: Ursnif with HTTPS

The second pcap for this tutorial, Ursnif-traffic-example-2.pcap, is available here. Like our first pcap, this one

has also been stripped of any traffic not related to the Ursnif infection.

Open the pcap in Wireshark and filter on http.request or ssl.handshake.type == 1 as shown in Figure 5. If you are

using Wireshark 3.0 or newer, filter on http.request or tls.handshake.type == 1 for the correct results.

‘ Ursnif-traffic-example-2.pcap AT
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

V' QL W) RE @€ 236l QA QE
\I|http.requestorssl.handshake.type == ] '1 Expression... + basic | basic+ | basic+dns
Time Dst port Host Info =
= 2019-12-04 144.. 185.188.182.76 ghinatronx.com /edgron/siloft.php?l=yorght6.cab
2019-12-04 18:46.. 45.143.93.81 80 bjanicki.com GET /images/i8hvXkM_2F40/bgi30onEOH_2/
2019-12-04 18:46.. 45.143.93.81 80 bjanicki.com GET /favicon.ico HTTP/1.1
2019-12-04 18:46.. 45.143.93.81 80 bjanicki.com GET /images/6a7GzE2PovJhysjaQ/HULhiLB
2019-12-04 18:46.. 45.143.93.81 80 bjanicki.com GET /images/aiXIa28Qv6duat/PF_2BY9stc

2019-12-04 18:47.. 194.61.1.178 443 prodrigo291bkf20.com Client Hello
2019-12-04 18:48.. 194.61.1.178 443 prodrigo291bkf20.com Client Hello
2019-12-04 18:52.. 194.61.1.178 443 prodrigo291bkf20.com Client Hello
2019-12-04 18:57.. 194.61.1.178 443 prodrigo291bkf20.com Client Hello
2019-12-04 19:02.. 194.61.1.178 443 prodrigo291bkf20.com Client Hello
2019-12-04 19:07.. 194.61.1.178 443 prodrigo291bkf20.com Client Hello
2019-12-04 19:08.. 194.61.1.178 443 prodrigo291bkf20.com Client Hello
2019-12-04 19:13.. 194.61.1.178 443 prodrigo291bkf20.com Client Hello
2019-12-04 19:18.. 194.61.1.178 443 prodrigo291bkf20.com Client Hello
2019-12-04 19:19.. 194.61.1.178 443 nrodrino?91bkf20.com Client Hello b’

4 »
» Frame 6: 386 bytes on wire (3088 bits), 386 bytes captured (3088 bits) <
» Ethernet II, Src: HewlettP_1lc:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:Tf1 (20:e5:2a:b6:93:T1)
» Internet Protocol Version 4, Src: 160.192.4.101, Dst: 185.188.182.76
20 e5 2a b6 93 f1 00 08 02 1c 47 ae 08 00 45 00 LRI G- -E- =

BRRRRRRBRR

© 7 Ursnif-traffic-example-2.pcap Packets: 1444 - Displayed: 52 (3.6%) Profile: Default

Figure 5. The pcap for our second example filtered in Wireshark.
This example has the following sequence of events:

e HTTP GET request that returns an initial Ursnif binary
e HTTP GET requests caused by the initial Ursnif binary
e HTTPS traffic after Ursnif is persistent in the Windows registry

Follow the TCP stream for the first HTTP GET request to ghinatronx[.]Jcom. This TCP stream reveals a Windows
executable or DLL file as shown in Figure 6. We can export the Ursnif binary from the pcap as described in_this

previous tutorial.
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - Ursnif-traffic-example-2.pcap [T 5 R

GET /edgron/siloft.php?l=yorght6.cab HTTP/1.1 =
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.@; SLCC2; .NET CLR
2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: ghinatronx.com

Connection: Keep-Alive FirSt two bytes Of a

HTTP/1.1 200 OK

Date: Wed, ©4 Dec 2019 18:44:45 GMT WlndOWS EXE or DLL

Server: Apaches2.2.15 (Cent0S)

X-Powered-By: PHP/7.2.25 f||e ShOW as ASC”

Content-Description: File Transfer

Content-Disposition: attachment; filename="yorght6.cab"
Expires: © . — CharaCtel'S MZ

Cache-Control: must-revalidate
Pragma: public

Content-Length: 290304
Connection: close
Content-Type:

ion/octet-stream

................................................................ !..L.!This program cannot

'rrun in DOS mode.

- " 4\ Most EXE or DLL files ¥

g include a line like this .
1 client pkt, 201 server pkts, 1 turn.

Entire conversation (290 kB) - Show and save data as ASCIl - Stream 0 %
3tHelp Filter Out This Stream Print Save as... Back X Close

Figure 6. The first HTTP GET request returning a binary for Ursnif.

The next four HTTP requests to bjanicki[.]Jcom were caused by the Ursnif binary. Follow the TCP stream for the
first HTTP GET request to bjanicki[.]Jcom at 18:46:21 UTC. This TCP stream shows the full URL. Note how the
GET request starts with /images/ and is followed by a long string of alpha-numeric characters with backslashes
and underscores before ending with .avi. This URL pattern is somewhat similar to Ursnif traffic from our first

pcap. Figure 7 highlights a GET request from our second pcap.
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 1) - Ursnif-traffic-example-2.pcap AR E B

GET /images/i8hvXKM_2F40/bgi30nEOH_2/Fp_2FNWip7iwXT/I9ec6awl_2BGhXbPixQHw/P7LK5Q_2FtOTxcvC/
WFLVNN_2By_2Fb2/WPHYci®rdY2dogSODh/YnkcDRKqk/sQG3_2BH_2FAoIu48Zkg/4rkH7uEXT_2FnPOQxkH/
sP_2BVAuw9PjX/ugTn.avi HTTP/1.1

Accept: text/html, application/xhtml+xml, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

fost: bjanici-con GET request after /images/ has
Connection: Keep-ALive a long string of alphanumeric
HTTP/1.1 200 OK characters with backslashes and
Date: Wed, 04 Dec 2019 18:46:16 GMT .

Server: Apache/2.4.6 (Cent0S) PHP/5.4.16 underscores before end|ng

X-Powered-By: PHP/5.4.16

Set-Cookie: PHPSESSID=58k9nfpvilgghcj3ss3rtuécom3; path=/; domain=.bjanicki.com ir1 .E’\’i
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Set-Cookie: lang=en; expires=Fri, 03-Jan-2020 18:46:16 GMT; path=/; domain=.bjanicki.com
Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

36314
AMWPTSNZzZNuc@FuNsawbo6yM0lbaJ9tYozQehnX7nkPcdmpM3kg+QmCcOO4HNOTvThXew7U803AsvDMBhcPvsL4hc59
AwJ5xznA4tQgWwWhe9tMBGHKSXupBm/RZTmTIXL8XJILMicxiNbRe9kBYhNRescQ/

P A SV A A AL T o AV ET AP T A oS ALl foa T A e i A AT ARMENA 5 1P s cd S A Ts AT e AP S AV P T TAAR A~

3 client pkts, 160 server pkts, 5 turns.

Entire conversation (232 kB) hd \ Show and save data as | ASCII - Stream |1 2
Find: ||Find Next
ZiHelp | Filter Out This Stream || Print || Saveas... | Back | XClose

Figure 7. Example of an HTTP GET request from our second Ursnif example.

Unlike our first example, Ursnif in this second pcap generates HTTPS traffic after it becomes persistent on an
infected Windows host. Use your basic web filter as described in_this previous tutorial for a quick review of the

HTTPS traffic. Note the HTTPS traffic to prodrigo291bkf20[.]Jcom as shown in Figure 8.
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‘ Ursnif-traffic-example-2.pcap oo a3
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN 4@ RO aeededd=EHaqaE

[l [(http.request or ssl.handshake.type == 1) and !(ssdp) B3l -| Expression... + basic | basic+ | basic+dns
Time Dst port Host Info =
2019-12-04 144..185.188.182.76 ghinatronx.com /edgron/siloft.php?l=yorght6.cab
2019-12-04 18:46.. 45.143.93.81 80 bjanicki.com GET /images/i8hvXkM_2F40/bgi30onEOH_2/
2019-12-04 18:46..45.143.93.81 80 bjanicki.com GET /favicon.ico HTTP/1.1
2019-12-04 18:46.. 45.143.93.81 80 bjanicki.com GET /images/6a7GzE2PovJhysjaQ/HULhiLE
2019-12-04 18:46..45.143.93.81 80 bjanicki.com GET /images/aiXIa28QVvéduat/PF_2BY9stc

2019-12-04 18:47..194.61.
2019-12-04 18:48..194.61.
2019-12-04 18:52..194.61.
2019-12-04 18:57..194.61.
2019-12-04 19:02..194.61.

.178 443 prodrigo291bkf20.com Client Hello
.178 443 prodrigo291bkf20.com Client Hello HTTPS
.178 443 prodrigo291bkf20.com Client Hello

.178 443 prodrigo291bkf20.com Client Hello * traffIC
o AL 443 prodrigo291bkf20.com Client Hello

T T G gy

2019-12-04 19:07..194.61.1.178 443 prodrigo291bkf2e@.com Client Hello Caused by
2019-12-04 19:08..194.61.1.178 443 prodrigo291bkf20.com Client Hello .
2019-12-04 19:13..194.61.1.178 443 prodrigo291bkf20.com Client Hello Ursn|f
2019-12-04 19:18..194.61.1.178 443 prodrigo291bkf2e0.com Client Hello
- 2019-12-04 19:19..194.61.1.178 443 nrodriao?291bkf20.com Client Hello = b
» Frame 6: 386 bytes on wire (3088 bits), 386 bytes captured (3088 bits) =

» Ethernet II, Src: HewlettP_1c:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:T1)
» Internet Protocol Ver510n 4, Src 16@ 192 4.101, Dst 185.188. 182 76

;)UUU 20 e5 2a bG 93 fl 00 08 02 1C 47 ae 08 00 45 00 IR G E- =

© 7 Ursnif-traffic-example-2.pcap Packets: 1444 - Displayed: 52 (3.6%) Profile: Default

Figure 8. Filtering on web traffic in Wireshark, highlighting the HTTPS traffic generated by Ursnif.

HTTPS traffic generated by this Ursnif variant reveals distinct characteristics in certificates used to establish
encrypted communications. To get a closer look, filter on ssl.handshake.type == 11 (or tIs.handshake.type ==
in Wireshark 3.0 or newer). Select the first frame in the results and go to the frame details window. There we can

expand lines and work our way to the certificate issuer data. Figure 9 shows how to begin.

‘ Ursnif-traffic-example-2.pcap SRR
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ BNRE ey =EQaAqQaQE

[l\ssl.handshake.type eq 1l %] - Expression... + basic | basic+ | basic+dns
Time Src port  Dst port Info B

2019-12-04
2019-12-04 18:48.. 194.61.
2019-12-04 18:52.. 194.61.
2019-12-04 18:57..194.61.
2019-12-04 19:02.. 194.61.
2019-12-04 19:07..194.61.
2019-12-04 19:08.. 194.61.
2019-12-04 19:13.. 194.61.
2019-12-04 19:18.. 194.61.
2019-12-04 19:19.. 194.61.

AAAA AN AA Aan.AA  ana r~a

Server Certificate, Server
.101 49171 Server Hello, Certificate, Server Key EXxc
.101 49173 Server Hello, Certificate, Server Key EXc
.101 49175 Server Hello, Certificate, Server Key EXxc
.101 49178 Server Hello, Certificate, Server Key EXc
.101 49180 Server Hello, Certificate, Server Key EXxc
.101 49182 Server Hello, Certificate, Server Key EXc
.101 49183 Server Hello, Certificate, Server Key EXxc
.101 49185 Server Hello, Certificate, Server Key EXc
.101 49186 Server Hello, Certificate, Server Key EXxc

anma Amann e e D e S

.178 443 10.12.
.178 443 10.12
178 443 10.12
.178 443 10.12.
.178 443 10.12.
.178 443 10.12.
178 443 10.12
178 443 10.12
.178 443 10.12.

a=a Aan an an

AR R RRERR R R
LA AMDDE DB DD ANES

Frame 739: 994 bytes on wire (7952 bits), 994 bytes captured (7952 bits) =
Ethernet II, Src: Netgear_b6:93:f1 (20:e5:2a:b6:93:f1), Dst: HewlettP_lc:47:ae (00:08:02:1c:47:ae)
Internet Protocol Version 4, Src: 194.61.1.178, Dst: 10.12.4.101

Transmission Control PrFtocol SIG] Pora 3 D t, Port: 49169, Seq: 1, Ack: 163, Len: 940

4

Secure Sockets Layer ine

» TLSv1.2 Record Layer: Handsha e Protocol Server Hello . .

~ TLSv1l.2 Record Layer: Handshake Protocol: Certificate * then expand th|s ||ne
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 622

- Handshake Protocol: Certificate * then eXpand this line

Handshake Type: Certificate (11)

Length: 618
Certificates Length: 615 =
000 00 08 02 1c 47 ae 20 e5 2a b6 93 1 08 00 45 00 I ¢ R E- =
0010 O3 d4 90 ca 00 00 80 @6 d3 f9 c2 3d 01 b2 @a 6 - R =
© 7 Ursnif-trafficcexample-2.pcap Packets: 1444 - Displayed: 47 (3.3%) Profile: Default
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Figure 9. Finding our way to the certificate issuer data.

As shown in Figure 9, we expand the line for Secure Sockets Layer in the frame details window. For Wireshark
3.0, this line shows as Transport Layer Security. Then we expand the line labeled TLSv1.2 Record Layer:
Handshake Protocol: Certificate. Then we expand the line labeled Handshake Protocol: Certificate.

We keep expanding, until we find our way to the certificate issuer data as shown in Figure 10.

‘ Ursnif-traffic-example-2.pcap [FEEREEN E RS
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al i@ BEfNRE ce2dIEeE=E aQaQaiE

[A[ssl.handshake.type eq 11 B4 -] Expression... + basic | basic+ | basic+dns

Time Src port  Dst port Info =
2019-12-04 18:47..194.61.1.178 10.12.4.101 Server Hello, Certificate, Server Key Exd
2019-12-04 18:48..194.61.1.178 443 10.12.4.101 49171 Server Hello, Certificate, Server Key EXc

aN10 19 NA 10ED 104 g1 = 170 AAD 1N 19 A AN AQ1TD Caviunr Unlln faviyifinatn Cavivny Wonr Cwue
»

4

|- Handshake Protocol: Certificate | E
Handshake Type: Certificate (11)
Length: 618
Certificates Length: 615
* - certificates (615 bytes)
Certificate Length: 612
- Certificate: 30820260308201c9a003020102020900c692c94106d77dfc... (id-at-commonName=*,id-at-organi
- signedCertificate
version: v3 (2)
serialNumber: 14308720247234330108
» signature (sha256wWithRSAEncryption)
-~ issuer: rdnSequence (0)
-~ rdnSequence: 6 items (id-at-commonName=*,6 id-at-organizationalUnitName=1,id-at-organizationNe
RDNSequence item: item|(id-at-countryName=XX)
RDNSequence item: item|(id-at-stateOrProvinceName=1)
RDNSequence item: item|(id-at-localityName=1)
RDNSequence item: item|(id-at-organizationName=1)
RDNSequence item: item|(id-at-organizationalUnitName=1)
RDNSequence item: item|(id-at-commonName=*)
» validity
» subject: rdnSequence (0)

RRRRRR

00 08 02 1c 47 ae 20 e5 2a b6 93 1 08 00 45 00 O R E- =
03 d4 90 ca 00 00 80 @6 d3 f9 c2 3d 01 b2 Ga OC B R =
© 7 Ursnif-trafficcexample-2.pcap Packets: 1444 - Displayed: 47 (3.3%) Profile: Default

Figure 10. Certificate issuer data from HTTPS traffic caused by Ursnif.

In Figure 10 shown under the Handshake Protocol: Certificate line, we work our way down through the

following items:

o Certificates (615 bytes)

 Certificate: 30820260308201¢9a003020102020900c692c94106d77dfc...
 signedCertificate

e Issuer: rdnSequence (6)

e rdnSequence: 6 items (id-at-commonName=*,id-at-organizationalUnitN...

Individual items under the rdnSequence line show properties of the certificate issuer. These reveal the following

characteristics:

e countryName=XX
¢ stateOrProvinceName=1

 localityName=1
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¢ organizationName=1

e organizationalUnitName=1

e commonName=%*

This issuer data is not valid, and these patterns are commonly seen in Ursnif infections. But what does legitimate

certificate data look like? Figure 11 shows valid data from a certificate issued by DigiCert.

~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 3926
Certificates Length: 3923
~ Certificates (3923 bytes)
Certificate Length: 1614

-~ Certificate:

~ signedCertificate

Figure 11.

version: v3 (2)

3082064a30820532a00302010202100bb0a4627238ee2dd6... (id-at-commonName=

serialNumber: 0Ox0bb0a4627238ee2dd6el0h056dd23c2e
» signature (sha256WithRSAEncryption)

-~ issuer: rdnSequence (0)

-~ rdnSequence: 3 items (id-a
» RDNSequence item: 1 item
» RDNSequence item: 1 item
» RDNSequence item: 1 item

validity

subject: rdnSequence (0)

cithiartPithlickKeuTnfn

Valid certificate issuer data.

-or

(id-at-countryName=US)
(id-at-organizationName=DigiCert Inc)
(id-at-commonName=DigiCert SHA2 Secure Server CA)

One last thing about Ursnif is the IP address check by an Ursnif-infected host. This happens over DNS using a

resolver at opendns[.]Jcom. Like other IP address identifiers, this is a legitimate service. However, these services

are commonly used by malware.

To see this IP address check, filter on dns.qry.name contains opendns.com and review the results as shown in

Figure 12.
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‘ Ursnif-traffic-example-2.pcap [FEATETE R
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am7® RE eyl = QQAQHE
|I|dns.qry.name contains opendns [X¥] 'I Expression... + basic | basic+ | basic+dns
Time Src port Dst port | fo -
2019-12-04 18:47..10.12.4.101 (Slfe) alm)alz Al al 53 ‘dard query 0xc205 A resolverl.opendns.
2019-12-04 18:47..10.12.4.1 53 10.12.4.101 510. “ard query response 0xc205 A resolverl

2019-12-04 18:47..10.12.4.101 510.. 208.67.222.222 53
2019-12-04 18:47.. 208.67.222.222 10.12.4.101

“<candard query 0x0004 A myip.opendns.com
.. Standard query response 0x0004 A myip.ope

» Frame 731: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)
» Ethernet II, Src: Netgear_b6:93:f1 (20:e5:2a:b6:93:f1), Dst: HewlettP_1c:47:ae (00:08:02:1c:47:ae)
» Internet Protocol Version 4, Src: 208.67.222.222, Dst: 10.12.4.101
» User Datagram Protocol, Src Port: 53, Dst Port: 51012
~ Domain Name System (response)
Transaction ID: 0x0004
» Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: 0
» Queries
~ Answers

, myip.opetns.com: type A, class IN, addr 173.66.46.112 * IP address Of the

[Request In: 730]

[Time: ©.018155000 seconds] infected Windows host
00 08 02 1c 47 ae 20 e5 2a h6 93 f1 08 00 45 00 O - E- =
0010 00 4e 90 bb 00 00 80 11 ec 50 dO 43 de de @a Oc N P:C:---
O 7  Ursnif-traffic-example-2.pcap Packets: 1444 - Displayed: 4 (0.3%) Profile: Default

Figure 12. IP address check by an Ursnif-infected Windows host.

As shown in Figure 12, the Window host generated a dns query for resolverl.opendns|.]com followed by a DNS

query to 208.67.222[.]222 for myip.opendns[.]Jcom. The DNS query to myip.opendns|.]Jcom returned the public IP
address of the infected Windows host.

Example 3: Ursnif with Follow-up Malware

Our third pcap, Ursnif-traffic-example-3.pcap, is available here. This pcap also has unrelated activity stripped
from the traffic, but it builds on our last example. Our third pcap includes what appears to be decoy traffic, and it

also includes an HTTP GET request for follow-up malware. The sequence of events is:

e HTTP GET request that returns an initial Ursnif binary

e HTTP GET requests caused by the initial Ursnif binary, including decoy URLs
e HTTPS traffic after Ursnif is persistent in the Windows registry

e HTTP GET request for follow-up malware

Use your basic web filter as described in_this previous tutorial for a quick review of the web-based traffic as

shown in Figure 13.
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‘ Ursnif-traffic-example-3.pcap Lo o B2
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ BNRE er¥ie =l Q Q| E
[A[(http.request or ssl.handshake.type == 1) and !(ssdp) B4l -| Expression... + basic | basic+ | basic+dns
Time Dst port Host Info =

2019-11-13 136.. 94.103.94.88 sinicaleer.com /zepoli/ironak.php?l=mateii8.cab H

2019-11-13 14:36..172.217.1.142 80 google.com GET /images/tR_2BBLJ5WGccm2Cvpr/7cOTGCi
2019-11-13 14:36..172.217.14.164 80 www.google.com GET /images/errors/robot.png HTTP/1.1

2019-11-13 14:36..172.217.14.164 80 www.google.com GET /images/branding/googlelogo/1x/goo
2019-11-13 14:37..194.1.236.191 80 ghdy6562620e.com GET /images/bUU6HOI79/hRzOnZPYPhwWfU2Sk!

2019-11-13 14:38..216.58.194.142 80 google.com GET /images/h4C8XQwC/Z7d0qPwOoy9yGmBRYV
2019-11-13 14:39..216.58.194.69 443 gmail.com Client Hello
2019-11-13 14:39..216.58.194.69 443 gmail.com Client Hello

2019-11-13 14:39..216.58.193.132 443 www.google.com Client Hello
2019-11-13 14:39..216.58.193.132 443 www.google.com Client Hello
2019-11-13 14:39..194.1.236.191 80 ghdy6562620e.com GET /images/CodzXxTtiCg4nrPiJ51ry/uxxif

2019-11-13 14:41..172.217.14.174 80 google.com GET /images/WJ30pCZsE_2Fi/LP7P17Hw/0_2I|
2019-11-13 14:41..216.58.194.69 443 gmail.com Client Hello
2019-11-13 14:41..216.58.194.69 443 gmail.com Client Hello

2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/qMY4GHlb/4hvJbIBd5m3ZUaqgnX
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /favicon.ico HTTP/1.1

2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/i3100QaV0382xXNupBTPME/vSC
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/TbF27q00XF/9N1p42ISACE_2BL\
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/TbF27q00XF/9N1p42ISACE_2BL\
2019-11-13 14:43..172.217.1.238 443 ¢google.com Client Hello -

1 »
» Frame 6: 386 bytes on wire (3088 bits), 386 bytes captured (3088 bits) =
» Ethernet II, Src: HewlettP_1lc:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:71)

‘. Tntarnatr Dratnrnl \inaveinn A Crm~r A0 11 12 1m1 Net . oA 102 oA 0O »
0000 20 e5 2a b6 93 1 00 08 02 1c 47 ae 08 GO 45 00 LI G- -E- =
O 7  Ursnif-traffic-example-3.pcap Packets: 1864 - Displayed: 27 (1.4%) Profile: Default

Figure 13. Filtering our third pcap for web traffic in Wireshark.

In Figure 13, the initial HTTP request to sinicaleer[.]Jcom returned a Windows executable for Ursnif. The

remaining traffic visible Figure 13 was caused by the Ursnif executable until it became persistent.

Three HTTP requests to google[.]Jcom follow similar URL patterns as Ursnif traffic to an actual malicious domain
of ghdy6562620e[.]Jcom. These HTTP GET requests to google[.Jcom appear to be decoy traffic, because they do
not assist the infection. HTTPS traffic over TCP port 443 to gmail[.]Jcom and www.google[.]Jcom also serves no
direct purpose for the infection, and that activity could also be classified as decoy traffic. Figure 14 shows an

example of the decoy HTTP GET requests to google[.]com.
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GET /images/tR_2BBLJ5SWGccm2Cvpr/7cOTGCarapDIf1fwF90LUt/zBela®0dlcsh6/mKuc06Xs/
OrQolmpBwWMzMhGYawP5cGba/6CcKKPU7M4k/upkGRgHt jyo_2FnIA/YtgX2eleVWz4/_2FISETqwUK/i_2BnMfk/
Yg85BSECNX/NAhr9.avi HTTP/1.1

Accept: text/html, application/xhtml+xml, */%

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOwW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host:_google. con Decoy URL to google.com where the
Connection: Keep-Alive GET request after /images/ has a
glzzgiﬁ%T;g:ENggxzsggﬂl; charset=UTF-8 |()r]S; E;trir]SJ ()f EiIF)r]Eir]ter]Eari(:
Content-Lengthy 1741 characters and backslashes

Date: Wed, 13 Nov 2019 14:36:54 GMT . . -
before ending with .avi

<IDOCTYPE html>
<html lang=en>

<meta charset=utf-8>

<meta name=viewport content="initial-scale=1, minimum-scale=1, width=device-width">

<title>Error 404 (Not Found)!!1l</title>

<style>

*{margin:0;padding:0}html, code{font:15px/22px arial, sans-serif}

html{background:#fff;color:#222;padding:15px}body{margin:7% auto O;max-width:390px;min-
heioht :18Anx:naddinn:20nx A 15nx3Y* > hodv{bhackoround:url(//www.noonle.com/imanes/errors/
1 client pkt, 2 server pkts, 1 turn.

‘ Wireshark - Follow TCP Stream (tcp.stream eq 1) - Ursnif-traffic-example-3.pcap e Bl e

Entire conversation (2,329 bytes) > Show and save data as \ASCII v Stream \ 1 C\
Find: | [Find Next|
Z{Help | | Filter Out This Stream || Print | Saveas... | Back | XClose |

Figure 14. Decoy HTTP GET request by the Ursnif-infected host to a Google domain.

Note the HTTP traffic to ghdy6562620e[.]com. The first two GET requests to ghdy6562620e[.]Jcom return a 404
Not Found response as shown in Figure 15. The third HTTP GET request returns a 200 OK response, and the

infection continues as shown in Figure 16.
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 4) - Ursnif-traffic-example-3.pcap SRS R

GET /images/bUU6HOI79/hRzONZPYPhWTU2SkId8V/6Zbr_2BealYF3V_2FDc/ZATMyDOJz jmEWBbAWXOXFW/
S5X1QxvONgxXC9/QEVpggo6/016QuDm_2BCurGX_2BOfTfoS/n2ht9tQDCk/sSR1H9Fz_2FmERcqTo/TMgKVvSKI6VFP/
22_2F_2B/S4_2F.avi HTTP/1.1

Accept: text/html, application/xhtml+xml, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ghdyes62620e. con e HTTP GET request to ghdy656262.com
Connection: Keep-Alive

HTTP/1.0 404 Not Found _ 404 Not Found

Date: Wed, 13 Nov 2019 14:37:37 GMT

Server: Apache/2.4.6 (Cent0S) PHP/5.4.16

X-Powered-By: PHP/5.4.16

Set-Cookie: PHPSESSID=17cer7uotsdfksgkr27mdvu2k3; path=/; domain=.ghdy6562620e.com
Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: lang=en; expires=Fri, 13-Dec-2019 14:37:37 GMT; path=/; domain=.ghdy6562620e.com
Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8

1 client pkt, 1 server pkt, 1 turn.

Entire conversation (971 bytes) - | Show and save data as |ASCII - Stream |4 ||
Find: Find Next|
${Help | Filter Out This Stream || Print || Saveas... || Back | XClose |

Figure 15. First two HTTP GET requests to malicious Ursnif domain return a 404 Not Found response.

‘ Ursnif-traffic-example-3.pcap [FEERR RS
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Amae RE ceedel= = QaaqE
|I|(http.requestorssl.handshake.type == 1) and !(ssdp) ] '] Expression... + basic | basic+ | basic+dns
Time Dst port Host Info =
= 2019-11-13 14:36.. 94.103.94.88 80 sinicaleer.com GET /zepoli/ironak.php?l=mateii8.cab HTTP
2019 - P—3-8—ddudf—dIa_naZd-12 80 google.com GET /images/tR_2BBLJ5WGccm2Cvpr/7cOTGCaray
2019-1 404 Not Found 164 80 www.google.com GET /images/errors/robot.png HTTP/1.1
2019- 1% www.google.com GET /images/branding/googlelogo/1x/google!.
2019-11-13 14:37..194.1.236.191 8 ghdy6562620e.com GET /images/bUU6HOI79/hRzOnNZPYPhWfU2SkIds8)
2019-11-13 14:38..216.58.194.142 80 google.com images W GqPWOO0YyJyGMBRVDKA;
2019-11-13 14:39..216.58.194.69 443 gmail.com Client Hello
2019- 9 443 gmail.com Client Hello
2019-] 404 Not Found 132 443 www.google.com Client Hello
2019- 1% www.google.com Client Hello
2019-11-13 14:39..194.1.236.191 8 raﬁayssszezoe.com GET /images/Codsztng4aniJ51ry/uxx1fhPt1
2019-11-13 14:4f—a=l—naZ—a-d—]74 80 google.coﬁ GET /1images/WJ30pCZSE_2F1/LP7P17HwW/0_2BdWY
2019-11-13 14:4 69 443 gmail.com Client Hello
2019-11-13 14: 200 OK mail.com Client Hello
2019-11-13 14:41..194.1.236.191 8 ghdy6562620e.com GET /images/gMY4GHlb/4hvJbIBd5Sm3ZUaqnXz4n!
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /favicon.ico HTTP/1.1
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/i13i00QaVv0382xXNupBTPME/VvSCSw5¢
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/fbF27q00XF/9N1p42ISACE_2BLWS/1
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/TbF27q00XF/9N1p42ISACE_2BLWS/1
2019-11-13 14:43..172.217.1.238 443 google.com CIlient Hello -

q [
» Frame 6: 386 bytes on wire (3088 bits), 386 bytes captured (3088 bits) =
» Ethernet II, Src: HewlettP_1lc:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:11)
» Internet Protocol Version 4, Src: 10.11.13.101, Dst: 94.103.94.88

0000 20 e5 2a b6 93 f1 00 08 02 1c 47 ae 08 00 45 00 SR G- E- =

O #  Ursnif-trafficcexample-3.pcap Packets: 1864 - Displayed: 27 (1.4%) Profile: Default

Figure 16. Some false starts before the Ursnif infection continues.
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Since the first HTTP GET request to ghdy6562620e[.]Jcom was not a 200 OK, the infected Windows host cycled
through other malicious domains to continue the infection. These two domains are tnzf3380aul.]top and
xijamaalj[.Jcom. However, the DNS queries for these domains returned a “No such name” in response, so the

infected Windows host went back to trying ghdy6562620e[.]com.
Use the following Wireshark filter to better see this sequence of events:

((http.request or http.response) and ip.addr eq 194.1.236.191) or dns.qry.name contains tnzf3380au or

dns.qry.name contains xijamaalj

The results should appear similar to the column display in Figure 17.

‘ Ursnif-traffic-example-3.pcap e B
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN i@ BNRE ce2dedl = QAQUQUE

[l|((http.requestorhttp.response) and ip.addr eq 194.1.236.191) or dns.qry.name cokd '] Expression... + basic | basic+ | basic+dns

Time Dst port Host Info
2019-11-13 236.191 80 ghdy6562620e.com GET /images/bUUBHOI79/hRzONZPYPhWTU2SkId8V/#§
2019-11-13 14:37..10.11.13.101 49167 HTTP/1.0 404 Not Found
2019-11-13 14:37..10.11.13.1 53 Standard query 0x2f94 A tnzf3380au.top
2019-11-13 14:37..10.11.13.101 60214 Standard query response 0x2f94 No such name
2019-11-13 14:38..160.11.13.1 53 Standard query 0x7871 A xijamaalj.com
2019-11-13 14:38..10.11.13.101 55914 Standard query response 0x7871 No such name
2019-11-13 14:39..194.1.236.191 80 ghdy6562620e.com GET /images/CodzxTtiCg4nrPiJ51ry/uxx1fhPtfuc
2019-11-13 14:39..10.11.13.101 49175 HTTP/1.0 404 Not Found
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/gMY4GHlb/4hvJIbIBd5m3ZUagnXz4nNws
2019-11-13 14:41..10.11.13.101 49182 HTTP/1.1 200 OK (text/html)
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /favicon.ico HTTP/1.1
2019-11-13 14:41..10.11.13.101 49182 HTTP/1.1 200 OK (image/vnd.microsoft.icon)
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/i13i00QaV0382xXNupBTPME/vSCSw5eR]
2019-11-13 14:41..10.11.13.101 49183 HTTP/1.1 200 OK (text/html)

2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/TbF27q00XF/9N1p42ISACE_2BLWS/nbz
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/TbF27q00XF/9N1p42ISACE_2BLWS/nbz
2019-11-13 14:41..10.11.13.101 49181 HTTP/1.1 200 OK (text/html)

4 »
» Frame 612: 501 bytes on wire (4008 bits), 501 bytes captured (4008 bits) =
» Ethernet II, Src: HewlettP_1c:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:Tf1 (20:e5:2a:b6:93:T1)

. Thntarnat NDratanal Viaveinn A Crm~:r A 14 192 A4 NRet: 404 41 228 104
1 »

0000 20 e5 2a b6 93 f1 00 08 02 1c 47 ae 08 00 45 00 S G- E- ~

O 7 Ursnif-traffic-example-3.pcap Packets: 1864 - Displayed: 17 (0.9%) Profile: Default

Figure 17. Filtering to show how the infected Windows host tries Ursnif-related domains before it hits a 200 OK
in HTTP traffic.

To review the rest of the infection, use your basic web filter and scroll to the end of the results. Figure 18 shows

the post-infection traffic after Ursnif becomes persistent.
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‘ Ursnif-traffic-cexample-3.pcap Lo o B
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AW 3I® RE el = QAqQaQiE
[A[(http.request or ssl.handshake.type == 1) and !(ssdp) B ~| Expression... + basic | basic+ | basic+dns
Time Dst port Host Info =
2019-11-13 14:39.. 216.58.193.132 443 www.google.com Client Hello
2019-11-13 14:39..194.1.236.191 80 ghdy6562620e.com GET /images/CodzxTtiCg4nrPiJ51ry/
2019-11-13 14:41..172.217.14.174 80 google.com GET /images/WJ30pCZsE_2Fi/LP7P17H
2019-11-13 14:41..216.58.194.69 443 gmail.com Client Hello
2019-11-13 14:41.. 216.58.194.69 443 gmail.com Client Hello
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/gMY4GHlb/4hvJbIBd5m3Z
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /favicon.ico HTTP/1.1
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/i3100QaV0382xXNupBTPM |
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/TbF27q00XF/9N1p42ISA
2019-11-13 14:41..194.1.236.191 80 ghdy6562620e.com GET /images/fbF27g00XF/9N1p42ISAci
2019-11-13 14:43.1172.217.1.238 443 google.com Client Hello
2019-11-13 14:43.]216.58.194.69 443 gmail.com Client Hello

2019-11-13 14:43.]183.166.242.144 443 vnt69tnjacynthe.com Client Hello

2019-11-13 14:43.183.166.242.144 443 vnté9tnjacynthe.com Client Hello

2019-11-13 14:43.]183.166.242.144 443 vnt69tnjacynthe.com Client Hello

2019-11-13 14:43.]83.166.242.144 443 vnt69tnjacynthe.com Client Hello

2019-11-13 14:48.183.166.242.144 443 vnté9tnjacynthe.com Client Hello

2019-11-13 14:48.1199.188.200.89 80 carresqautomotive.com GET /jjwekr.rar HTTP/1.1
) »
» Frame 6: 386 bytes on wire (3088 bits), 386 bytes captured (3088 bits) =
» Ethernet II, Src: HewlettP_1lc:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:71)

. Thtarnat Dratnral Vaveinn A Crrar AN 41 192 401 NRet: OA AA2 0OA 0O
1 »

OOOO 20 e5 2a b6 93 1 0@ 08 02 1c 47 ae 08 00 45 @0 R G- E- =

© ? Ursnif-traffic-example-3.pcap Packets: 1864 - Displayed: 27 (1.4%) Profile: Default

Figure 18. Post-infection traffic after Ursnif becomes persistent on the victim’s Windows host.

In Figure 18, after five HTTP GET requests to ghdy6562620e[.]Jcom, we find traffic generated by the infected

Windows host after Ursnif becomes persistent. This includes HTTPS traffic to google[.]Jcom and gmail[.]Jcom.

Traffic to vnt69tnjacynthe[.]Jcom should have the same type of certificate issuer data we witnessed in our second

pcap. But this traffic includes an HTTP GET request to carresqautomotive[.]Jcom ending with .rar.

This URL ending in .rar returned follow-up malware. However, this follow-up malware is encoded or otherwise
encrypted when sent over the network. The binary decoded on the infected Windows host, which is not seen in the
infection traffic. Follow the TCP stream for the HTTP GET request to carresqautomotive[.Jcom, and you should

see the same data as shown in Figure 19.
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 24) - Ursnif-traffic-example-3.pcap AR CEE R
GET /jjwekr.rar HTTP/1.1 =
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Win64; x64)

Host: carresgautomotive.com

Connection: Keep-Alive Content type ShOWS as

Cache-Control: no-cache . .
application/x-rar-compressed, but the

HTTP/1.1 200 OK . .

Date: Wed, 13 Nov 2019 14:48:05 GMT blnary is encoded or encrypted

Server: Apache .

Last-Modified: Wed, 13 Nov 2019 12:17:1gfGMT data and not a rar archive.

Accept-Ranges: bytes

Content-Length: 196679

Content-Type: application/x-rar-compressed

..... Woilo®acno0aBoo®ano®allocatlcocoscanaliVoaE e n o o@ellBE 5 ¢ alloooalMolel cacoaal

m.8 j.K.kp

y..69.Pk.4  ...... G S . X0....Jt&5...... Dos@oocacoc gS..1T.:." |.]..

3I.BA...... @..z...wEA..")....B.0....{.a_0.Eq..K ...\4,.yY|.Bn4R...J.r..}....B..... T..Q.

@0 oo ccadboacac C=tsa00ca Ha@clcocl@ conanc Jacocoooooo =I5 [0 c®a 0o oVoo o olloa

2000 =080 00ac 1.qcVk.GG=..J/H.]RH._.U.=R=.e.wpa7.<...... Roo coococoooooooa Ascosooaos vW.

20 0260 00 ofFoc0c®Wocacoconanc o)) cocT@cocolcoaal@oo i c W.

\.AO. ... W~..W.Yg'..T.R./....X....(..3..E..=.. X..... C..XE.L+|%.w...

0 0dbeS [ =l ~.=..3m...@.v..B..Y.g..&

S

“e vw Zoavoaoac @Yo o 0 o) B0 oo 0 0Boacoa Too#®o0a0acoa )ao% M..G.d

aNI. . a%. .. ... KHS. .. .. 0%, * WLo.@ *h..X0.Aa> ... a..... =

1 client pkt, 144 server pkts, 1 turn.

Entire conversation (197 kB) v Show and save data as ASCII - Stream 24 |,

<iHelp Filter Out This Stream Print Save as... Back XClose

Figure 19. Follow-up malware sent to an Ursnif-infected Windows host.

This data is encrypted, so we cannot export a copy of the follow-up malware from the pcap. Therefore, we must

rely on other post-infection traffic to determine what type of malware was sent to the Ursnif-infected host.

We have seen various types of follow-up malware from Ursnif infections, including Dridex, IcedID, Nymain,
Pushdo, and Trickbot.

Our next example is an Ursnif infection with Dridex as the follow-up malware.
Example 4: Ursnif Infection with Dridex

Our fourth pcap, Ursnif-traffic-example-4.pcap, is available here. Unlike our first three examples, this pcap does

not have unrelated activity stripped from the traffic.

Use your basic web filter to get a better idea of the traffic. Your results should appear similar to Figure 20.
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‘ Ursnif-traffic-example-4.pcap AR o RS
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am:® RO eyl EAQQE
\I|(http.requestorssl.handshake.type == 1) and !(ssdp) [x] - Expression... + basic | basic+ | basic+dns
Time Dst port Host Info =
= 2019-11-12 :53..104.124.60.139 www.msftncsi.com /ncsi.txt HTTP/1.1
2019-11-12 14:53.. 80.85.159.236 80 oklogallem.com GET /zepoli/ironak.php?l=luntsul.cab
2019-11-12 14:54..172.217.2.238 80 google.com GET /images/SPdsgBJ5SWiV_2BAGp5Z/KN8cc
2019-11-12 14:54..172.217.1.132 80 www.google.com GET /images/errors/robot.png HTTP/1.1
2019-11-12 14:54..172.217.1.132 80 www.google.com GET /images/branding/googlelogo/1x/gc

2019-11-12 14:54..72.21.81.200 443 r20swjl3mr.microsoft... Client Hello
2019-11-12 14:54..72.21.81.200 443 lecvlist.microsoft.com Client Hello
2019-11-12 14:54..72.21.81.200 443 r20swjl3mr.microsoft... Client Hello
2019-11-12 14:54..72.21.81.200 443 lecvlist.microsoft.com Client Hello

2019-11-12 14:55.. 194.87.147.244 80 kh27141db.com GET /images/58HuUD8VcxhOHO6K/eUwsS28C7J]
2019-11-12 14:55.. 194.87.147.244 80 kh27141db.com GET /favicon.ico HTTP/1.1
2019-11-12 14:57..216.58.194.78 80 google.com GET /images/z5FTh4xviE9DaSwTyQw/XXFK4
2019-11-12 14:58..172.217.12.69 443 gmail.com Client Hello
2019-11-12 14:58..172.217.12.69 443 gmail.com Client Hello
2019-11-12 14:58..172.217.6.132 443 www.google.com Client Hello
2019-11-12 14:58..172.217.6.132 443 www.google.com Client Hello
2019-11-12 14:58.. 194.87.147.244 80 kh27141db.com GET /images/KAD2ClWeS5zCvPqDjb/_2FIQy
2019-11-12 14:58.. 194.87.147.244 80 kh27141db.com GET /images/4JdEdtEN/QT1UFTEBiZ5JTc_2
2019-11-12 14:58.. 194.87.147.244 80 kh27141db.com GET /images/2RvOtXHgQOlg7sBop68xy/hxk
2019-11-12 14:59.. 216.58.194.142 443 google.com Client Hello

. 2019-11-12 14:59..172.217.12.69 443 amail.com Client Hello - =
Frame 47: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits) =

Internet Protocol Version 4, Src: 10.11.12.101, Dst: 104.124.60.139

»

» Ethernet II, Src: HewlettP_lc:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:71)

13

» Transmission Control Protocol. Src Port: 49157. Dst Port: 80. Sea: 1. Ack: 1. lLen: 97 h

20 e5 2a b6 93 f1 00 08 02 1c 47 ae 08 00 45 00 I G- E- =
0 00 89 00 47 40 00 80 06 3e bl Ga Ob Oc 65 68 7cC cG@ - > -eh) =
© 7 Ursnif-trafficcexample-4.pcap Packets: 2509 - Displayed: 37 (1.5%) Profile: Default

Figure 20. Traffic from our fourth pcap filtered in Wireshark.

This pcap has the same sequence of events as our previous example, but it adds post-infection activity from the

follow-up malware:

e HTTP GET request that returns an initial Ursnif binary

e HTTP GET requests caused by the initial Ursnif binary, including decoy URLs
e HTTPS traffic after Ursnif is persistent in the Windows registry

o HTTP GET request for follow-up malware

e Post-infection activity from the follow-up malware

In this fourth example, the HTTP GET request for an initial Ursnif binary is to oklogallem[.]Jcom. Ursnif causes
HTTP GET requests to kh27141db[.]Jcom before the infection becomes persistent.

Figure 21 shows activity after Ursnif is persistent, where Ursnif causes HTTPS traffic to s9971kbjjessie[.]Jcom.
We then see an HTTP GET request to startuptshirt[.]Jmy for the follow-up malware. Finally we find post-infection

traffic caused by the follow-up malware.
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‘ Ursnif-traffic-example-4.pcap b o BlES
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AwmI@® R ceedYea==EaqaaiE

[l ](http.request or ssl.handshake.type == 1) and !(ssdp) -| Expression... + basic | basic+ | basic+dns
Time Dst port Host Info [ |E
2019-11-12 14:58.. 194.87.147.244 80 kh27141db.com GET /images/KAD2C1WeS5zCvPqDjb/_2FIQy2xW/CNW4|
2019-11-12 14:58.. 194.87.147.244 80 kh27141db.com GET /images/4JdEdtEN/QT1uFTEBiZ5JTc_2BOSC7EZ/!
2019-11-12 14:58.. 194.87.147.244 80 kh27141db.com GET /images/2RvVOtXHgQelq7sBop68xy/hxK_2F8EVdC,
2019-11-12 14:59.)216.58.194.142 443 google.com Client Hello .
2019-11-12 14:59./172.217.12.69 443 gmail.com Client Hello * HTTPS traffic after
2019-11-12 14:59.]85.143.219.95 443 s59971kbjjessie.com Client Hello or o 0
2019-11-12 15:04.85.143.219.95 443 s9971kbjjessie.com Client Hello Ursnif is perS|stent

2019-11-12 15:09.185.143.219.95 443 s9971kbjjessie.com Client Hello
2019-11-12 15:09.]85.143.219.95 443 s9971kbjjessie.com Client Hello
2019-11-12 15:09.. 124.217.255.96 80 startuptshirt.my GET /wp-content/uploads/2019/11/jjasndeqw.rar

2019-11-12 15:09.[94.140.114.6 443 ] Client Hello

2019-11-12 15:09.J94.140.114.6 443 [raffic caused client Hello k .
2019-11-12 15:10./94.140.114.6 443 client Hello v
2019-11-12 15:10.]94.140.114.6 443 by f0||OW-up Client Hello URL for fOIIOW'Up
2019-11-12 15:14.]5.61.34.51 443 client Hello malware
2019-11-12 15:14.]5.61.34.51 443 malware client Hello

2019-11-12 15:14.]5.61.34.51 443 client Hello

2019-11-12 15:14.]5.61.34.51 443 client Hello

2019-11-12 15:14.. 85.143.219.95 443 s9971Kkbjjessie.com Client Hello
2019-11-12 15:15.. 85.143.219.95 443 s9971kbjjessie.com Client Hello
2019-11-12 15:15.. 85.143.219.95 443 s9971kbiiessie.com Client Hello =

Frame 47: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits) =
Ethernet II, Src: HewlettP_1c:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:T1 (20:e5:2a:b6:93:T1)
Internet Protocol Version 4, Src: 10.11.12.101, Dst: 104.124.60.139

Transmission Control Protocol. Src Port: 49157. Dst Port: 8@. Sea: 1. Ack: 1. lLen: 97 b

20 e5 2a b6 93 f1 00 08 02 1c 47 ae 08 00 45 00 SR ¢ E =
7010 00 89 0O 47 40 00 80 06 3e bl Ga Ob Oc 65 68 7C o G@- -+ > -eh| =
O 7 Ursnif-trafficcexample-4.pcap Packets: 2509 - Displayed: 37 (1.5%) Profile: Default

Figure 21. Activity from the infection after Ursnif is persistent.

Our fourth example follows the same infection patterns as our third pcap, but now we also have HTTPS/SSL/TLS
traffic to 94.140.114[.]16 and 5.61.34[.]51 without any associated domain name. This is Dridex post-infection

traffic.

Certificate issuer data for Dridex is different than certificate issuer data for Ursnif. Use the following filter to

review the Dridex certificate data in our fourth pcap:
(ip.addr eq 94.140.114.6 or ip.addr eq 5.61.34.51) and ssl.handshake.type eq 11
Note: if you are using Wireshark 3.0 or newer, use tls.handshake.type instead of ssl.handshake.type.

Select the first frame in the results, go to the frame details window, and expand the certificate-related lines as
shown by our second example in Figures 9 and 10. Examining certificate issuer data from our fourth pcap should

look similar to Figures 22 and 23.

Page 19 of 28



https://unit42.paloaltonetworks.com /wireshark-tutorial-examining-ursnif-infections/

‘ Ursnif-traffic-example-4.pcap e o El s
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ BNRO ey EaaarE

(M |(ip.addr eq 94.140.114.6 or ip.addr eq 5.61.34.51) and ssl.handshake.type eq 11 [X] - Expression... + basic | basic+ | basic+dns

Time Src port  Dst port Info

l 2019-11-12 109... .140.114.6 Server Hello, Certificate, Server
2019-11-12 109..94.140.114.6 443 10.11.12.101 49216 Server Hello, Certificate, Server Hello Done
2019-11-12 . 94.140.114.6 443 10.11.12.101 49217 Server Hello, Certificate, Server Hello Done
2019-11-12 . 94.140.114.6 443 10.11.12.101 49218 Server Hello, Certificate, Server Hello Done

2019-11-12 15:14..5.61.34.51 443 10.11.12.101 49250 Server Hello, Certificate, Server Hello Done
2019-11-12 15:14..5.61.34.51 443 10.11.12.101 49282 Server Hello, Certificate, Server Hello Done
2019-11-12 15:14..5.61.34.51 443 10.11.12.101 49284 Server Hello, Certificate, Server Hello Done
2019-11-12 15:14..5.61.34.51 443 10.11.12.101 49287 Server Hello, Certificate, Server Hello Done
4 »
+ Frame 1757: 1155 bytes on wire (9240 bits), 1155 bytes captured (9240 bits) =
» Ethernet II, Src: Netgear_h6:93:f1 (20:e5:2a:b6:93:Tf1), Dst: HewlettP_lc:47:ae (00:08:02:1c:47:ae)
» Internet Protocol Version 4, Src: 94.140.114.6, Dst: 10.11.12.101
» Transmission Control Protocol, Src Port: 443, Dst Port: 49215, Seq: 1, Ack: 134, Len: 1101
~ Secure Sockets Layer * expand th|s I|ne

» TLSv1.2 Record Layer: Handshake Protocol: Server Hello . .
~ TLSv1l.2 Record Layer: Handshake Protocol: Certificate * then expand thls ||ne
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 1001 B .
-~ Handshake Protocol: Certificate* then expand th|S ||ne
Handshake Type: Certificate (11)
Length: 997
Certificates Length: 994

- certificates (994 bytes)<fme then expand this line

Certificate Length: 991

N R ok R o) ANOANAIARINAONNADNADIANANIANAAANANNNANNNAChETOAADATOOAAA L3 A+ ~Anmmean Aame—n Al +man A~
0000 00 08 02 1c 47 ae 20 e5 2a b6 93 f1 08 00 45 00 SO - DTN =2
0010 04 75 04 33 00 0 80 06 4b 4e 5e 8c 72 06 OGa Ob u-3:-::+ KNA-r- .-
© 7 Ursnif-traffic-example-4.pcap Packets: 2509 - Displayed: 8 (0.3%)  Profile: Default

Figure 22. Working our way to the certificate issuer data in the Dridex traffic.

‘ Ursnif-traffic-example-4.pcap e B
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ BNRE ey =E_QAQQE

[I|(ip.addreq 94.140.114.6 or ip.addr eq 5.61.34.51) and ssl.handshake.type eq 11 ] '] Expression... + basic | basic+ »
Time Src port  Dst port Info

I 2019-11-12 109... .140.114. Server Hello, Certificate, Server Hello

2019-11-12 15:09.. 94.140.114.
2019-11-12 15:10.. 94.140.114.
2019-11-12 15:10.. 94.140.114.
2019-11-12 15:14.. 5.61.34.51 443 10.11.12.101 49250 Server Hello, Certificate, Server Hello Done
2019-11-12 15:14..5.61.34.51 443 10.11.12.101 49282 Server Hello, Certificate, Server Hello Done
2019-11-12 15:14..5.61.34.51 443 10.11.12.101 49284 Server Hello, Certificate, Server Hello Done
2019-11-12 15:14..5.61.34.51 443 10.11.12.101 49287 Server Hello, Certificate, Server Hello Done

443 10.11.12.101 49216 Server Hello, Certificate, Server Hello Done
443 10.11.12.101 49217 Server Hello, Certificate, Server Hello Done
443 10.11.12.101 49218 Server Hello, Certificate, Server Hello Done

|v Certificates (994 bytes)l =
Certificate Length: 991
- Certificate: 308203db308202c3a003020102020900c6b6794a317884d4... (id-at-commonName=ndltman-dsar
~ signedCertificate
version: v3 (2)
serialNumber: 14318765424835593428
» signature (sha256WithRSAEncryption)
*- issuer: rdnSequence (0)
*- rdnSequence: 5 items (id-af- = i i i jonalunitNa
» RDNSequence item: 1 item|(id-at-countryName=NP)
» RDNSequence item: 1 item|(id-at-localityName=Kathmandu)
» RDNSequence item: 1 item|(id-at-organizationName=Buvecoww Fftaites O0.V.E.E.)
» 1
1

RDNSequence item: item|(id-at-organizationalUnitName=01fo Dusar Latha)
» RDNSequence item: item| (id-at-commonName=ndltman-dsamutb.spiegel)

» validity

» subject: rdnSequence (0) Ak
)
0000 00 08 02 1c 47 ae 20 e5 2a h6 93 f1 08 0000 B E =
00160 04 75 04 33 00 00 80 06 4b 4e 5e 8c 72 06 Ga Ob ‘u-3--- KNAre - =
O 7 Ursnif-traffic-example-4.pcap Packets: 2509 - Displayed: 8 (0.3%)  Profile: Default

Figure 23. Reaching the certificate issuer data from one of the Dridex IP addresses.
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Under the rdnSequence line, we find properties of the certificate issuer. Certificate issuer characteristics for
HTTPS/SSL/TLS traffic at 94.140.114[.]6 follows:

e countryName=NP

e localityName=Kathmandu

e organizationName=Buvecoww Fftaites O.V.E.E.
 organizationalUnitName=0Olfo Dusar Latha

e commonName=ndltman-dsamutb.spiegel
Certificate issuer data is different for 5.61.34[.]51, but it follows a similar style:

e countryName=MU

¢ localityName=Port Louis
 organizationName=Ppoffi Sourinop Cooperative
 organizationalUnitName=ipeepstha and thicioi

o commonName=plledsaprell. Byargt9wailen.voting

This type of issuer data is commonly seen for Dridex post-infection traffic. In our next example, you can further

practice reviewing certificate issuer data for Dridex.

Example 5: Evaluation

The fifth pcap for this tutorial, Ursnif-traffic-example-5.pcap, is available here. Like our previous example, this

pcap has an Ursnif infection followed by Dridex, so we can practice the skills described so far in this tutorial.
Based on what we have learned so far, open the fifth pcap in Wireshark, and answer the following questions:

 For the initial Ursnif binary, which URL returned a Windows executable file?

o After the initial Ursnif binary was sent, the infected Windows host contacted different domains for the
HTTP GET requests. Which domain was the traffic successful and allowed the infection to proceed?

e What domain was used in HTTPS traffic after Ursnif became persistent on the infected Windows host?

e What URL ending in .rar was used to send follow-up malware to the infected Windows host?

e What IP addresses were used for the Dridex post-infection traffic?
Answers follow.
Q: For the initial Ursnif binary, which URL returned a Windows executable file?
A: hxxp://ritalislum[.]Jcom/obedle/zarref.php?l=sopopf8.cab

The only Windows executable file in this pcap is the initial Windows executable file for Ursnif. Use the following

Wireshark search filter to quickly find this executable:
ip contains "This program"

This filter should provide only one frame in the results. Follow the TCP stream for this frame as shown in Figure
24.
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1

» Frame 68: 1424 bytes o
» Ethernet II, Src: Netg
» Internet Protocol Vers
» Transmission Control P

1

0000 20 e5 2a b6 93 1

.21.101 49158 80 — 49158 [PSH, ACK]

‘ Ursnif-traffic-example-5.pcap
File Edit View Go Capture Analyze Statistics Telephony
Am i@ B KNG e ¥ie = =
[I |ip contains "This program” £ ]

Time Src 4 port Dst

I 2019-11-21 15:34.. 178

lanore/Unignore Packet
Set/Unset Time Reference
Time Shift...

Packet Comment...

Edit Resolved Name
Apply as Filter

Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Copy

Protocol Preferences
Decode As...

Show Packet in New Window

Wireless Tools Help

QQQIF
'] Expression... * basic
port Info

> \,
, | bytes capturs
,193:f1), Dst:

2 al
TCP Stream

b BUE

O 7  Ursnif-traffic-example-5.pcap

Packets:

7833 - Displayed: 1 (0.0%)

.101
Seq: 1, Ack: 96,

L o B

basic+ | basic+dns

1392 bits)
Pear_b6:93:T1 (2

Li

Profile: Default

Figure 24. Filtering to find a frame with the Windows executable file and following the TCP stream.

The TCP stream window contains the domain and URL from the GET request as shown in Figure 25.
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 1) - Ursnif-traffic-example-5.pcap [ E X

GET /obedle/zarref.php?l=sopopf8.cab |[HTTP/1.1
Host: ritalislum.com
connection: Keep-AlLlve k

HTTP/1.1 200 OK . .

pate: Thu, 21 Nov 2019 15:34:51 6T | JRL info for this HTTP request
Server: Apache/2.2.15 (Cent0S)

X-Powered-By: PHP/7.2.25

Content-Description: File Transfer

Content-Disposition: attachment; filename="sopopf8.cab"

Expires: ©

Cache-Control: must-revalidate H H

e i Indicators this URL returned a
Content-Length: 1655808
Connection: close
Content-Typeg

Windows executable file

lcation/octet-stream

. cocoscoc o AL UAL AT MaTooooa A.T...M.A.2...0.A.;.@.X.A.\ Bobie Moo aEo A
No.. i AWRIch; LA e F=26 olboo oo alPscocoocooooooa
A 1 =Y - ~ Y b
1 client pkt, 1,207 server pkts, 1 turn.
Entire conversation (1,656 kB) v Show and save data as |ASCII v Stream |1 =
Find: Find Next
siHelp Filter Qut This Stream Print Save as... Back XClose

Figure 25. URL info from the TCP stream.

Q: After the initial Ursnif binary was sent, the infected Windows host contacted different domains for the HTTP

GET requests. Which domain was the traffic successful and allowed the infection to proceed?
A: k55gaisi[.]Jcom

Use your basic web filter for an overview of the web traffic. HTTP requests caused by this variant of Ursnif start
with GET /images/ as already seen in examples two, three, and four of this tutorial. The first HTTP request to
k55gaisi[.]Jcom at 15:36 UTC is noted in Figure 26. But if you follow the TCP stream, it shows a 404 Not Found

as the response
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‘ Ursnif-traffic-example-5.pcap L o B3
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 7@ RE ceedyedSEEaaqasE
[A](http.request or ssl.handshake.type == 1) and !(ssdp) B4 -| Expression... + basic | basic+ | basic+dns
Time Dst port Host Info e
2019-11-21 134.. . 80 www.msftncsi.com GET /ncsi.txt HTTP/1.1
2019-11-21 15:34..178.57.217.57 80 ritalislum.com GET /obedle/zarref.php?l=sopopf8.cab
2019-11-21 15:35..172.217.12.37 443 gmail.com Client Hello
2019-11-21 15:35..172.217.12.37 443 gmail.com Client Hello
2019-11-21 15:35..172.217.12.36 443 www.google.com Client Hello
2019-11-21 15:35..172.217.12.36 443 www.google.com Client Hello
2019-11-21 15:36.. 13.107.21.200 80 www.bing.com GET /favicon.ico HTTP/1.1
2019-11-21 15:36.. 72.21.81.200 443 iecvlist.microsoft.com Client Hello
2019 - 1] Pt Z e Bl Al DL 443 ijecvlist.microsoft.com Client Hello
2019-111 404 Not Found | 443 iecvlist.microsoft.com Client Hello
2019-114 443 r20swjl3mr.microsoft.com Client Hello

2019-11-21 15:36.. 72.21.81.200 * r20swjl3mr.microsoft.com Client Hello
2019-11-21 15:36.. 45.132.19.167 8 IkSSgaisi.com GET /images/_ZBSRRSmMFSorFiSSg/RYZTIPI
. 443 1lecvlist.microsoft.com Client Hello
Redll’ect tO 443 iecvlist.microsoft.com Client Hello

www.bing.com GET /favicon.ico HTTP/1.1

WWW-SearCh'error-Com 4} bonilljgarry.com GET /images/GsnEhzNmtNegSXggNDcYx24/N
2019-11-2T 15:37.. 104.124.58.136 80 www.Search-error.com search/7q= p on jgarry|
2019-11-21 15:37.. 104.124.58.136 80 www.search-error.com GET /s/css/bootstrap.min.css HTTP/1.1
2019-11-21 15:37.. 104.124.58.136 80 www.search-error.com GET /s/css/searchguide.css HTTP/1.1

2019-11-21 15:37..104.124.58.136 80 www.search-error.com GET /s/css/font-awesome-min.css HTTPs
4 : : o - : . . »
» Frame 39: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits) e
» Ethernet II, Src: Netgear_b6:93:f1 (20:e5:2a:b6:93:71), Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:71)
» Internet Protocol Version 4, Src: 10.11.21.101, Dst: 198.70.69.145

0000 20 e5 2a b6 93 f1 20 e5 2a b6 93 f1 08 00 45 00 R AR E- =

O 7 Ursnif-trafficcexample-5.pcap Packets: 7833 - Displayed: 139 (1.8%) Profile: Default

Figure 26. Searching web traffic for HTTP GET requests caused by Ursnif.

Also shown in Figure 26, the next HTTP GET request for an Ursnif-style URL is to bon11ljgarry[.]Jcom at 15:37

UTC. The HTTP stream for that request reveals a redirect to a URL at www.search-error|[.]com.

Scroll down further, and for similar traffic to leinwgoa[.]Jcom as noted in Figure 27.
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‘ Ursnif-traffic-example-5.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ BNERE eyl QQQ E

L] |(http.request or ssl.handshake.type == 1) and !(ssdp)

[x] - Expression... + basic | basic+ | basic+dns

Time Dst port Host
2019-11-21 15:37..104.124.58.136 80 www.search-error.com
2019-11-21 15:37..104.124.58.136 80 www.search-error.com

P apl)oali ol S is5E .,
A a2, TS5 E
2019-11-21 15:37..
pAapl)oali [ozdl, G lisi5ETr.,
A a2, 155,
2019-11-21 15:38..

104.124.58.136 80
104.124.58.136 80
72.21.81.200 443
72.21.81.200 443
216.58.193.142 80
172.217.12.36 80

www.search-error.com
www.search-error.com
iecvlist.microsoft.com
iecvlist.microsoft.com
google.com
www.google.com

N/

Info

GET /s/js/searchguide.js HTTP/1.i
GET /s/js/jquery.cookie.js HTTP/1.
GET /s/fonts/glyphicons-halflings-.
GET /s/img/smob/favicon.ico HTTP/1.1 \
Client Hello

Client Hello

GET /images/eeQYmrUTOklCaxJbVow/OMWwWC
GET /images/errors/robot.png HTTP/1.1
GET /images/branding/googlelogo/1x/gc
Client Hello

Client Hello

GET /images/PdFvuqJOx/bRZkLmJFusrlshﬂ

. 80 www.google.com

Red|reCt to 443 iecvgist .microsoft.com

iecvlist.microsoft.com

WWW.SearCh-error.COm 1 8 Ileianoa_Eom —
2019-11-21 15:39.. 104.124.58.1 80 www.search-error.com
2019-11-21 15:39.. 104.124.58.136 80 www.search-error.com
2019-11-21 15:39.. 104.124.58.136 80 www.search-error.com
2019-11-21 15:39..104.124.58.136 80 www.search-error.com
2019-11-21 15:39.. 104.124.58.136 80 www.search-error.com
2019-11-21 15:39..104.124.58.136 80 www.search-error.com
2019-11-21 15:39..104.124.58.136 80 www.search-error.com
2019-11-21 15:39..104.124.58.136 80 www.search-error.com

1

+ Frame 39: 151 bytes on wire (1208 bits),
» Ethernet II, Src: Netgear_b6:93:f1 (20:e5:2a:b6:93:f1),
» Internet Protocol Version 4, Src: 10.11.21.101, Dst:

20 e5 2a b6 93 f1 20 e5 2a b6 93 1 08 00 45 00 LR

© 7 Ursnif-traffic-example-5.pcap

GET /search/?q=http%3A//leinwqoa.com/

GET /s/css/bootstrap.min.css HTTP/1.1

GET /s/css/searchguide.css HTTP/1.1

GET /s/css/font-awesome-min.css HTTP,

GET /s/js/jquery.min.js HTTP/1.1

GET /s/js/bootstrap.min.js HTTP/1.1

GET /s/js/searchguide.js HTTP/1.1

GET /s/js/jquery.cookie.js HTTP/1.1 -

>

151 bytes captured (1208 bits) =
Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:11)
198.70.69.145

Packets: 7833 - Displayed: 139 (1.8%) Profile: Default

Figure 27. Finding another Ursnif-style URL that redirects to a search error page.

Scroll down further to find four HTTP GET requests to k55gaisi[.Jcom that return 200 OK responses. From this

point, the Ursnif infection proceeds, and we find no further Ursnif-style HTTP requests that start with GET

/images/.

‘ Ursnif-traffic-example-5.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ BNRE ceedenl = QAQAQE

R RN E R

(W |(http.request or ssl.handshake.type == 1) and !(ssdp)

] '} Expression... + basic | basic+ | basic+dns

Time Dst port Host

2019-11-21 15:39.. 104.124.58.136 80 www.search-error.com
2019-11-21 15:39.. 104.124.58.136 80 www.search-error.com
2019-11-21 15:39.. 104.124.58.136 80 www.search-error.com
2019-11-21 15:39.. 72.21.81.200 443 iecvlist.microsoft.com
2019-11-21 15:39.. 72.21.81.200 443 iecvlist.microsoft.com
2019-11-21 15:39..172.217.12.37 443 g¢gmail.com

2019-11-21 15:39.. 172.217.12.37 443 gmail.com

2019-11-21 15:39. 443 www.google.com
2019-11-21 15:39. 200 OK 443 www.google.com
.microsoft.com

2019-11-21 15:40.rzTzTToTTZUU

Info

GET /s/img/smob/favicon.ico HTTP/1.1
GET /s/fonts/glyphicons-halflings-rec
GET /s/fonts/glyphicons-halflings-re
Client Hello v
Client Hello

Client Hello

Client Hello

Client Hello

Client Hello

Client Hello

Client Hello

443 iecvlist
2019-11-21 15:40.. 72.21.81.200 m iecvlist.microsoft.com
2019-11-21 15:40.. 45.132.19.167 8 k55gaisi.com

4

» Frame 39: 151 bytes on wire (1208 bits),
» Ethernet II, Src: Netgear_b6:93:f1 (20:e5:2a:b6:93:T1),
» Internet Protocol Version 4, Src: 10.11.21.101, Dst:

20 e5 2a b6 93 f1 20 e5 2a b6 93 f1 08 00 45 00 *

© 7 Ursnif-trafficcexample-5.pcap

GET /images/We26kfzMbrKgMuVj7zer/Dch:
2019-11-21 15:40.. 45.132.19.167 80 |k55gaisi.com GET /favicon.ico HTTP/1.1
2019-11-21 15:40.. 45.132.19.167 80 |k55gaisi.com GET /images/dDLX61midgTeKCTVKI/UoQGzVY
2019-11-21 15:40.. 45.132.19.167 80 |k55gaisi.com GET /images/KTzhfa0qX_2FOP91bo/Hmw5X>
2019-11-21 15:40..72.21.81.200 443 iecvIist.microsoft.com client Hello
2019-11-21 15:40.. 72.21.81.200 443 iecvlist.microsoft.com Client Hello
2019-11-21 15:41..172.217.12.37 443 gmail.com Client Hello
2019-11-21 15:41.. 216.58.193.142 443 google.com Client Hello
2019-11-21 15:41.. 185.118.165.1.. 443 n9maryjanef.com Client Hello -

151 bytes captured (1208 bits) k-
Dst: Netgear_b6:93:T1 (20:e5:2a:b6:93:71)
198.70.69.145

Packets: 7833 - Displayed: 139 (1.8%)

* - E -

Profile: Default

Figure 28. Finding the Ursnif-style HTTP GET requests that return a 200 OK.
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Q: What domain was used in HTTPS traffic after Ursnif became persistent on the infected Windows host?
A: n9maryjanef[.]Jcom

When Ursnif is persistent, we no longer see Ursnif-style HTTP requests starting with GET /images/. Instead, we
find Ursnif-related HTTPS traffic. Shortly after the final Ursnif-style HTTP GET request, HTTPS traffic to
n9maryjanef[.]Jcom begins on 185.118.165[.]109 as highlighted in Figure 29. This is Ursnif traffic.

‘ Ursnif-traffic-example-5.pcap L o B8 el
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ BNRDE ce2IE==QAqQaQE

II[(http.requestorssl.handshake.type == 1) and !(ssdp) ] - Expression... + basic | basic+ | basic+dns
Time Dst port Host Info =
2019-11-21 15:40.. 72.21.81.200 443 iecvlist.microsoft.com Client Hello
20189=-11-21 15:40. 72,.21.81. 208 443 iecvlist.microsoft.com Client Hello
2019-11-21 15:40.. 45.132.19.167 80 k55gaisi.com GET /images/We26kfzMbrKgMu N
2019-11-21 15:40.. 45.132.19.167 80 k55gaisi.com GET /favicon.ico HTTP/1.1
2019-11-21 15:40..45.132.19.167 80 k55gaisi.com GET /images/dDLX61lmidgTeKCi.
2019-11-21 15:40.. 45.132.19.167 80 k55gaisi.com GET /images/KTzhfa0qX_2FOP91bc \
2019-11-21 15:40.. 72.21.81.200 443 iecvlist.microsoft.com Client Hello
2019-11-21 15:40..72.21.81.200 443 iecvlist.microsoft.com Client Hello
2019-11-21 15:41..172.217.12.37 443 gmail.com Client Hello
2019-11-21 15:41.. 216.58.193.142 443 qoogle.com Client Hello
2019-11-21 15:41...|185.118.165.1@9 443 n9maryjanef.com Client Hello |
2019-11-21 15:41.. 72.21.81.240 80  www.download.wlndowsupdate.com GET /msdownload/update/v3/stat
2019-11-21 15:46../185.118.165.109 443 n9maryjanef.com Client Hello
2019-11-21 15:51..{185.118.165.109 443 n9maryjanef.com Client Hello
2019-11-21 15:51../185.118.165.109 443 n9maryjanef.com Client Hello -

4 »
» Frame 39: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits) =
» Ethernet II, Src: Netgear_b6:93:T1 (20:e5:2a:b6:93:f1), Dst: Netgear_b6:93:T1 (20:e5:2a:b6:93:T1)
» Internet Protocol Version 4, Src: 10.11.21.101, Dst: 198.70.69.145

0000 20 e5 2a b6 93 1 20 e5 2a b6 93 f1 08 00 45 00 R CRRER) -1 =

O 7 Ursnif-traffic-example-5.pcap Packets: 7833 - Displayed: 139 (1.8%) Profile: Default

Figure 29. HTTPS traffic caused by Ursnif.

You can confirm this is Ursnif traffic by filtering on ip.addr eq 185.118.165.109 and ssl.handshake.type == 11
and reviewing the certificate issuer data. The certificate issuer data should look the same as our second example in

Figure 10.
Q: What URL ending in .rar was used to send follow-up malware to the infected Windows host?
A: hxxps://testedsolutionbe[.]Jcom/wp-content/plugins/apikey/uaasdqweeeeqsd.rar

HTTP GET requests caused by Ursnif for follow-up malware end in .rar, so use the following filter to find this

URL in our pcap:
http.request and ip contains .rar

The results should be similar to what we see in Figure 30.
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‘ Ursnif-traffic-example-5.pcap | & = B &
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AE i@ BMNRD e YSFaaarE

[A]http.request and ip contains .rar £ [X] -| Expression... + basic | basic+ | basic+dns
Time Dst por{ Host Info

= 20 SO 2 80 testedsolutionbe.com GET /wp-content/plugins/apikey/uaasdqweeeeqsd
Mark/Unmark Packet

lgnore/Unignore Packet ‘ Wireshark - Follow TCP Stream (tcp.stream eq 60) - Ursnif-traffic-example-5.pcap | @ = [ o8
Set/Unset Time Reference - - 3
Time Shit GET /wp-content/plugins/apikey/uaasdqweeeeqsd.rar |[HTTP/1.1
Ime;shift.:. ser-Agent: MozilTa/Z. compatible; .0; Windows NT
Packet Comment... 6.1: Win64: x64)

Edit Resolved Name Host: testedsolutionbe.com

onnection: eep-Alive

Apply as Filter
e ' Cache-Control: no-cache

Prepare a Filter »

Conversation Filter 4 HTTP/1.1 301 Moved Permanently

Colorize Conversation » Date: Thu, 21 Nov 2019 15:51:44 GMT

sCTP Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: max-age=3600

Expires: Thu, 21 Nov 2019 16:51:44 GMT

6:{ |Location: https://testedsolutionbe.com/wp-content/plugins/
1, apikey/uaasdqweeeeqsd.rar

Server: cloudflare

CF-RAY: 5393d3a4fbbd2645-DFW

O 7 Ursnif-traffic-example-5.pcap —

4
» Frame  Copy
» Ether| Protocol Preferences 4
» Inter| pecode As... HTTP Stream

0000 Show Packet in New Window b6 93 f1l 08 00 45

1 client pkt, 1 server pkt, 1 turn.

Entire conversation (547 by ~  Show and save data as ASCII ¥ \ Stream 60 |

Find: [Find ﬂexl]

${Help | Filter Out This Stream | Print | Saveas... || Back || XClose

Figure 30. Finding the URL for follow-up malware from this Ursnif infection.

Notice in Figure 30 how the HTTP GET request in Figure 30 redirects to an HTTPS URL.
Q: What IP addresses were used for the Dridex post-infection traffic?

A: 185.99.133[.]38 and 5.61.34[.]51

One of these IP addresses is the same as Dridex in our fourth pcap, and it has the same certificate issuer data.
Dridex traffic to 185.99.133[.]38 has the same style of certificate issuer data as seen in example 4. Traffic to both

IP addresses does not involve a domain name.

The Dridex post-infection traffic is easy to spot in this example if we look for any HTTPS/SSL/TLS traffic

without a domain after the HTTP GET request ending in .rar as shown in Figure 31.
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‘ Ursnif-traffic-example-5.pcap s EES
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ BNRE aeedYel==EQAaqQE

(M \(http.request or ssl.handshake.type == 1) and !(ssdp) ] '] Expression... + basic | basic+ | basic+dns

Time Dst port Host Info -
2019-11-21 15:51.. 104.31.89.212 80 testedsolutionbe.com GET /wp-content/plugins/apikey/uaasdqwe
2019-11-21 15:51..104.31.89.212 443 testedsolutionbe.com Client Hello

2019-11-21 15:51.1185.99.133.38 443 Client Hello

2019-11-21 15:51.]1185.99.133.38 443 . Client Hello A

2019-11-21 15:51./185.99.133.38 443 Trafflc Caused client Hello URI— endmg
2019-11-21 15:52..1185.99.133.38 443 . Client Hello :

2019-11-21 15:55.§5.61.34.51 443 by DrldeX client Hello In .rar

2019-11-21 15:55.15.61.34.51 443 Client Hello l
2019-11-21 15:55.15.61.34.51 443 Client Hello .
2019-11-21 15:56.. 185.118.165.109 443 n9maryjanef.com Client Hello \
2019-11-21 15:56.. 185.118.165.109 443 n9maryjanef.com Client Hello

2019-11-21 16:01.. 185.118.165.109 443 n9maryjanef.com Client Hello

2019-11-21 16:01.. 185.118.165.109 443 n9maryjanef.com Client Hello K

2019-11-21 16:06.. 185.118.165.109 443 n9maryjanef.com Client Hello

2019-11-21 16:07.. 172.217.12.37 443 gmail.com Client Hello 1
2019-11-21 16:07.. 216.58.193.142 443 google.com Client Hello* HTTPS trafﬁc
2019-11-21 16:07..185.118.165.109 443 n9maryjanef.com Client Hello H
2019-11-21 16:08.. 185.118.165.109 443 n9maryjanef.com Client Hello Caused by Ursnlf
2019-11-21 16:11.. 185.118.165.109 443 n9maryjanef.com Client Hello

2019-11-21 16:11.. 185.118.165.109 443 n9maryjanef.com Client Hello v

4 »
» Frame 39: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits) <
» Ethernet II, Src: Netgear_b6:93:f1 (20:e5:2a:b6:93:f1), Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:71)
» Internet Protocol Version 4, Src: 10.11.21.101, Dst: 198.70.69.145

0000 20 e5 2a b6 93 1 20 e5 2a b6 93 f1 08 00 45 00 *.es o *.u...E- =

© 7 Ursnif-trafficcexample-5.pcap Packets: 7833 - Displayed: 139 (1.8%) Profile: Default

Figure 31. Finding the Dridex traffic in our fifth pcap.

Conclusion

This tutorial provided tips for examining Windows infections with Ursnif malware. More pcaps with examples of

Ursnif activity can be found at malware-traffic-analysis.net.

For more help with Wireshark, see our previous tutorials:

. o Customizing Wireshark — Changing Your Column Display

o Using Wireshark — Display Filter Expressions

o Using Wireshark: Identifying Hosts and Users

o Using Wireshark: Exporting Objects from a Pcap

o Wireshark Tutorial: Examining Trickbot Infections

Source: https://unit42.paloaltonetworks.com/wireshark-tutorial-examining-ursnif-infections/
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