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 Tool: Logger Module

Names Logger Module

Category Malware

Type Reconnaissance, Info stealer

Description
(Cylance) Logger Module observes the user’s actions and records them to a file. The recorded actions
include mouse clicks, active windows, keypresses, as well as clipboard data. The resulting log is

written out to a location where PVZ-Out can exfiltrate it to its command and control server.

Information <https://www.cylance.com/content/dam/cylance/pdfs/reports/Cylance_Operation_Cleaver_Report.pdf>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool Logger Module

Changed Name Country Observed

APT groups

  Cutting Kitten, TG-2889 2012-Mar 2016

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=94a9d108-968b-4246-b827-2375e5ec87d3

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=94a9d108-968b-4246-b827-2375e5ec87d3
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