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Baza (BazarLoader & BazarBackdoor) has been attributed to the organized cybercrime group behind Trickbot by
multiple security vendors over the past year. Initially appearing around April of 2020 , the malware was spread in
email campaigns utilizing infrastructure previously used to distribute Trickbot. [1] The term BazarLoader was
coined due to the reliance and use of Blockchain-DNS and the associated bazar domains used to communicate
with the controllers. Since then, the terms Baza or Bazarloader have been used interchangeably to reference this

particular malware family.

After the initial appearance of Baza, multiple reports attributing various code to the malware family appeared. [2]
[3] It became increasingly obvious that development was on going and multiple projects were under construction.
The downside to such a public following, is the common acceptance of activity based on previous TTPS.

Combining TTPs such as loading powershell stagers into red team utilities along with similar campaign structures

and C2 traffic patterns, can quickly lead to incorrect attribution of malware families and actors.

On Feb 3, we detected campaigns previously attributed to Baza but the malware utilized request headers that were
different. Several others noticed oddities as well.[4][5] Further analysis indicated something completely different

and new. Nimar loader did not share the same codebase as the baza family.

NimarLoader or Nimrod recently mistaken as BazarLoader, is coded in Nim. The malware was obfuscated but did
not contain the typical hardening seen in large scale campaigns. Since it was something newly developed, crypting
the sample was unnecessary but it is curiously absent making analysis less difficult. From the strings, hints at the

capability can be clearly seen.

verb in @["GET", "POST"]
Ghttps

@fKHMP ]

@SPMVDSD

job_type

job_args

job_results

@heartbeat set
@HEARTBEAT set Failed
@HEARTBEAT set
@Shellcode Done
@heartbeat

@shellcode

@handshake

@No update data recieved
agentId
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pathAdj

pathNoun

segNum

seqTotal
jobIdHeader
userAgent
serverPubKeyEncoded
jitterParamStr
sessionKey
sessionDie

The command table allows to handshake, heartbeat, shellcode, powershell or cmd, as evidenced in the strings seen

during execution.

rax, "kahsdnah®
rdx, [F12+18h]
[v12+18Bh], rax
loc_ DF6D28

Ll st =]

loc_DFGD9B:

®or eax, eax

cmp byte ptr [rdx+8], "e’
jnz loc_DF&BSY

Imagel: handshake

I

mou rax, "aebtraeh’
cmp [v12+18h], rax
jz loc DF7360

loc DFY360:

xor eax, eax

cmp byte ptr [rdx+8], 't°
jnz loc DF&B98
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Image?2: heartbeat

L 4
[l e 5 ol e =]
mou rax, 'ehsrewop’ cmp word pty [r12+18h], 'mc’
cmp [F12+18h], rax jz loc_DF7338
jnz short loc DFGEFC ™
Y
e = ol e 55
p word ptr [r12+18h], "11°
zZ short loc_DFGEFC loc_DF7338:
™7 cmp byte ptr [r12+12h], "d°
jnz loc_DF6EFC

Image3. powershell or cmd
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M=

mou rax, "docllehs®
cmp [v12+1Bh], rax
jz loc DF7348
Ll el =
loc_DF7348:
®or eax, eax
cmp byte ptr [rdx+8], e’
jnz loc_DF6&B76
- o e =

Image4: shellcode

I

loc_DFGBRAB:

mow rbx, " dnammoc®
mow ecx, 2Ch

call sub_DCODESA

mou ed=, 15h

mouv rcx, rax

mowv [rbp+var_348], rax
call sub_DCB98&A

Xor r8d, rid

mov rcx, " nwonknu®
mov [rbp+var_ 348], rax
mov rd=, [rax]

1lea rd®, [rax+rdx+18h]
mouv [rdx], rcCx

mou ecx, Z@h

mov [rd=z+8], rbx

mov [rd2+14h], CX

lea rFcx, [rbp+var_348]
mov dword ptr [rdx+18h], ‘epyt’
mou rd=, ri12

add quord ptr [rax], 1Sh
call sub_DF16CA

mov rcx, [rhp+uvar_348]
Xor edx, edx

Image5: unknown command

While some of the strings are visible, a string encoding and decoding routine exists.

mov [Fsi+28h], rbx

mov edx, 67388BCCh

lea rcx, unk_EAGAZA
call DecodeString DEDD18
mov rbhx, rax

Image6: Decoding routine

The decoding loop XORs every byte of the encoded string with every byte of the key and then increments the key
by one, due to how XOR works this is the same as XOR encoding every byte with a single XOR byte and

Page 4 of 8



https://medium.com/walmartglobaltech/nimar-loader-4f61c090c49e

incrementing the key by the iterator in a rolling single byte XOR loop.

Xor [F12+rbx+18h], sil
loc_DEDDL4B: mou rdx, [r12]
X0 [F12+rbx+18h], sil cmp rbhx, rdx
mov rd=, [r12] jb loc_DEDD52
cmp rbx, rdx
jnb loc_DEDDDD
A . YYYY
s 5= = =
jmp loc_DEDDGB
loc_DEDDDD: loc_DEDD52:
sub rdz, 1 mov rax, rsi
mov rcx, rbx sar rax, &
call sub_DCC758 E{il [r12+rbx+1Bh], al
mov rdx, [r12]
cmp rhx, rdx
jnb loc_DEDEL4S
= [l i =
loc DEDDBL4
loc_DEDDGE: loc_DEDEL4SB:
moy rax, rsi suhb rdx, 1
car rax, 168h mou rcx, rbx
z0r [r12+rbx+18h], al call sub_DCC75A
mov rd=, [r12]
cmp rbhx, rdz
jnb loc_DEDE18
_ Yy
MZE
loc_DEDD8A4: loc_DEDE18:
mouv rax, rsi sub rdx, 1
add rsi, 1 mou rcx, rbx
Sar rax, 18h call sub_DCC75@
Xor [rv12+rbx+18h], al
add rbhx, 1
cmp rdi, rbx
jle loc DEDE?V@

Image7: Decoding Loop
After running the routine the following strings are decrypted:

Press enter or click to view image in full size
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path_adj

path_noun

seq_num

seq_total

job_id_header

user_agent

server_public_key
https:s/centralbancshares. com
https://centralbancshares.com
https://gariloy.com
https://ligui-technik.com

W+ 702MT§OX61TydNkEDA==
EVks@wzksyQGHwnYI7nL20==
cUpETOPbUTIduS2RkEYDYOWIsmZeNkHE 1] TosAIVhac=
efcbdddfda2500cd496b55d f43402dBed@7ThE cd965T701a2@5c 17 f2bA3BOTcel
pp3SnBeVj 2MBTF+NEDOg Lg==
EVks@wzksyQGHwnY1TnL20==
cUpEfOPDULIduS2RKAYDYOWIsmZeNkHEL] TosAdVhdc=
about

JSESSIONID

APISID

Cookie:

51D

As referenced earlier, the sample functions a bit like a loader, with the ability to process shellcode and execute
tasks or jobs via cmd or powershell. Similar to the majority of Baza campaigns, the tasks that were executed came

in the form of cobalt strike stagers. The benefit of using this “fileless” mechanism, is nothing touches disk.
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Join Medium for free to get updates from this writer.
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Upon execution, a callout is made by the stager to topservicebin[.]Jcom . During the campaign, the domain

resolved to the ip 45.141.87 .41 which contained the following SSL certificate.

S5L Certificate
Certificate:
Data:
Version: 3 (@x2Z)
Serial Number: 46BZ10062 (@x1lbe851Be)
Signature Algorithm: sha2SeWithRSAEncryption
Issuer: C=US5, ST=TX, L=Texas, 0=1lol, 0OU=, (N=topservicebin.com
Validity
Not Before: Feb 1 18:15:51 2821 GMT
Not After : Feb 1 1B:15:51 2822 GMT
Subject: C=U5, 5T=TX, L=Texas, O=lol, OU=, CN=topservicebin.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (20848 bit)

Image8: SSL Cert

The following are all Cobalt Strike servers with matching or similar certs, sharing the same hosting provider.
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Host

45.141.87.2

45.141.87.3

45.141.87.4

194.26.29.241

45.141.87.41

45.141.84.65

45.141.84.85

45.141.84.84

45.141.87.42

45.141.84.63

194.26.29.240

194.26.29.253

194.26.29.247

45.141.84.34

194.26.29.11

194.26.29.254

45.141.87.36

Nearly identical infrastructure has been positively associated with the deployment of not only BazarLoader but
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Domain
bestserviceupdate.com
newserviceboost.com
newservicemonster.com
two-bytes.pro
topservicebin.com
topbackupupd.com
rargame.com
top-serviceupdate.com
topserviceupd.com
backupupdonline.com
backup-supp.com
bestserviceboost.com
backupupd.com
serviceboulder.com
first-makler.pro
bestservicehelp.com

servicelelevate.com

with the deployment of RYUK by Mandiant last October. [6]

Nimar Loader appears to be partially based on existing code or perhaps the idea originated elsewhere. The actors
behind TrickBot have incorporated free utilities and software developed by the CyberSecurity or opensource
communities for their own nefarious purposes (MiniL.ZO, BloodHound, CobaltStrike, PowerSploit, Obfuscator-

LLVM, ADVobfuscator...) in the past. While the nim language is not new to the offensive scene, it is quite a

departure for the traditional tooling of Trickbot. [7]
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